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ABSTRAK

Event virtual adalah acara yang dilaksanakan secara online di era pandemi covid-19

seperti webinar. Hal tersebut, dilaksanakan oleh administrator yang memiliki fungsi
sebagai: monitoring, setup dan troubleshooting. Permasalahan yang terjadi ketika
tidak dapat monitoring, terdapat gangguan Seperti serangan peort scanning untuk
=4 Mmengetahui port dan percobaan.dogin dengan paksa (Brute Force,SSH;Telnet) pada

router mikrotik . Serangantersebut merupakan,langkah awal pemerosesan pencurian

od i

=: data / merusak data.oleh sebab ituspenerapan . Salah satu solusi dari permasalahan
D

§tersebut, pada penelitian ini membangun sistem keamanan pada jaringan yaitu port
;knocking dan firewall filtering."Fungsi dari port knocking dan firewall filtering

® adalah memfilter jaringan dan-membuat-autentifikasi pada saat login ~Metode

baN

) & . - . : .
=, penelitian ini memiliki 5 tahapan yaitu studi lapangan, perancangan sistem,

r

“,’,implementasi sistem, pengujian system..dan pembuatan laporan. Model yang

e

= digunakan yaitu model kuantitatif dengan-melakukan 2 macam serangan dan 1

whatsapp gateway sebagal notifikasi . Hasil dari metode tersebut akan mendapatkan
data-data yang akan dikelolah lebih lanjut untuk memberikan kesimpulan tingkat
keberhasilan dalam menerapkan sistem keamanan pada router mikrotik di event

virtual

Kata kunci: Event virtual, MikrotikyFirewall-filtering, port knocking.
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BAB |
PENDAHULUAN

1.1 Latar Belakang

Event Virtual merupakan bentuk acara“yang dilaksanakan secara online di era
pandemi covid-19 seperti webinar, hal tersebut sebagai langkah alternatif yang
diambil untuk tetap terlaksana.(Ebner & Gegenfurtner, 2019, p.. 1;.Sasmita, 2020;
Toquero & Talidong, 2020) Mekanisme. pelaksanaan dapat dilakukan«di studio
dengan dilakukan setup alatybreadcast dan penyaluran aliran jaringan (Eligator &
Harten,” 2021) . Proses penyaluran jaringan membutuhkan router sebagai
penghubung dari ISP (Internet Service Provider) menuju switch, salah satu router
yang digunakan adalah Router mikrotik pada event virtual . = Router mikrotik
digunakan untuk memanagement (Siswanto et al., 2018), filtering jaringan dengan
tujuan untuk kestabilan, efektifitas serta tingkat kemanaan Saat penggunaan.
(Trabelsi & Molvizadah, 2016)

Router mikrotik 'membantu pekerjaan -administrator yang memiliki fungsi
konfigurasi, monitoring dan troubleshooting pada sistem. (Ariyanto et al., 2020;
Dwi Prayogo & Arif Wibaw a, 2012; ismi, 2020). Pelaksanaan pada event virtual,
fungsi konfigurasi dilakukan untuk konfigurasi sistem sesuai dengan kebutuhan.
Fungsi monitoring untuk melihat jalur sistem pada saat gladiresik maupun live
pelaksanaan. Namun, hal tersebut tidak dapat.dilakukan setiap saat, karna terkendala
tempat yang tidak bisa dijaga setiap saat, khususnya pada perangkat router mikrotik.
Permasalahan yang terjadi adalah administrator tidak dapat mengetahui apabila
terjadi gangguan-gangguan.yang dapat menghambat dan mengurangi kinerja dari
router mikrotik, seperti serangan-serangan.percobaan-legin‘dengan paksa (Brute
Force, SSH, Telnet) dan Scanning pada port router mikrotik (Apriani & Harbani,
2018; Mursyidah et al., 2019; Saito et al., 2016) Serangan tersebut merupakan

langkah awal pemerosesan pencurian data / merusak

1
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data, apabila terlaksana dan terjadi terhadap router mikrotik , hal tersebut dapat

menganggu kinerja.

Langkah awal yang harus dilakukan adalah pemberian keamanan pada sistem
router mikrotik. Penerapan fitur port.knocking.pada sistem login dengan
autentifikasi kesepakatan memiliki-tujuan sebagal bentuk “meminimalisir atau
menghambat ketika serangan ssh, telnet dan winbox , fitur firewall.melakukan
filtering pada jaringan apabila terdapat kejanggalan dalam login, “melakukan
pemblokan ip secara otomatisppengnonaktifkan pada serangan dan pemberian
notifikasi serangan dengan memanfaatkan sosial media WhatsApp sebagai
flatform yang terhubung router mikoritk terhadap administrator. Pada tahun
2016 penggunaan whatsApp mencapai 1 miliar pengguna:terdapat fitur-fitur
yang dapat menginformasikan detail pada pengguna (Sutikno et al., 2016),
whatsapp memiliki nilai user-friendly dibandingkan dengan aplikasi lainya
(Muhammad et al., 2022).

Berdasarkan permasalahan yang terjadi pada event virtual,” administrator
membutuhkan sistem keamanan untuk —meminimalisir serangan dan
memfiltering jaringan yang mencurigakan serta melakukan autentifikasi serta
pemberian notifikasi dengan bantuan social media whatsapp dalam antisipasi
serangan pada router mikrotik.

1.2 Perumusan Masalah

Dilihat dari latar belakang tersebut adapun perumusan masalahnya sebagai

berikut:

a Bagaimana cara.menerapkan keamanan pada router mikrotik  untuk
serangan Port Scanning, Brute.Force winbox, SSH.dan-Telnet?

b Bagaimana cara penerapan Filtering firewall dan Port knocking pada
sistem?

¢ Bagaimana cara penerapan whatsapp sebagai notifikasi sistem peringatan?

1.3 Batasan Masalah

Adapun batasan masalah yang disebutkan bertujuan agar pembahasan dapat
lebih terarah. Pembatasan masalah tersebut antara lain:

a Sistem dibagun pada jaringan LAN (Local Area Network)"
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b Sistem dijalankan dengan 4 user yaitu pada virtual mesin sebagai router
(mikrotik versi 7.1.1), attacker 1 (kali linux 13.0), attacker 2 (Windows 10
pro), log server dan whatsapp gateway (ubuntu), administrator (Windows
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10 Pro) dan winbox versi 3.34

c Sistem keamanan firewall filtering digunakan.sebagai mengatasi (Port
Scanning, Brute Force; ssh dan telnet)

d Sistem keamanan Port Knocking digunakan sebagai mengatasi (ssh., telnet
dan winbox).

e Notifikasi serangan dengan whattapp versi 2.22.14.70
1.4 Tujuan dan Manfaat

1.4.1 Tujuan
Adapun tujuan dari penelitian.ini adalah
a. Membuat rancang bangun sistem keamanan router mikrotik untuk
mengantisipasi serangan.terhadap pihak yang tidak bertanggung
jawab , penerapan pada fitur fitur filtering firewall , block ip , Drop
ip , Port Scanning, Brute Force, winbox, SSH dan Telnet.
b. Implementasi whatsapp sebagai notifikasi awal dalam antisipasi
serangan pada router mikrotik .
1.4.2" Manfaat
Adapun manfaatnya pada pengimplementasian ini adalah
a. Dengan adanya notifikasi dapat. digunakan untuk mempercepat
informasi dan meminimalisir terjadinya serangan pada router

mikrotik
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b. Mengetahul dan menjadi:-bahanevaluasi- untuk meningkatkan

keamanan bagi administrator.

1.5 Sistematik Penulisan
Penelitian ini dilakukan dengan sitemati penulisan sebagai berikut:
1. BAB | PENDAHULUAN
Pada bab ini menjelaskan tentang permasalahan yang terjadi, dijelaskan
berdasarkan latar belakang . Membuat tujuan dan manfaat pada rancang
bangun yang dibuat sebagai pembahasan selanjutnya dan batasan masalah

yang digunakan untuk titik pengerjaan.
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2. BAB Il TINJAUAN PUSTAKA

Pada bab ini menjelaskan tentang materi-materi dari rancang bangun sistem
yang dibuat untuk membantu dari hal pengertian sistem yang digunakan.
Pembahasan tentang mikrotik baik dari_fitur-fitur maupun keamanan yang
digunakan serta pembahasan_netifikasi dan jenis.serangan yang digunakan
untuk pengujian sistem: Pembahasan penelitian yang telah dibuat sebagai
gambaran atau perbedaan yang dibuat antara penulis sebelumnya.dengan
sekarang.

. BAB HI. METODE PENELITIAN

Pada  bab ini terdapat pembahasan ‘tentang perancangan Sistem yang
membahas jenis_penelitian yang yang digunakan ', tahapan penelitian
membahas langkah-langkah dalam.penyelesaian .dengan tahapan-tahapan
dan object penelitian membahas object yang digunakan dalam permasalahan

skripsi.

. BAB IV HASIL DAN PEMBAHASAN

Pada bab ini terdapat pembahasan tentang analisa yang- dibutuhkan pada
sistem berupa hardware dan software , perancangan sistem sebagai bentuk
cara kerja sistem , implementasi Sebagai Jbentuk penerapan pada sistem,
pengujian yang menjelaskan deskripsi _dan prosedur sebagali bentuk
penjelasan dan langkah-langkah pengujian , terdapat hasil dan analisa hasil
pengujian sebagal bentuk :hasil ‘bentuk “penjabaran dalam implementasi

sistem.

. BAB V PENUTUP

Pada bab ini terdapat pembahasan tentang kesimpulan dari-hasil pembahasan
skripsi serta saran yang digunakan-sebagai-peningkatan langkah selanjutnya

agar menjadi lebih baik

. DAFTAR PUSTAKA

Pada bab ini terdapat sumber sumber dari tinjuauan Pustaka sebagai bukti

atau sumber informasi untuk penelitian skripsi.

. LAMPIRAN

Pada bab ini terdapat lampiran-lampiran pendukung pada skripsi
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192.168.8.187 logi
Fully mthm
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password auth
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[ERROR]
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[WARNING] Many
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[WARNING]
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[ERROR] Ssh tar:
[STATUS] 52
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ERROR] ssh tar:

assword auth
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1 of 1 target

Hyd
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not support
not support
[ERROR] es not support
[ERROR] not support
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[ERROR] 0
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[WARNING]
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[ERROR] 0 t
Hydra (https

[WARNING]
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[WARNING] ¥
[ERROR] 1
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[23][telnet]
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[WARNING] telnet is by its
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[23][telnet] host:
[23]1L t] hos
[23]1[

[23][te

[23][

[23]1[

l f ¢ f completed,

file
[EFFOF]
[ERROR]

resol
cmplefa

ujicoba
ujicoba

ujicoba
ujicoba
ujicoba
ujicoba
ujicoba
1h, 107
admiin
admiin
admini23
admini23
admiin
admiin
admiin
admini23
i ndar
admin
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File Actions Edit View Help
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its nature unrel
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and eth

1
[A‘][(-ln.—(]
[23][telnet]
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[telnet]
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ah12111
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Lampiran 8 Serangan Brute Force 20 data telnet tanpa kemanan
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2 listpassu .8. 4
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net .16 ujicoba rd: iskandarajah12111
[23][telnet] . 8 in: ujicoba rd: admin
[23][telnet] 1 192.16 L : ujicoba rd: website
[23][telnet] - 8 L ujicoba

[23][telnet] :

[23][telnet]

[23][telnet] host: .168.8.18 L : ujicoba
[23][telnet] 5 8 L ujicoba
[23][telnet] .16 L ujicoba
[23][telnet] 92.16 8 ujicoba
[23][telnet]

[23][telnet]

[23][telnet] 5 L ujicoba
[23][telnet] hc .16 8 login: ujicoba
[23][telnet] 92.16 8 ujicoba
[23][telnet] 5 8 in: ujicoba
[23][telnet] : 192.168.8.18 L : ujicoba

t]
[23][telnet] host:
[23][telnet] hos
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1
or for ill non-bindin,

the/the-hydra)
liable 1

187
187
[23][telnet]
[23][telnet]
[23][telnet]

[223][telnet] host: .168.8.18 : admiin
[23][telnet] hos 5 8 admiin
[23][telnet] i
[23][t

[23][telnet]

[STATUS] 280.

[23][telnet] h 5 8 i r jah12111
[23][telnet]

[23][telnet]

[23][telnet]

[23][telnet]

t]
[23][telnet]
[STATUS] 28!
[STATUS] . ri 00 tries
[STATUS] . es/min, 400 trie
[STATUS] tries/min, 400 tries i
[STATUS] 66.67 s/min, 4@ in

[23][telnet]
[23][telnet]
[23][telnet]
[23][telnet]

[23][telnet]
[23][telnet]

[23][telnet] : 192, 8 B 23 ssword:
[23][telnet] 9 8 adm t
[STATUS] 151.

[23][telnet] hos

[23][telnet] hos

[23][telnet] host:
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jah12111

n
[23][telnet]
[23][telnet]

[23][telnet] host:
[23][telnet] hos
[23][telnet]
[23][telnet]
[23][telnet] 92.168 8 r kandar
[23][telnet] host: 192. 8 : rd: pnj
1 hos 8 r
hos
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i
ganteng

[23][telnet]

[23][telnet]

[23][telnet]

[23][telnet]

[23][telnet]

[23][telnet]

[23][telnet]

i

[23][telnet]

[23][telnet]

[23][telnet]

[23][telnet]

[23][telnet]

[23][telnet] .18 m

5 [[A"[[A I ¢ 2.168. login: adm i

[23][telnet] host: 192.168.8.187 login:

p 1@
or for ill purposes (this is non-binding,

[23][telnet] hos
[23][telnet] hos:
[23][telnet] hos
[23][telnet] hos
[23][telnet] host:
[23][telnet] hos
[23][telnet] hos
[23][telnet] host:
[23][telnet] hos:
[23][telnet] hos
[23][telnet] hos
[23][telnet] hos
[23][telnet] host:
[23][telnet] hos
[23]1[telnet] hos
[STATUS] 252.79 t
[23][telnet] hos
[23][telnet] hos
[23][telnet] hos
[23][telnet] hos
[23][telnet] host:
[23][telnet] hos
[23][telnet] hos:
[23][telnet] host:
[23][telnet] hos
[23][telnet] hos
[23][telnet] hos
[23][telnet] hos
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Cs

Hydra v9.1 (c)

these x*x

Hydra (https:
[WARNING]

1
[23][teln
[23][telr
[23][telnet]
[23][telnet]
23][telnet]
[23][telnet]
[STATUS]
[23][telnet]
[23][telnet]

1[telnet]

[
[23][telnet]
[2

[23][telnet]
[23][telnet]
[23][telnet]
[23][teln
[23][telnet]
[23][telnet]
[23][telnet]
[23][telnet]
[23][teln
[23][telnet]
[23][telnet]
[23][telnet]
[23][telnet]
[STATUS]
[23][telnet]
[23][telnet]
[23][telnet]
[23][telnet]
[23][teln
[23][telnet]
[23][telnet]
[23][telnet]

[23][telnet]
[23][telnet]
[23][telnet]
1 of 1 target
IARNING]
[ERROR]
[ERROR] @
Hydra (https

[23][telnet]

[23][telnet]

[23][telnet]
t

[23][telnet]
[23][telnet]
[23][telnet]
[23][telnet]
[23][telnet]
[23][telnet]
[23][telnet]
[STATUS] 200
[23][telnet]
[23][telnet]
[23][telnet]

[WARNING] Wr
[ERROR] 2 tar
[ERROR] @

Hy
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host:

host
host
hos

host

host:

host
host
host
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host
host
host
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host:
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and ethics

.187
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8.187
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168.8.187
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ssfully
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Ariting restore file be

.168.8
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tries

login

login
login
login
login:
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Logt
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ully completed,
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admin
adminn
adminn
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[ERROR]
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[DATA] ma

[WARNING] Man:

1
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10 tasks pe

[DATA] att
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Hydra (https:
[WARNING] M

Hydra (http
[WARNING] W
[DATA] max 10

Hydra (https:
[WARNING] W

tries/min,
tries/min,
tries/min,
tries/min,
tries/min,
tries/min,

**% ignore

SSH configurations limit
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sks

Hauser/THC
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Lampiran 9 Serangan Brute Force 10 data ssh dengan keamanan

)-[~/Skripsi/DataList
istusernamel@

asswordl@
iejak -

to
to
to
to

ions limit the number of p.

11 10 tasks,

[~/Skripsi/DataList]

listusername

Timi
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t the number

10 tasks,

~[~/Skripsi/DataList

~/s|
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per
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o
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the number
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11 10
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tries per
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10 tries per

168.8.187
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1:10/p:1@), ~10 tr
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non-bindin
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- Timeout connecting to 192

-[~/Skripsi/DataList]

© Hak Cipta milik Jurusan TIK Politeknik Negeri Jakarta
Hak Cipta:

1. Dilarang mengutip sebagian atau seluruh karya tulis ini tanpa mencantumkan dan menyebutkan sumber :
a. Pengutipan hanya untuk kepentingan pendidikan, penelitian , penulisan karya ilmiah, penulisan laporan, penulisan kritik atau tinjauan suatu masalah.

b. Pengutipan tidak merugikan kepentingan yang wajar Politeknik Negeri Jakarta

2. Dilarang mengumukan dan memperbanyak sebagian atau seluruh karya tulis ini dalam bentuk apapun
tanpa izin dari Jurusan TIK Politeknik Negeri Jakarta
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Lampiran 10 Serangan Brute Force 15 data ssh dengan keamanan
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168.8.187
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Hydra (ht
[WARNING]
[DATA] m
[DATA] a in
[ERROR] could n
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n Hauser/THC & Da
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istpasswordls

[DATA] max
[DATA] a
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in military or

[ERROR] .8.187 - Timeout connecting t

rations limit the number of par
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[DATA] max 15 t
[DATA] attackin
[ERROR] could not connec
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- Timeout c
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tions limit the number of pa
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listus 15
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Hydra (https:
[WARNING]
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192.168.8.187
se do not use i
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ting to 192.168.8.187
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in military or
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non-binding,
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r for illegal purposes (this is non-binding,
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secret service organizations, or for illegal purposes (this is non-binding,
he tasks: use -t &4

.187

8

5
i
=)
c

to 192.168.
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nning Po
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(5]

oot: fhome/delim..

W delimiter - File Manager

root@root: fhome/delimiter/Skripsi

Actions Edit View Help

/home/delimiter/skri
psi/Lognanagenent

Thu Jlﬂ_ 7 1

/home/delimiter/Skri
psi/logmanagement

nnot remove

r/Skrip
i Nos

/home/delimiter/skri
pai/Lognanagenent
21657206250
10 PM WIB

/home/delimiter/Skri
psi/logmanagement
|

mFuHmmN ts
Port Scanning At

® =
0 192.16:
Nmap 7.91 (

) a

Nmap sc

Host is up (@.0@
ALl 1 scanned pc
87 are filtered

ion performed.
t results
rg/submit/ .

1 IP address (1 host up) s

@
n report for 192.168
Host is up (0.00099s
9 scanned ports

on performed.
results :

1 IF' 1dd]-= s (1 host up) s
nds

43

(Lanjutan)

10:02PM O

o TCP
.168.8.1 088,

out i ) r c 08:
(syn), 1 1
187:1069, len

L 8.187 fir
1,info PortScannin
therl D\.H lmPn

1,info PortScannin
therl out
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@root: /home/deli

File Actions Edit View Help

/home/delimiter/Skri
psi/logmanagement
date 01657206347
Thu Jul 7 1 7 PM WIB
_ »tack ha:
*ALERT INFORMATION
di Serangan

/home/delimiter/Skri
psi/logmanagement

:[1,"mentionedIds”:[1,"isGif
/home /delimi:

remove '/home/delimit

@root: /home/delim... T

root@root: ~

delimiter@root:

44

(Lanjutan)

d:4d, proto TCP
5-192.168.8.

® =
192.168.
( htt
5

8.187

nned por 68.8. 7 d, proto TCP (
87 are filtered 62205-3192.168.8.187:
168.8.187 fir

tion performed.
t results 2

ddress (1 host up) s
.14 seconds

Nmap done
canned in 2

®
1]

, proto TCP (SYN
5-3192.168.8.18

B& S| EEGI@ R rocr

root@root: [home/delimiter/Skripsi

File Actions Edit View

/home/delimiter/Skri
psi/logmanagement
date @165720646:
Thu Jul 7 1@:07 PM WIB

/home/delimiter/Skri

[
psi/logmanagement
1]

mentionedIds™:[],
' /home/delimi

/home/delimiter/Skripsi

130

1,info P
] = therl out
192 27:17:7

p 168
ting Nmap 7.91 (

168.8.

) at
Nmap report for 192
Host is up (0.000895 1.

virtual

tion performed.
t results at https:
rg/submit/ .
1 IP address (1 host up) s
30 seconds

therl out

out

therl
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oot: /home/delim.

B |mmEmr]| O rote

Actions Edit View Help

el

d
59E600801E31561

085780@C. us_
, "hasMedi

yinfe Por
(unkno
proto TCP (SYN),

.168.8. 9090
te"i"C20157l0857
8 isForm ded
isStarred”:
fromMe uotedMsg 1
ds":[],"mentionedIds™:[],"isl
: cannot remove '/home/delimiter
for hwinbo

File Actions Edit View Help

_out ,"has|
"*ALERT INFORMATION !!
lah terjadi Se

Ly
nnot remove '/home/delimiter/
og/port_knockin

45

(Lanjutan)

delimiter@roc w delimits 10:09PM O

root: fhomejdelimiter/Skripsi/logmanagement

/home/delimiter/Skri

psi/logmanagement

date @1657.

Thu Jul 7 10:1€ PM WIB 2
/home/delimiter/Skri Host is up (0.00067s 1
psi/logmanagement 0 scanned ports
fil

192.168.8.187 fir

k input:

ction performed. Please r

ul at https:

ther1 out

.168.8.187 fir
Attack input:

10:12PM Q

root @root: fhome/delimiter/Skripsiflogmanagement

/home/delimiter/skri
psi/logmanagement
L ale6

e 06710
Thu Jul 7 10:11:

@ PM WIB 202

/home/delimiter/Skri
psi/logmanagement
[ | e filte
MAC Addres
e VirtualBox virtua

therl out
7

therl out:(unknoun 0),
4d, proto TC
3069—192.168.8.

11:50 192.168
rtScanningAt
therl out:(unknoun 0),
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File Actions

Brute Fo

192.168.
h input

File Actions

k"0,
FORMATION
Serangan Brute

16572113510
0":"6

sQuotedMs:
01"

Edit

Edit

@root: fhome/delin

View Help

281
BF4CB86078D4TECF
ed”:"true_62815

ce SSH berlangsun
ngan Brute Force

8.1

in:etherl out:(unknown

View Help

eRejected
"isDynam

SQEFCY_ou
:"*ALERT IN
n*Telah terj
Fo

/home/delimiter/Skripsi

[ root@root: ~

46

Lampiran 16 Brute Force SSH 10 Data Whatsapp Gateway

root@root: fhome/delim... 11226 PM O

File Manager

root@root: fhome/delimiter/Skripsiflogmanagement

Jul
/home/delimiter/Skri
psi/logmanagement
dat 16

Thu n Hauser/THC
do not use
r secret service organi
illegal purposes (thi
these ** ignore la

ul :
& David M
in militar
ons, or for
s is non-binding
ws and ethics

/home/delimiter/skri
psi/logmanagement

7 103 192.168.8.187 fire
info BruteForcesSsh input
out:(unknown @), n
RNING] M: g
he number of parallel tas
en 1050
Jul
refile (you havi 1,info BruteFo
(use option -I 1 out:(unknown 0
7:7d:4d, proto TCP (ACK,FIN,PS
.168.8.16 168.8.18
en 1050

dra.restore 7 8.8
to resum nfo BruteForcesSsh input:
1 out:(unknown @

/home/delimiter/Skri .
psi/Datalist 25:16 192.168.8.187 firewal

info BruteForcesSsh input: in

11:32PM O a

n Hauser/THC
e do not use

/home/delimiter/Skri
psi/logmanagement
a 81657211381
Thu Jul 9:41 PM WIB zations, or for
s is non-bindin,
/home/delimiter/Skri ws and ethic

purposes (thi
ignore la

L
psi/logmanagement

tions lim or
lel tasks, it i (unknown @), c
proto TCP (S¥N),
e -t &4
[WARNING] Restorefile (you h.
cond: t... (use option

168.8.18
1,info BruteForcesSsh input:
1 out:(unknown @),

[STATUS] 20 tries in
00:@1h, 190 to do in ¢ 10 acti

1,info BruteForcesSsh input

1 out:(unknown @), src

7:7d:4d, proto TCP (SYN),
2-5192.168.8.187:

/home/delimiter/Skri
psi/DataList
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oot: /home/delim... CJ root@root: ~ [ root@root: /home/delim. Skr

oot: home/delimiter/Skripsi/Datalist

Actions Edit View Help
listpasswordie
/home/delimiter/Skri
psi/logmanagement
A 016!
Fri Jul 8

/home/deLimi ter/Skri
psi/logmanagement tions, or for il
date ~d @16 is non-bindin

Fri Jul 4 M WIB i

L] /home/delimiter/Skri
psi/logmanagement
C 01657. 96

Fri Jul 6 AM WIB

/home/delimiter/Skri
psi/logmanagement (you h,
(use option -1

10 se

/home/delimiter/skri
psi/logmanagement
dat 2165723
Fri Jul
:10), ~1@ tries
/home/delimiter/Skri [DATA] king
psi/logmanagement /

/home/delimiter/Skri

1

root: fhome/delim. root@

root: /home/dell
root@root:/home/delimiter/Skripsiflogmanagement

jons Edit View Help

L] /home/delimiter/skri
psi/logmanagement
01657212090
turesEn: 7 11:41 wIB n Hauser/THC
ejak - Please do not use
/home/delimiter/Skri

in milit
psi/logmanagement i

ions, or for i
s is non-binding,
5BDC ws and hi

Toe.-

it the numbe:
recommended

fnA2—19
chat”,"t

len 7
W 165721203908
to

/home/delimiter/Skri

L]
psi/DataList
1]

47

(Lanjutan)

1,info Brutefo
1 out: (unkni

1,info Brutefo
1 out:(unkn

1,infe BruteFo
1 out:(unknow

1,infe BruteForc
1 out: (unknow

1,info BruteForcesSsh input:
8), src
TCP (SYN)

(SYN),

11:42PM O

1 out:(unknown @
d, proto TCP (S
8

1,info BruteFor
1 out:(unknown
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@root: /home/delim...

[J root@root: ~
root@root:fhome/delimiter/Skripsi/logmanagement

File Actions Edit View Help

/home/delimiter/Skri

114

657, 6! in military or
ions, or for il
is non-binding

secret service organi
purposes (thi
igno
/home/delimiter/Skri
psi/logmanagement

it the numbe
mmended to redu

1657212659
g =

[STATUS] 20.00 tries/min,
¢ h, 190 to do in

session file

] /home/delimiter/Skri
psi/Datalist

File Actions Edit

L] /home/delimiter/Skri
psi/logmanagement
@657
angan Brute Force SSH Thu Jul 7 1 PM WIB 2
nJul 8 @
info Brut
(unknow

/home/delimiter/ski
etherl out psi/logmanagement tions, or for

At 657 4 is non-binding
Thu Jul 7 11:54:14 WIB 2 s and ethics
len 66

11657213541 /home/delimiter/Skri anhauser-t

psi/logmanagement 7-08
3 6 41 [}
05:41 AM WIB 2 [WARNING] Many SSH configuratio
it the number of p: 1 tasks
/home/delimiter/Skri ommended to reduce the tas

psi/logmanagement e -t 4

[ | [WARNING] R

conds to abort

Fri Jul 8 1 ns Lim

it 1

file (you ha
(use option -I to

[ERROR] could not comnec
168.8 - Timeout

ang di dipastikan d
an dicek kembali

48

(Lanjutan)

BruteFor
(unknou

1,info BruteFor
1 out: (unknou

1 out:(unknou
:4d, prote TC

1,info BruteFor
1 out: (unknou

1,info BruteFo
:(unknown @),

6
J
1,info BruteFo

1 out:(unknown 8),

1,info BruteFo
unknown

ul 19 1 8.8.18
1,info BruteForcesSsh input:
unknown @),

1,info BruteFo
unknown
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oot: fhome/delirr O root@root: fhome/delim...

oot: fhome/delimiter/Skripsi/logmanagement

File Actions Edit View Help

/home/delimiter/Skri
psi/logmanagement

ogr 1sDyn.
g se, "isMdHist
quiresDirectConnection”: < a 2
Fri Jul 8 12:31:06 AM WIB ve
[STATUS]

n ee:e7h, 81
[STATUS] 18
n 00:08h, 71
e

/home/delimiter/skri

OF544EFOEBSDES psi/lognanagement

n 00:09h, 51

[WARNING]
e 2 final
lete unt
[ERROR] 2 t
could not be
[ERROR] €

085780@C.us"

de’ Typ!

O root@root: /home/delim... T root@root: ~ O root@root: /home/delim..

root@root: [home/delimiter/Skripsi/logmanagement

Edit View Help

/home/delimiter/Skri
psi/logmanagement
@165
Fri Jul 8 @ psi/pataList
/home/delimiter/Skri
psi/logmanagement

< "ALERT IN
nxTelah terjad & David M

in military

zations, or for
s is non-binding

04:45:15
[WARNING]

number of

7 len 5

16572303390
7308

TO @ 081

conds t
kip

true,
mentio
/home/delimiter/skripsi

130

[WARNING] Restorefile (

to do in @@

tries/min,
to do in @

es/min,

to do in @@:0:

STATUS] 18.89 tr

o do in @

restore file be
ds did not

a -R" to

/home/delimiter/Skri

10

ran Hauser/THC
ejak - se do not use
or s e ce or i
i purposes
#he ignor

SSH configurations lim
1 task it i

ou e 10 s
-1 to

session

(use option

01:02AM O

Forcess:

Forces
(unknown @
d

1,info BruteFor
(unknown @
o TCP

40—192.168.

146 AM O

1,info Brutefo
1 out

Jul ] o
1,info BruteForc
1 out:(unkn

BruteForce:
(unkn

49

(Lanjutan)

sh inpu

.168.8
Ssh inpu

187 firewal
i ther

(SYN

8.187

proto TC

1,info Brutefo
1 out

Jul & @

1,info BruteF

1,info
1

(5 & Bl Gl6 @ et el

Jurusan Teknik Informatika dan Komputer — Politeknik Negeri Jakarta



ejie)er 1aba Yiuya3ijod YL uesninf iep uizi edue)

1|n} eA1e)] yninas neje ueibeqas yelueqsadwaw uep ueynwnbuaw Buese|iq °z

eyieyer 1abap yiuyalijod 1efem buek uebunuaday) ueyibnisw yepn uediynbuad °q

*yejesew njens uenefu} neje }nuyj uesiinuad ‘uesode] uesinuad ‘Yyeiwy eAsey uesiinuad ‘ uenipuad ‘uey

s

undede )ynjuaq wejep

exdid ey

eye)er 1aba YIuNa[od MIL uesnanryijiw exdid yeH O

File Actions Edit View Help

erIm
laybackProgres
" false,

n*Attack Brute For.
* 12 X

pipuad uebunuaday ynun eAuey uediynbuad ‘e

Jaquins ueyingakuaw uep ueywnjuesuaw eduey jui sijn} eAiey yninjas neje ueibeqas diypnbuaw buese|iqg °L

] root@root:

O root@root: fhome/delim...

root @root:/home/delimiter/Skripsi/DataList

® /home/delimiter/Skri
psi/logmanagement
16!

/home/delimiter/Skri
psi/logmanagement
« @l
Fri Jul 14

/home/delimiter/Skri
psi/logmanagement
0

[WARNING] Many
it the number of

i
s wri
session.

]
psi/DataList
1

File Manager

Hauser/THC
e do not us
orga

file (you
(use option
om a previous

es/min, 20 trie
o in @0:05h, 10
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B om0

File Actions Edit

out

ALERT INFORMATION !

h terjadi

File Actio

uteForcesS:
wn @)

root@root: fhome/delim...

58

(Lanjutan)

Skripsi 04:28AM O

root@root: fhome/delimiter/Skripsiflogmanagement

View Help

/home/delimiter/Skri

psi/logmanagement
@1657228954

Fri Jul 34 AM WIB

L /home/delimiter/Skri
psi/logmanag
Fri Jul 7 AM WIB 2
/home/delimiter/Skri
psi/logmanagement

€ [
Fri Jul

/home/delimiter/Skri
psi/logmanagement

root: /home/delim... CJ root@root: ~

O root@root: fhome/delim...

an Hauser/THC

do not use

in military or secret serv i

tions, or for ill purposes (thi
is non-binding

it the number of
ommended to
t4
ING] Restorefil

(you ha ForcesSsh inpu

(unknown @},

20),
ATA]
/

1,info BruteForcesSsh input
0

(unknown @),
=

ion file ./ restore w
hydra sume

/home/delimiter/Skri

L]
psi/Datalist
0

1

File Mana 0 iQ

root@root: fhome/delimiter/Skripsi/lagmanagement

ns Edit View Help

/home/delimiter/Skri
psi/logmanagement
) 0165722943
{" fromM Fri Jul 8 AM WIB
/home/delimiter/Skri
psi/logmanagement

niTelah terjad
SSHx

sh input: in
-mac 08:00:

R1 )
LN 16572294338
[

Type "hydra -R" to resume

/home/delimiter/Skri

out : (unkn
7:7d:4d,

ul 8 B
,info Brutefo
1 out:(unkn

7:7d:4d
1,info Brute

unkn

0 tries per
cking ssh
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root: fhome/delim.

File Actions Edit View Help

Enabled”

Telah terjadi
tx

setherl out:

Actions  Edit

0
"isMdHis

:"*ALERT INFORMATION
Telah terjadi

—192.168.8.18 , len
IER R S T I : 165724534208
o

Trom ;62815 02515

59

Lampiran 19 Brute Force Telnet 10 Data Whatsapp Gateway

J root@root: ~

[ root@root:

ome/delim...

root: fhome]delimiter/Skripsiflogmanagement

/home/delimiter/Skri
psi/logmanagement
[; 16

Fri Jul

/home/delimiter/Skri
psi/logmanagement

165724511
Fri Jul 8 08:51:52 AM

/home/delimiter/Skri
psi/logmanagement

[ root@root: fhome/delim..

an Hauser/THC

ease do not use

organi

ons, or for i purpeses (thi

is non-binding **% ignore la
and ethi,

if possible b
. ilabl
ARNTNG] Restorefile ( e 10 se
onds to abor (use option
kip waiting))
found, t

ruriting, ./hyd

tasks per rver, ove

.restore
to resume

/home/delimiter/Skri

L]
psi/Datalist

1

Skrip:

aot: [home/delimiter/Skripsi/DataList

/home/delimiter/Skri
psi/logmanagement
D1657231504
Fri Jul 8 e5:e AM WIB

/home /delimiter/skri
psi/logmanagement

L e @16572
Fri Jul

/home/delimiter/Skri
psi/logmanagement
da 16! 2
Fri Jul 8 08:5 AM WIB 26
/home/delimiter/Skri
psi/logmanagement

in military or et service organi
tions, or for g purposes (thi
non-binding, these #* ignore la

ws and ethics an

p:10), ~10 tries p

[DATA] attacking telnet:
23/

[STATUS] 16

00:01h, 90

src-mac @
(ACK,FIN),

168.8.187

herl out:(unknown

8 88:51:59 192.

8 ©8:51:59 19

08:0

m
(ACK,FIN,PSH),

51:59 192.168.8.187 fir

1,info BruteForcesTelnet input:
he (unknown N
d, proto TCP

src-m
(ACK,FIN), 19
.168.8.187:23

Jurusan Teknik Informatika dan Komputer — Politeknik Negeri Jakarta



ejie)er 1aba Yiuya3ijod YL uesninf iep uizi edue)

1|n} eA1e)] yninas neje ueibeqas yelueqsadwaw uep ueynwnbuaw Buese|iq °z

ejieyjer 1363 Yiwya3ijod iefem Buek uebunuada] ueyibniaw yepny uedipnbuad 'q

nuad ‘ye!

s

undede )ynjuaq wejep

fa)
B om0

exdid ey

eye)er 1aba YIuNa[od MIL uesnanryijiw exdid yeH O

File Actions Edit View Help

"},"ack":0,"ha
"*ALERT INFORMATION 1 3
Telah terjadi Serangan Brute Force Telne

eTelnet berlan:
an Brute For
nformation :

herl out:(unknown @
d to TCP

Actions Edit View Help

,"_seri
EBOO19BC
ut"}, di,
"*ALERT INFORMATION ! \n
*Telah terjadi Serangan Brute Force Teln

w1 eAaey uesinuad ‘ uenipuad ‘ueyipipuad uebunuaday yniun eAuey uedinnbuad ‘e

info BruteFo
out: (unkn

mMe” 1 true, "hasQ
[1,"mentionedIds"

/home/delimiter/Skripsi

Jaquins ueyingakuaw uep ueywnjuesuaw eduey jui sijn} eAiey yninjas neje ueibeqas diypnbuaw buese|iqg °L

130 « 4 ©

‘yejesew njens uenefuy neje yi3uy uesiinuad ‘uelode] ues

root: /home/delim..

root@root: fhome/delim...

root@root: fhome/delimiter/Skripsiflogmanagement

/home/delimiter/Skri
psi/logmanagement
@1657;

psi/DataList
Fri Jul 8 05:0

31504
AM WIB 26

/home/delimiter/Skri

psi/logmanagement

[ a6 112
Fri Jul 8 8:51: AM WIB
/home/delimiter/Skri
psi/logmanagement

dat @16
Fri Jul 8 08:55:42 AM WIB 202

/home/delimiter/Skri

psi/logmanagement
dat 6

Fri Jul 8 @ AM WIB 2

/home/delimiter/Skri
psi/logmanagement

root@root: ~ [ root@root: /home/delim...

root: lhome/delimiter/Skripsiflogmanagement

/home/delimiter/Sk
psi/logmanagement
@1657.

L
psi/DatalList
0

c 45807
Fri Jul 8 0 AM WIB 2
/home/delimiter/skri
psi/logmanagement
da 16 5955
Fri Jul 8 09:85:55 AM WIB 2

/home/delimiter/Sk
psi/logmanagement
1

Skripsi

60

(Lanjutan)

herl out:( ) —m
7:17 d, proto TCP (ACK,FIN
836 .168.8.18

/home/delimiter/Skri

18

1,info BruteForcesTelnet inpu
L (unknown @), -m
o TCP (ACK,FIN,PSH)

8 08:59:56 192.168.8.187 firew
in

06 AM O

/home/delimiter/Skr:

1 e

teForcesTelnet input:
[

iniet
unknown @), H

,info BruteForcesTelnet input:
unknown @), s 08
proto TCP (ACK,FIN

8 09:06:14 1
,info BruteFo:
her1 unknown 0), 08
t

TCP (ACK,FIN), 192.

1 8 09:06:14 1
,info BruteForcesTelnet input
herl out:(unknown @), src-mac 08:

(ACK,FIN),
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@
B mmr|

J roof oot: /home/delim... ] [ root@root: /home/delim...

Skripsi - File

root: fhomejdelimiter/Skripsi/logmanagement

Actions Edit View Help

/home/delimiter/Skri
psi/logmanagement
dat a16! 46144
Fri Jul 09:04 AM WIB 2
Hydr.
& Davi
in mili
zations,
_out"}, "ack™:@ ia":fal S
*ALERT INFORMATION A
Telah terjadi Serangan Brute Fo

/home/delimiter/Skri
psi/logmanagement

oot: fhome/delim.. root@root: ~ [ root@root: /home/delim...

is non-
ws and eth

psi/DataList

or for
bindi

its natur,
possib e
etc. if available
file (you have 10
(use option
Pr

unr

herl

61

(Lanjutan)

9:09:51 192.168

proto TCP (SYN)
4—192.168.8.
51 192.168.

out:(unknown @

09:14AM O

oot: fhome/delimiter/Skripsiflogmanagement

Actions Edit View Help

/home/delimiter/Sk
psi/logmanagement
date @1657246410

Fri Jul 8 @9:1 AM WIB 2
/home/delimiter/Skri s

ws

psi/logmanagement

oose FTP,
[WARNING] Rest

nds t

kip

an Bru

nform

.187 fire
ut

,info Brutefor
(unknown @),
to TCP_(SYN
a7

"ty

From™

/home/delimiter/Skripsi

130 - 4

and ethics

aiting
found, to prevent overwriting,

] 16.00 tries/min,
1h,

L
psi/DatalList
0

purposes (thi
**% ignore la

L,info BruteFo:

ossible be
ilable

SSH

abor
) fr

x 10 tasks per
asks, 100 login

16
90 to do in o6h,

ra.restore wa

o resume

/home/delimiter/Skr:

,info BruteFo:
her1 out:(unknown 0), s

»info BruteFo:

168.8.187 fi
sTelnet input
mac

Tcp CK,PSH),

168.8.187 fi
sTelnet input:
+(unknown ©),
4d, proto TCP

168.8.187
esTelnet input:
unknown @), s

168.8.187 fire
sTelnet input: i
unknown @ 08
prot:

B0 Bl 8@ @ rhtcr
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@root: /home/deli

root@root: fhome/delim...

62

(Lanjutan)

File Manager

root @root: fhomeldelimiter/Skripsiflogmanagement

File Actions Edit View Help

/home/delimiter/Skri
n psi/logmanagement
tureskEnabled”:true @165 62
"remote”:{" Fri Jul 8 89:17:07 AM WIB
/home/delimiter/Skri
psi/Llogmanagement

i=

an Brute For
nformation

, len
QNN 16572466271
=, "to": "b28157

us

asQuotedhsg
mentionedIds”:[],"is

/home/delimiter/Skripsi

ome/delim... CJ root@root: ~

] root@root: /home/delim S

.187 Jul 8 09: 168.8.1
1,info Brutefo
Hydra vo.1 (c) herl out
& David Maciejak - Please do not
in mili
ns,

is non-bindin

and ethics herl out
7:17:7d
8.165
Jul 8 01
1,info BruteForcesTelnet

cose FTP,
[WARNING] Rest;
(use option -I
ious session
herl out
7:17:7d:4d
168.8.16

16
o6h,
sion fil

Type "hydr,

/home/delimiter/Skri
psi/DataList
18

B& S| EEGI@ R rocr

- File Manager 0 o

@root: fhome/delimiter/Skripsiflogmanagement

File Actions Edit View Help

/home/delimiter/Skri
psi/logmanagement
21657246627
Fri Jul 8 @9 WIB
@ /home/delimiter/Skri
psi/logmanagement
da @165 80
AM WIB

/home/delimiter/Sk
psi/logmanagement

k Brute
* 4 X

/home/delimiter/Skri

van Hauser/THC
& David ej se do not us
in military or service or
tions, or i

if
(you h:
(use optic

87 / info BruteForc
[STATUS] 16.00 tries/min, 16 tries in herl out
00:01h, 90 to do in @0:@6h, 10 act

Bd o8 gl@®rotcr
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@root: /home/deli

Actions Edit View Help

*Telah terjadi Serangan Brute Fo
etx

oot: fhome/delim.

Edit View Help

98_out"}, "ack ha
*ALERT INFORMATION
h terjadi Serangan B

63

Lampiran 20 Brute Force Telnet 15 Data Whatsapp Gateway

root@root: fhome/delim...

File Manager

root @root: fhomeldelimiter/Skripsiflogmanagement

/home/delimiter/Skri
psi/logmanagement
@165 62

Fri Jul 7:07 AM WIB
/home/delimiter/Skri
psi/logmanagement
e 165 80

Fri Jul AM WIB
/home/delimiter/Skri
psi/Llogmanagement
] 165

Fri Jul 8 @9: 4 AM WIB

/home/delimiter/Skri
psi/logmanagement
Fri Jul 8 09:27:03 AM WIB 2

/home/delimiter/Skri

psi/logmanagement
da 16

4
Jul AM WIB 2
/home/delimiter/Skri
psi/Llogmanagement

] root@root

[ root@root: /home/del:

psi/DataList 1,info Brutefo

herl out:(unkn

1,info Brutefo
her1 out:(unkn
(https
/thc-hydra)

its na
if pessib

hoose FTP, etc. if
[WARNING] Rest: (you ha
(use option

herl out:

8.165

ul 8o

1,info B
king telnet herl out
8.165
ul 8o

26.00 tries/min,
@ to do in @

herl out

tries/min, 70
i 08 7d:4d

do in €

si - File Manager

root@root: fhome/delimiter/Skripsi

® /home/delimiter/Skri
psi/logmanagement
01657247649
wIiB

/home/delimiter/Skri
psi/logmanagement

date @1657.
Fri Jul 8 @

/home/delimi ter/skri
psi/logmanagement

in military or
ions, or for

s is non-binding, the a Jul .168.8.187 fi L

ws and eth v). i esTelnet input: in:et

github.com/
dra) starting at

RNING] telnet is by its nature unr
eliable to an if possible b
r choose FTP, o %
WARNING] Restor
onds to abort
kip waiting)) f ic i Fe
rev rex y herl out:(unknown @

i per t
king telnet

es/min, 26 tr
do in 00:0%h, 1

tries/min, 70 tries i
108h, 15

8@ & B 3] @ rghcn
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Actions

*Telah terjadi Ser,

etx

ngan Brute

Edit View Help

TION

ngan Brute Force Teln

ome/delim.

\n

n*Attack Brute For

Fo

ormation

:17:7d:4d, proto TCP (SY

Actions

Telnet b
ngan Brute
Infor

168.8.1,

[ root@root: [home/delim.

Edit View Help

"isMdHist

requiresbire
rdedFeatur

nnect

Forc

U
6572478
U

ion”:

asQuotedMsg”

dIds

:[1,"is

/home/delimiter/Skripsi

130

psi/logmanagement

Fri Jul

psi/logmanagement
da 2165

psi/logmanagement

) root@!

psi/logmanagement
016!
Fri Jul 8 09:34

psi/logmanagement
LE! @165
8 09

psi/logmanagement
[; 21657
Fri Jul 8

psi/logmanagement
|

root@root: /nome/delim...

root: lhome/delimiter/Skripsiflogmanagement

/home/delimiter/Skri

/home/delimiter/Skri

] root@root: fhome/delim.

in militar

ns, or for zal purposes (thi

s is non-binding,
ws and ethi

.80 tries/min,
0 to do in @

Skripsi - File

oot: fhomeldelimiter/Skripsiflogmanagement

/home/delimiter/Skri

09 Al

/home/del.

247818

/home/delimiter/Skri

lanager

se % ignore la

/home/delimiter/Skri

in military or s
tions, or for il
s is non-binding

09 15
WARNING] telnet is b

[DATA] max
115 t
~15

[STATUS]

6.00 tries/min,
00:01h, :

10 t

, ove
1:15/

herl

herl

out

out

64

(Lanjutan)

192.168.8.187 fir

rcesTelnet input: in:et

CK, PSH)

8.187:
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#1/bin/bash

while true
do

#information tanggal
#jam=$(date
+%1:%M:%S)
sekarang
jam=$(date ~u. -d "7
hours" +'%H:%M:%S") #-
-berdasarkan jam +1 dari
jam asli

tanggal=$(date +%d | sed
's\<0/lg") #--berdasarkan
tanggal hari

bulan=$(date +%b)  #--
berdasarhan bulan

#==]am

#information attack
telnet_attack="telnet"
ssh_attack="ssh"
winbox_attack="winbox"
Brute_force_ssh="BruteF
orcesSsh"

Brute_force_ telnet="Brut
eForcesTelnet"
Brute_force_winbox="Br
uteForcesWinbox"
scanning_attack="PortSc
anningAttack"
port_knocking="PortKno
cking-Succesfully"

#information telegram

if grep -iIE
""$bulan".*"$tanggal".*"
$jam" . *"$telnet_attack™"
/var/log/mikrotik/mikroti
k1.log >>
/home/delimiter/Skripsi/S
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erangan_log/telnethasillo
g,

then
cat
/homeldelimiter/Skripsi/S
erangan_log/telnethasillo
g >>
/home/delimiter/Skripsi/l
ogmanagement/logmanag
ement

curl© -X POST -d
"number=081573085780"
-d "message=""$(cat

/home/delimiter/Skripsi/
Header /header.telnetatt
ack )™

""$(/home/delimiter/Skri
psi/countJs_/./jl_telnet.sh

o

"**Log Information :*
$(tail -1
/home/delimiter/Skripsi/S
erangan_log/telnethasillo
g "
http://192.168.8.193:8000
/send-message

elif grep -iE
""$hulan".*"$tanggal".*"
$jam".*"$winbox_attack"
Ivar/log/mikrotik/mikroti
k1.log >>
/home/delimiter/Skripsi/S
erangan_log/winboxhasill
og ;
then

cat
/home/delimiter/Skripsi/S
erangan_log/winboxhasill
0g >>
/home/delimiter/Skripsi/l
ogmanagement/logmanag
ement

curl  -X POST.. -d
"number=081573085780"
-d "message=""%(cat

/home/delimiter/Skripsi/
Header_/header_winboxa
ttack )"

""$(/home/delimiter/Skri
psi/countJs_/./jl_winbox.s
h )IIII

"*|_og Information :*

$(tail -1
/home/delimiter/Skripsi/S
erangan_log/winboxhasill

og Y {
nttp://192.168.8.193:8000

/send-message

elif grep -iE
""$bulan" *"$tanggal".*"
$jam™ *"$ssh_attack™"
Ivar/log/mikrotik/mikroti
kl.log >>
/home/delimiter/Skripsi/S
erangan_log/sshhasillog ;
then
cat
/home/delimiter/Skripsi/S
erangan_log/sshhasillog
>>
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/home/delimiter/Skripsi/l
ogmanagement/logmanag
ement

curl  -X POST -d
"number=081573085780"
-d "message=""$(cat

/home/delimiter/Skripsi/
Header /header_sshattac
k )llll

""$(/home/delimiter/Skri
psi/countJs/./jl_ssh.sh

)

""*L.og Information :*
$(tail -1
/home/delimiter/Skripsi/S
erangan_log/sshhasillog
e
http://192.168.8.193:8000
/send-message

elif grep -IE
""$bulan".*"'$tanggal".*"
$jam".*"$Brute_force_ss
e
/var/log/mikratik/mikroti
kl.log >>
/home/delimiter/Skripsi/S
erangan_log/bruteforcess
hssh ;

then
cat
/home/delimiter/Skripsi/S
erangan_log/bruteforcess
hssh >>
/home/delimiter/Skripsi/l
ogmanagement/logmanag
ement

curl  -X  POST d
"number=081573085780"
-d "message=""$(cat

/home/delimiter/Skripsi/
Header_/header_bfssh )"

(Lanjutan)

"$(/home/delimiter/Skri
psi/countJs_/./jl_bfssh.sh

)

“**Log Information :*
$(tail -1
/home/delimiter/Skripsi/S
erangan_log/bruteforcess
hssh gy
http://192.168.8.193:8000
/send-message

elif grep -IE
""$bulan”.*"$tanggal " *"
$jam".*"$Brute_force_tel
net™"
/var/log/mikrotik/mikroti
k1.log >>
/home/delimiter/Skripsi/S
erangan_log/bruteforcess
htelnet ;

then
cat
/home/delimiter/SKripsi/S
erangan_log/bruteforcess
htelnet >>
/home/delimiter/Skripsi/l
ogmanagement/logmanag
ement

curl  -X POST -d
"number=081573085780"
-d "message=""$(cat

/home/delimiter/Skripsi/
Header_/header_bftelnet

)
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""$(/home/delimiter/Skri
psi/countJs_/./jl_bftelnet.
sh)™

"*|_og Information :*
$(tail -1
/home/delimiter/Skripsi/S
erangan_log/bruteforcess
htelnet )
http://192.168.8.193:8000
/send-message

elif grep -iIE
""$bulan”.*"$tanggal".*"
$jam'.*"$scanning_attac
K
Ivar/log/mikrotik/mikroti
kl.log >>
/home/delimiter/Skripsi/S
erangan_log/ScanningPor
tAttack ;

then
cat
/home/delimiter/Skripsi/S
erangan_log/ScanningPor
tAttack >>
/home/delimiter/Skripsi/I|
ogmanagement/logmanag
ement

curl -X POST. -d
"number=081573085780"
-d "message=""$(cat

/home/delimiter/Skripsi/
Header /header_psattack

)

""$(/home/delimiter/Skri
psi/countJs_/./jl_ps.sh )™

""*Log Information :*
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$(tail -1
/home/delimiter/Skripsi/S
erangan_log/ScanningPor
tAttack )y
http://192.168.8.193:8000
/send-message

elif grep -IE
""$bulan".*"$tanggal".*"
$jam".*"$Brute_force_wi
nbox™"
Ivar/log/mikrotik/mikroti
kl.log >>
/home/delimiter/Skripsi/S
erangan_log/bruteforcess
hwinbox;

then
cat
/home/delimiter/Skripsi/S
erangan_log/bruteforcess
hwinbox >>
/home/delimiter/Skripsi/I
ogmanagement/logmanag
ement

curl =X POST -d
"number=081573085780"
-d "message=""$(cat

/home/delimiter/Skripsi/
Header_/header_bfwinbo

""$(/home/delimiter/Skri
psi/countJs_/./jl_bfwinbo
x.sh )"

""*Log Information :*
$(tail -1
/home/delimiter/Skripsi/S
erangan_log/bruteforcess
hwinbox )y

http://192.168.8.193:8000
/send-message

elif grep -iE
""$bulan".*"$tanggal".*"
$jam".*"$port.knocking"

[var/log/mikrotik/mikroti
k1.log >>
/home/delimiter/Skripsi/S
erangan_log/port_knocki
ng..log >>
/home/delimiter/Skripsi/I|
ogmanagement/logmanag
ement;

then
cat
/home/delimiter/Skripsi/S
erangan_log/port.knocki
ng_log >>
/home/delimiter/Skripsi/|
ogmanagement/logmanag
ement

curl  -X POST -d
"number=081573085780"
-d "message=""%(cat

/home/delimiter/Skripsi/
Header_/header_pk )™

""'$(/home/delimiter/Skri
psi/countJs_/./jl_pk.sh)""

""*Log Information :*
$(tail -1
/heme/delimiter/SKripsi/S
erangan_log/port_knocki
ng_log )
http://192.168.8.193:8000
/send-message

75

else

echo "Tidak ada
data yang dicari!
dipastikan dicek kembali,
akan dicek kembali"
fi
sleep 20
rm -r
/home/delimiter/Skripsi/S
erangan.log/telnethasillo
g
rm -r
/home/delimiter/SKripsi/S
erangan_log/winboxhasill
0g
rm -r
/home/delimiter/Skripsi/S
erangan_log/sshhasillog
rm -r
/home/delimiter/Skripsi/S
erangan_log/bruteforcess
hssh
rm -r
/home/delimiter/Skripsi/S
erangan_log/bruteforcess
htelnet
rm -r
/home/delimiter/Skripsi/S
erangan_log/ScanningPor
tAttack
rm -r
/home/delimiter/Skripsi/S
erangan_log/bruteforcess
hwinbox
rm -r
/home/delimiter/Skripsi/S
erangan_log/port_knocki

ng_log

done
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#! /bin/bash

while true

do

curl -X POST -d
"number=081573085780" -d
"message=

""$(echo "Log Management Result 1
Hour™)™"

""$(echo
! "y

""$(echo "Serangan telnet terjadi =
"$(grep -C “telnet"
/home/delimiter/Skripsi/logmanagemen
t/logmanagement )" X " )™

""$(echo  "Serangan ssh terjadi =
"$(grep -C "'ssh
/home/delimiter/Skripsi/logmanagemen
t/logmanagement )" X " )**

""$(echo "Serangan winbox terjadi =
"$(grep -C "winbox"
/home/delimiter/Skripsi/logmanagemen
t/logmanagement)" X " )™

""$(echo "Serangan BruteForcesSsh
terjadi = "$(grep -c "BruteForcesSsh"
/home/delimiter/Skripsi/logmanagemen
t/logmanagement )" X " )""

""$(echo "Serangan
BruteForcesWinbox terjadi = "$(grep -c
"BruteForcesTelnet"
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/home/delimiter/Skripsi/logmanagemen
t/logmanagement )" X " )"

""$(echo "Serangan
PortScanningAttack terjadi = "$(grep -c
"PortScanningAttack"
/home/delimiter/Skripsi/logmanagemen
t/logmanagement )™ X" )

""$(echo  "Login  PortKnecking-
Succesfully, terjadi = "$(grep. -c
“PortKnocking-Succesfully”
/home/delimiter/SKripsi/logmanagemen
t/logmanagement )* X " )"

""$(echo "design by : skripsi-iskandar
nurrahman-1807422019")"*"
http://192.168.8.193:8000/send-
message

sleep 360 m

done
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