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ZABBIX IDS SYSTEM DESIGN WITH PUSH NOTIFICATION 

BASED ON TELEGRAM BOT 
Ahmad, Jakarta State Polytechnic 

Abstract— Many companies have used servers for their 

company operations. As the company grows, the servers used are 

also increasing and increasing. So it is necessary to maintain and 

monitor the performance on the server and the need for 

information about server performance. Intrusion Detection 

System is one system to determine the performance on the server. 

In this study, the Zabbix IDS system was used with notifications 

using telegram bots, and testing was carried out whether 

notifications could be received if there was an intrusion on the 

server. The result of the test is that zabbix monitors the server in 

real time and sends notifications if there is an intrusion on the 

server. 
 

 

 

Index Terms— Zabbix, Telegram Notification, Monitoring server 

I. INTRODUCTION 

N ICT UIN Syarif Hidayatullah Jakarta, as one of the 

unstructured organizations, is responsible for implementing, 

developing and improving service performance in the field of 

information and communication technology. As a means of 

supporting education, NICT UIN Syarif Hidayatullah Jakarta will 

also carry out the function of training and expertise in the field of 

information and communication technology, so that it becomes the 

data service center of UIN Syarif Hidayatullah for the academic 

community. In relation to inventory maintenance, server equipment 

must be maintained as one of the assets assigned by the Ministry of 

Information and Communication (Kominfo) to NICT UIN Syarif 

Hidayatullah Jakarta. 
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2.1.1. Monitoring 

Monitoring is an element that can be 

implemented on network/server devices. This activity is usually 

carried out periodically to check the availability and performance 

status of each node. The monitoring system will automatically notify 

the responsible administrator when there are problems or 

unavailability of some resources. In some cases it is possible to 

actively manage the network/server using a monitoring system. 

(Sulasno & Saleh, 2020) 

Server monitoring system is an important and necessary aspect for a 

datacenter. With a centralized server monitoring system, one system 

Administrator can know the condition of all servers without the need 

to run one remote process at a time each server to check the status of 

all servers in the data center. 

Ideally a monitoring system, both free or paid, There are functions to 

monitor Disk capacity, memory usage, CPU usage, and services 

running on the server. (Yanto & Ruswanda, 2017) 

2.1.2. IDS 

Intrusion detection system (Intrusion Detection System) is a system 

that can detect attacks and threats that arise on computer networks 

that are connected to both local networks and the internet. 

IDS provides early warning to network administrators in case of 

suspicious activity (abnormalities) on the computer network. In 

addition to providing early warning, IDS can also track and identify 

types of activities that harm computer network systems. (Dar & 

Harahap, 2018) 

2.1.3. Zabbix 

Zabbix is a highly effective zabbix network monitoring technology 

and monitoring system. Zabbix is an open source product that is 

available and easy to get. In addition, Zabbix has notification alerts 

that distinguish it from other monitoring applications. Zabbix 

monitoring agent can also be used to monitor or monitor the network, 

either monitoring network hardware or on servers or applications. 
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With the Zabbix monitoring system, it can save human resources. 

Due to the system the company can use many servers and systems at 

the same time and with little administrator supervision. (Prasetyo & , 

2021) 
 

2.1.4. Servers 

A server is a computer system that provides certain types of services 

on a computer network. Servers are supported by scalable processors 

and large amounts of RAM, and also have a dedicated operating 

system. This operating system is different from the usual operating 

system. Ordinary computers use the Windows operating system, Mac 

OS, etc., this server operating system may be different. 

The server also runs management software that controls access to the 

network and its resources (such as files and printers) and provides 

access to network member workstations. (Hafid, et al., 2019) 

 

2.1.5. Proxmox 

Proxmox VE is a complete open source server management platform 

for enterprise virtualization. It tightly integrates the KVM hypervisor 

and Linux Containers (LXC), software-defined storage and network 

functionality, on a single platform. With the integrated web-based 

user interface, you can easily manage VMs and containers, high 

availability for clusters, or integrated disaster recovery tools. 

(Proxmox, 2022) 

Proxmox VE is an open source comprehensive enterprise 

virtualization platform that fully integrates the KVM hypervisor and 

LXC containers, software-defined storage and networking 

capabilities into a single platform for high availability clusters and 

disaster recovery. (Siregar, 2020) 

 

.1.6. Telegram bots 

Bots are third-party applications that can be run inside Telegram. 

Users can send messages, commands, and inline requests. We can 

control bots using HTTPS to telegram API. 

 The uses of telegram bots according to (Mulyanto, 2020) include: 

• The bot can be used as a smart newspaper that will provide news to 

the bot's subscribers. 

• The bot can also be used as a bridge to other services such as 

Gmail, Images, GIF, IMDB, Wiki, Music, Youtube, GitHub. 

• Bots can also be used to receive payments from Telegram users. 

Bots can offer paid services or work as virtual storefronts. 

• Bots can also be used as special tools for example providing alerts, 

weather forecasts, translations, formatting, or other services. 

• Bots can also be used as a single-player or multi-player game. 

• Bots can be used as a social service that connects people who are 

looking for conversation partners based on similar interests or 

affinities. 

Bots or robots are typically used to automate repetitive activities and 

can be used by administrators as monitoring tools. 

2.1.7. Bash 

Bash Shell programming is programming a set of commands using 

scripts written in the Bash shell, so that later they can be run by the 

operating system. Apart from the Bash shell, there are many other 

shells you can use for programming, but using Bash is more flexible 

because the scripts written are more compatible to be read from 

different machines, different Linux or even different operating 

systems. (Maizi & Maizi, 2019) 

The Bash shell uses standard posix as a specification of how features 

are implemented and basically bash implements grammar, 

parameters, variables, redirection , and quoting as it uses in the 

Bourne shell. On the GNU/Linux operating system, using Bash is the 

operating system's default shell program, although there are many 

other shell programs such as the Korn shell (ksh), C shell (csh). 

(Alfiandi, et al., 2020) 

 
 

III. METHODOLOGY 

A The research stages of this thesis use the Network Development 

Life Cycle (NDLC) methodology. 

 
1. Analysis 

This stage performs needs analysis, user analysis, and server analysis. 

In several ways, such as: field surveys and documentation for design 

materials. 

2. Design 

At this stage, it is necessary to design a system and server based on 

the results of the analysis that has been carried out, as well as an 

estimate of the costs that will be needed in conducting research. 

3. Simulation Prototyping 

Perform simulations using third-party applications to monitor 

possible errors and be able to assess the effectiveness of the system to 

be made. 

4. Implementation 

At this stage the data that has been collected and designed will be 

implemented in real terms. 

5. Monitoring 

At this stage, observations will be made on everything that has been 

implemented. Here are some that will be observed, namely: 

a. Zabbix is doing well 

b. New feature of bash on Zabbix can run and connect to servers that 

Zabbix monitors 

c. Doing documentation 

 

6. Management 

In the following stage, management is carried out on users such as 

policies that can be used 

C. Object of Research 

The object of research is a scientific target aimed at obtaining data 

and knowing what, who, when and where the research is carried out. 

The focus of this research is the result of testing Zabbix as a 

monitoring system and also new features of bash that can make 

monitoring servers easier. Which will later be compared with 

research related to the existing Zabbix monitoring system. 

IV. DISCUSSIONS 

A. Requirements Analysis 

In the monitoring system on the proxmox server, the Zabbix 

application is used to implement a monitoring system on several 
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virtual machines. The monitoring system method is by adding a 

virtual machine as a Zabbix server that will monitor other virtual 

machines. Then the virtual machine that will be monitored is installed 

by the Zabbix agent, so that the virtual machine can be detected by 

Zabbix. Configuring the telegram bot is also done on Zabbix as a 

notification that will be sent if an intrusion occurs on one of the 

virtual machines. Bash scripts are also configured on Zabbix to 

monitor virtual machines. Bash script is used to monitor the history 

of commands on the server that have been carried out, so the user can 

monitor what commands are used and have data on the time and date 

the command was carried out. 

 
 

Monitoring System Block Diagram on Proxmox Server 

 

C. System Implementation 

The realization of the monitoring system on the proxmox server is 

divided into several processes, namely Zabbix server installation, 

Zabbix agent installation, Zabbix web configuration, telegram bot 

configuration, and bash script configuration. 

 

 

D. Data Analyze 

The results of the first scenario testing conducted with the Zabbix 

agent. Testing is done by stopping the Zabbix agent service and 

restarting the service 4 times. And the calculation of the comparison 

of the notification time sent by the telegram bot is carried out. Here 

is the data from the test results 
 

 

 

Below is the values of all test 

 
Pengujian Problem (Menit) Resolved (Menit) 

Notifikasi Bot 

Telegram 1 

3 Menit 1 Menit 

Notifikasi Bot 

Telegram 2 

3 Menit 25 Detik 

Notifikasi Bot 

Telegram 3 

3 Menit 25 Detik 

Notifikasi Bot 

Telegram 4 

3 Menit 1 Menit 22 Detik 

 

 

Based on the data in the table above, in the first test the telegram bot 

sent a problem notification within 3 minutes and sent a resolved time 

within 1 minute. In both tests the bot sent a problem notification 

within 3 minutes and sent a resolved notification within 25 seconds. 

In the third test the bot sent a problem notification within 3 minutes 

and sent a resolved notification within 25 seconds. In the fourth test, 

the bot sent a problem notification within 3 minutes and sent a 

resolved notification within 1 minute 22 seconds. 

 
 

 

 
 
Figure 4. 31 First Test Results Command “cat /etc/passwd” 

Figure 4.31 shows the results of the first test with the command "cat 

/etc/passwd". The results show that when the "cat /etc/passwd" 

command is executed, the log is read by the bash history in Zabbix 

web in the latest data menu. Included the date and time of use of the 

command. 

 
 
Figure 4. 32 Test Results of the Second Command "ping 8.8.8.8" 

 
Based on the results of this comparison, the telegram bot sends 

problem notifications for 3 minutes during all stages of testing the 

Zabbix agent service is stopped. And sending notifications resolved 

in different times, between 25 seconds to 1 minute. Therefore, it can 

be concluded that the Telegram Bot notification system can run and 

function properly. 

 
shows the results of testing several commands performed. In the first 

test, running the command "cat /etc/passwd" on the client host and 

the result was that the command was detected in the Bash history log 

in the Zabbix web latest data menu. In the second test, run the 

command "ping 8.8.8.8" on the client host. When the command is 

executed, it is detected in the bash history log in the Zabbix web 

latest data menu. The third test is to run the command "apt-get install 

openvpn -y" when the command is run, bash history successfully 

detects the command and enters the bash history log. In the fourth 

test, running the command "ping detik.com" when the command was 

run, bash history also managed to detect the command and enter the 

latest data log. 
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