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Abstract—The increasing number of information systems
requires a reliable authentication technique for information
security. Password only is not enough to protect user account
because it is still vulnerable to any intrusion. Therefore an
authentication system using dynamic keysirokes can be the
simplest and the best choice. Dynamic Keystiroke Authentication
System (DKAS) becomes an effective solution which can be easily
implemented to gain a high security information system with the
aid of a computer keyboard. DKAS verify users based on their
typing rythm. Two main stages of DKAS is the enrollment stage
to register user into the system, and the authentication stage to
check the authenticity of user. Moreover, we use a local threshold
to make it becomes adaptive behaviometric for each user. From
the experiment conducted, the accuracy rate in distinguishing
genuine and impostor user is 91.72%. This shows that the
adaptive method of DKAS has a promising result.
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I. INTRODUCTION

The increasing use of information systems in any fields
causes a high-demand on a reliable authentication system for
information security. Authentication e::d on biometrics is
widely used because of its robustness. Biometrics is a method
to recognize human based on intrinsic features or
characteristics human has [1]. Physiological biometrics uses
unique physical characteristics of individual such as
fingerprint, face, palm print, iris, or DNA to identify user and
has proven to be a powerful method for authentication systems
[1, 2, 3]. Nevertheless, these systems need additional devices
(e.g. camera, fingerprint reader, microphone, etc.) to capture
human features. Meanwhile, behavioral traits of human or so-
called behaviometric which is related to human behavior [4, 5],
such as typing rhythm or typing pattern can be implemented on
authentication systems without any additional devices. This
research implemented behaviometric for authentication system
using dynamic keystroke which only needs a computer
keyboard to capture the distinct features on typing.

In 2005, Hocquet etal, conducted a research on
authentication system using the combination of password and
dynamic keystroke which incorporated three methods;
statistical measurement, measure of disorder, and direction
similarity measure [5]. The combination method was simple,
needed only small size training data, and used global threshold
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for classifying genuine and impostor users. Global threshold is
a constant threshold for all users. The problem was to
determine this constant value based on prior knowledge of data.
In this research we propose a local threshold setting which can
be adaptively adjusted for each different user. Local threshold
is adopted from the average score of each user which is
obtained during the enrollment phase.

II.

Keystroke means key press. While dynamic keystroke is a
biometric which concern about how a user interacts with a
keyboard, typing rhythm of a person associated with the habit
of typing the password, words, or text [6]. It requires only a
keyboard as an input device. Dynamic keystroke also can be
implemented for remote access. In addition, biometric based
ondynamic keystroke can be used with or without user
consciousness.

Password is commonly used on an authentication system for
its simplicity, but is less secure because vulnerable to some
kinds of attack such as key loggers, spyware, and cem
hacked using simple brute force techniques. To enhance the
system security and cost efficiency, the password-based
authentication system can be combined with dynamic
keystroke authentication system (DKAB.

There are two stages on DKAS to distinguish between
genuine and impostor user namely, the enrollment stage and
thelhenlicelli()n stage (see fig. 1).

At the enrollment stage user sign up their login details such
as user name and password which is retyped for several times.
The system takes the user dynamic keystrokes ten times for
each enrollment, exlls the features, and trains the system to
Elate a reference template of user’s typing pattern. The
reference template is stored in a database. At the
authenticatioratage, the user enters the login details to be
matched with user’s reference template which is already stored
in the database. This phase consists of collecting user dynamic
keystrokes, feature extraction, and feature matching with
reference template in the database. The verification process
yields two kinds of action: accepted or rejected user access.
The first action occurs when the user is the genuine one, while
the other action occurs for the impostor user.

DYNAMIC KEYSTROKE AUTHENTICATION SYSTEM
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Figure 1. Flowchart of Dynamic Keystroke Authentication System

Four dynamic keystrokes used as features for the
authentication system can be seen on illustration of fig. 2.
First letter Second letter Time
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Figure 2. Features of Dynamic Keystroke

Those four features are explained bellow:

1. a’ (Press-Press) or DD (down-down) or digraphl: the
time between one key press and the next key press (P2-
P1).

2.PR (Press-Release) or DU (down-up) or duration:
length of key press (R1-P1).

3.RP (release-press) or UD (Up-down) or latency: the time
between key release and the next key press (P2- R.

4.RR (release-release) or UU (up-up) or digraph2: the time
between key release and the next key release (R2-R1).

the

I1I. METHODOLOGY
The initial step in this paper is started with the formation of
reference templates. Moreover, three methods namely,
statistical scoring, measure of disorder, and direction

similarity measure will be performed. The last step is the
adaptive local threshold setting.

A. The Formation of Reference Templates

In order to verify a user based on dynamic keystrokes, the
system needs to create a model or reference template for each
user. Reference template is a combination of user keystrokes
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acquired during the enrollment process which is converted into
a more solid form, but still can represent a user keystroke
patterns [7]. This research utilized a statistical mean and
standard deviation for the reference template formation which
can be obtained using equation | and 2, respectively.

He = T30 L (1)
0y = = (t;’ - ﬂx)z (2)

where i=1,2,...,
is the number of features usﬂ t! denotes the feature x on the
sample i, j, and o, denote mean and standard deviation of
feature x, respectively.

n is the number of training samples, x=1,....,m

B. Satistical scoring
In the verification process feature matching is performed. It
compares  the feature  ofthe wuser testdata  withthe

reference template that has been formed on the enrollment
stage. Statistical scoring is employed for feature matching.
This method will verify the user based on statistical data such
as mean and standard deviation. The equation for calculating
statistical score is written in Eq.3:

1 _|H‘Pi|
Scoregg ==Xiie 3)
where t,=1,....,n is the i-th test feature, s a constant with
value of 271828, x; and o; denote mean and standard

deviation of reference template vector, respectively.

C. Measure of Disorder

Measure of disorder method is used to compare two ways of
typing on the keyboard by studying the similarity between
sequences of time features generated as reference templates
with sequences of time features which is being tested [8].

To compute the distance between the user keystroke input
with the reference template then several steps must be carried
out as follows:

1. Rate or rank individual features of each user keystroke input
and the comparison reference template. Ordering is done
from the smallest to the largest feature value.

2. Calculate the magnitude of differences in rank order or
ranking of any existing features on the template with user
ratings on keystroke input

3. Calculate the score of disorder using equation 4.

Zica |Ri-RY|

Max gicord er

“

SCOT €gisorder = 1-

where R,-t 1s the i-th feature rank obtained from rank vector,
R} is the i-th feature rank obtained from the user input, and N
denotes the number of element or existing features which hold
2

. . NE L
two condition as follows: Max jicr ger = — if N is even; and

1
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N-1.. ..
Max; corder =TlfNIS odd.

D. Direction Similarity Measure

Direction similarity measure (DSM) ie:l simple approach
that is discriminatively compares user's typing patterns. The
idea of this method is to determine the consistency of the user
typing habit. This idea is eld()pleda'()m the rhythm of the
music [8]. In music where the rhythm of a melody is
determined by the duration of a tone (the tone is full, half,
quarter, etc.), the keystroke is represented by the dynamic
rhythm of ups and downs or how quick a keystroke is pressed.

In the calculation of DSM, there is a 4D symbol which is
used as a sign of change in the direction of two successive
keystrokes. As an example, 4D is positive if there is any time
reduction between two keystrokes (faster), and 4D is negative

if there is any additional time between two keystrokes (slower).

Figure 3 shows the 4D signing.

DU1 Duz2 DU3 DU4
245 297 326 268
AD @ -1 -1 +1

Figure 3. An example of 4D signing

DSM score can be calculated using the equation 5:

m
Scorepsy = —

&)
where m 1s the number of AD which has the same sign,
and n is the total features. To compare the user keystroke
template with the user keystroke input, what must be
considered is the change in sign of AD. If the sign of 4D from
the user reference template equal to the value of AD of user
keystroke input, then the value of m increases. The final value
of m is divided by the number of features minus 1.

E. The incorporation of methods

In this paper the three methods (statistical scoring, measure
of disorder, and direction similarity measure) are incorporated
by using scoring level which will be done using weighted sum
rule operator. The final merged score can be calculated with
equation 6:

SCOTefina = Z(w; * score’) (6)
where Zw=1, scorq' = statistical score; score’ = measure of
disorder score; skor’ = DSM score.

If the scores,a of the test user is greater than the user
threshold value, then the user will be recognized as a genuine
user. Otherwise, it will be recognized as an impostor.

F. Local Threshold

The threshold for the verification system is a: similarity
value between the test inputs with the model. If the results of
feature matching scorealhresh()ld, then the user is recognized
as an impostor, and if the results of feature matching score >
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threshold, then the user is recognized as an actual or genuine
user. 7

There are two kinds of threshold, global and local threshold.
The global threshold value is set equal to all users, and the
local threshold value is set specifically to each user. The
problem is to determine the global threshold value required
prior knowledge of the data. Therefore, the determination of
local threshold value can reduce the problem. Moreover, local
threshold can be adaptively adjusted for each different user.
There are some ways to estimate local threshold value can be
chosen, using the actual user data, impostor data, or a
combination of both. The equation used to determine the local
threshold value is on Eq. 7:

6= Huser — @. Oyser (7
where 6 denotes local threshold, p,.., 0, denotes mean
and standard deviation score from user enrollment,
respectively, and @ denotes a constant factor obtained from
the experiment.

The determination of threshold values from user registration
data is easy to implement but is less effective because
sometimes when the user on registration gets disorders such as
drowsiness, talk to or in any uncomfortable situations that are
bothering in dynamic keystroke patterns representation. If the
threshold was estimated on a situation like this, it will result in
decreased accuracy in recognizing user's system. To overcome
this problem, we used a method to estimate the weighted
scores of local threshold value.

Weighted score is a method to estimate the threshold that
gives the weights on the scores based on distance from the
user's score to the average score [9]. Scores that were located
far from the average are considered as outliers of the user
which might be due to a disturbance when users type a
password in the registration process. Weighting factor w; is the
parameter of the sigmoid function. w; values can be calculated
by the equation 8:

1

W, = —
P r4e O

(8)
Where C is a constant empirically gained from the experiment
with the best value = -3. d; denotes the distance of score; to the
average score (d; = Iscore; - Jt ). Thus, we got the final
score Sy by using equation 9:

N
i1 WpScore ;
ST —_ El INI i

Zi=1wi ©)
The constant C determines the shape of the sigmoid function
used to set the weights. score; and p,.,.. of the training set
obtained by a leave-one-out approach. Standard deviation is
calculated from score; against weighted score S7. The Sr value
will replace the ¢ value of user, and the standard deviation of
weighted score will replace the o user in determining the
threshold value. Here are steps on leave-one-out to get score;
value:

http://sites google.com/sitefijcsis/
ISSMN 1947-5500




(LJCSIS) International Journal of Computer Science and Information Security,

1. Take a feature vector of n feature vectors used as
input during registration for the test.

2. Create a comparison matrix of n-1 remaining feature
vectors, then create a reference template of the
comparison matrix

3. Compare the test input in step 1 with a reference
template that is formed in step 2, using the method
used in the verification process to get score; .

4. Repeat steps 1-3 with all possible combinations of the
features found on other user registration data so as to
produce n numbers of score; .

5. Calculate g, which is an average score of the
comparison.

Iv. EXPERIMENTS AND RESULTS

Tests carried out using two groups of data that is a typing
sample based on user passwords. The first group is users with
passwords that usually have been typed by them e.g. their
name, etc. The second group is users who use unusual typed
words as the password or words chosen at random. Each group
consists of the actual and impostor user.

System performance is measured using two error rate: False
Rejection Rate (FRR), describes the percentfFJof a biometric
system fails to recognize the actual user and False Acceptance
Rate (FAR), describes the percentage of the biometric system
identifies incorrect impostor as the actual useﬂ’ o measure the
accuracy of the system, we also measure the Equal Error Rate
(EER) obtained when FAR value is equal to BQR (in other
words, the intersection of FRR and FAR line). EER is used to
compare the performance of different biometric systems [5].

The experiment conducted three kinds of testing: weight
value testing that produced the lowest EER value; testing the
accuracy of a system that used a local threshold; and testing a
system using a global threshold. All tests were using two
different groups of data as well as the overall data.

Based on tests done on 826 typed samples, the resulting
value of the lowest EER 1s 8.22%, obtained when the score of
statistical weight is 0.7, and the weight score of measure of
disorder (MOD) & DSM are 0.15 respectively (see Fig. 4).

EER-weighted sum rule

wiiwd

Figure 4. The Equal Error Rate (EER) from the experiment.

The accuracy rate of the authentication system with local
and global threshold setting is shown in Table I.

Vol. 10,No. 1,2012

TABLE L THE ERR. COMPARISON OF LOCAL AND GLOBAL THRESHOLD
Data EER (%)
Local Global
all data 8.22 8
Group | 4.49 4
Group 2 12 10

From the test result (see table 1), it can be seen that the EER
test in group 1 (table 1 row 4) is significantly lower than group
2 (table 1 row 5). This shows that the accuracy rate of
dynamic keystroke authentication system depends on the
choice of words as passwords. The more accustomed the user
with the word, the more the ability of system to recognize
users.

From the experiment of comparing global and local
thresholds, we got the result which is shown as graphs of error
rate in fig. 5. The EER for local threshold is 8.22% with the
accuracy rate 91.72%, obtained when the value of o is 1.71.
While the EER for global threshold is 8% with the accuracy
rate 92%, using the global threshold value = 0466. When
compared with a global threshold, the accuracy rate of a
system that uses a local threshold can be said is equally better
in verifying the user. The advantages of setting a local
threshold is the threshold value for each user can be adaptively
estimated using the user data only from the registration
process, even without prior knowledge of the data.

20

25 \
20

z
L
E 522 —FRR

04 - — R

s 4

0+

1 1112 13 14 15 16 17 17217418 19 2 21 22
alpha
(a)

50

——FRR

— FAR

51 _//—' \
0 T T T T T T T T T 1

I T T, S T - - T N TPL, TS T ]
o o o oF oF &N T % oF o7 o7 P

(b)
Figure. 5. Graphs of error rate (a) Local Threshold (b) Global
Threshold
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V. CONCLUSION

Dynamic keystroke authentication system is able to verify
the user using statistical method, measure of disorder, and
direction similarity measure that recognized the user based on
the adaptive local threshold. The use of the word or phrase as
a password influences the accuracy rate of the system. The
accuracy of the system using the local threshold is 91.72%,
obtained when the value of e is 1.71.
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