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E-bikes

e rapid transition toward sustainablestransportation has
accelerated the adoption of micro-mobility systems,
articularly electric bicycles (e-bikes), in urban and
reduced
missions, improved energy efficiency, and suitability for

offer

The rapid growth of micro-mobility adoption in campus environments requires secure and
scalable infrastructure to regulate shared e-bike usage. Existing RFID-based access systems
often rely on locally stored UID verification, limiting real-time access revocation and
centralized monitoring capabilities. This study aims to design and evaluate an IoT-based e-bike
docking station with centralized RFID authentication to enhance governance, traceability, and
operational scalability in.smart campus mobility systems. The proposed solution integrates
edge-based docking control with cloud-based authentication validation using a layered IoT
architecture. The main contribution of this research lies in integrating centralized RFID
authentication with electromechanical docking control and real-time logging infrastructure
within a unified smart campus  framework. Unlike prior works focusing primarily on
authentication protocol optimization, this study emphasizes deployable infrastructure-level
implementation. The system architecture consists of a NodeMCU ESP8266, MFRC522 RFID
reader, relay module, and electric magnetic dock lock connected to a centralized web server
through Wi-Fi communication. Authentication requests are transmitted via HTTP protocol and
validated at the server level. Performance evaluation was conducted through 100 authentication
trialsinvolving authorized and unauthorized access attempts: Authentication accuracy, response
time, and communication reliability. were quantitatively measured. Experimental results
demonstrate 98% authentication accuracy with precision and recall above 98%. The mean
response time was 1.12 seconds with a coefficient of variation of 12.5%, indicating stable
temporal performance. Communication reliability reached 98% under indoor campus Wi-Fi
conditions. These findings confirm that centralized IoT-based RFID validation can provide a
practical and scalable solution for secure e-bike docking infrastructure in smart campus
environments:

population distribution and short travel distances, e-bikes
are increasingly positioned as practical solutions for
sustainable mobility (Luckyardi.et-al:;; 2022; Christian et
al., 2025).

The smart campus paradigm integrates digital technologies
into physical infrastructure to enhance governance,

fun

hort-distance travel (Oliveira et al., 2021; Hossein
al.,, 2023). Intelligent bike-sharing
inanagement supported by Internet of Things (IoT)
gechnologies has demonstrated improvements in
Ebperational efficiency and resource allocation (Abdellaoui
ﬁlaoui & Tekouabou, 2021). In university campuses,
‘where mobility demand is characterized by dense
1
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operational efficiency, and sustainability (Musa et al.,
2021; Dominguez-Bolafio et al., 2024). IoT-based
frameworks emphasize infrastructure observability,
centralized supervision, and data-driven decision-making
(Neis et al., 2023). Within mobility ecosystems, these
principles require controlled access, usage traceability, and
infrastructure transparency to ensure accountability and
proper governance (Pinto et al., 2023).
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espite indEasing adoption, campus e-bike deployment
lack%tructured docking infrastructure. Informal
parking prapjces reduce spatial efficiency and complicate

super‘mlofB(Hossem Sabbaghian et al., 2023). Smart
u'pmﬁrg- sﬂtems have been proposed to enhance
o @nﬂmoathrough IoT integration (Fahim et al., 2021;
Jg@aget a]ﬁ024) while optimization-based locahzat1on
@Iﬂoaches improve detection accuracy (Ghorpade et al.,
S 2@). Pragtypes using NodeMCU and RFID have
; ~<rﬁonstratﬁﬂ' technical feasibility (Fernandez et al., 2023;
= ana %L Priatna,  2025). these
i ]g'ement:apns primarily focus on vehicle slot
@Qltormgz-rather than structured docking. systems

%ratmg% charging  capability _and®  controlled
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ediynbus,
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@tﬂ’entlcaign tailored for e-bike ecosystems.

Sic

% g -. .
jgce_‘:_ess confyel remains a criticaldssue in campus mobility.

e

fastructu®e. Unlike public' systems, campus facilities
d restct access to authorized civitas academica.
tech®blogy provides a cost-effective and rapid
tentication mechanism suitable for IoT environments
JTig et al., 2023; Shariq et al., 2021). Lightweight and
e RFID protocols are essential in constrained

=

&:

g_ll

-
dded systems to ensure secure communication

8e
Bout excessive computational overhead (Mudra et al.,
% Zarbi et al., 2024). Smart card—based authentication
mtectures further  enhance user  authorization
Shlannanda et al., 2023). Nevertheless, most studies
s on cryptographic protocol development rather than
ration with physical  docking infrastructure in
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tional mobility systems.
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I:sr(gn the monitoring perspective, IoT enables real-time
t§lsmetry acquisition and centralized supervision of
(ksgibuted infrastructure (Lobato et al., 2022; Neis et al.,
i)@) IoT-based monitoring in EV. charglng stations has
}ﬁnced operational transparency  and maintenance
Igagmng (Igbal et al., 2024; Syafii et al., 2025). E-bike

cﬁeg'gmg health  monitoring  approaches further
cgmonstrate diagnostic capability (Jian et al., 2023;
Hidayat et al., 2025). Infrastructure-level “energy

Ptimization has also been explored to improve system
sgalability (Balacco et al., 2021). However, these studies
emphasize charging efficiency and telemetry rather than
%’cure docking mechanisms with integrated authentication
Bntrol.

2

Although research on IoT-enabled charging infrastructure
ead RFID authentication has progressed significantly
(§mgh et al.,, 2024; Bai & Dallasega, 2021), these
¢dmponents are generally treated independently. Charging
infrastructure research focuses on energy management and
communication performance, while RFID research

2
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prioritizes protocol security and computational efficiency.
Smart campus studies often remain conceptual and lack
deployable micro-mobility infrastructure implementations
(Musa et al., 2021; Luckyardi et al., 2022; Dominguez-
Bolafio et al, 2024). Consequently, integrated
architectures combining physical docking mechanisms,
authentication control, and IoT monitoring for campus e-
bike systems remain limited.

A clear research gap therefore exists in developing an
integrated “we-bike  docking  infrastructure  that
simultaneously.incorporates: (1) a structured physical
docking mechanismy.. (2) RFID-based user
authentication, and (3) [oT-enabled real-time monitoring
within a unified smart campus, mobility framework.
Existing. smart parking solutions do.not. fully address
controlled energy access and docking alignment.specific to
e-bike ecosystems (Fahim et al., 2021; Fernandez et al.,
2023), while ' charging " research embeds
authentication mechanisms = within physical
infrastructure layer.

secure

rarely
the

To address this limitation, this study proposes the design
and implementation of an IoT-based e-bike docking station
equipped with RFID -authentication tailored for smart
campus_mobility. The proposed architecture integrates a
NodeMCU-based IoT controller, an RFID RC522
authentication module, and a web-based monitoring
dashboard. providing real-time operational data and usage
logs. The novelty of this research lies in the integrated
system architecture that unifies docking mechanics, secure
user authentication, and IoT telemetry within a deployable
campus-focused mobility infrastructure. The contribution
of the research is the development and validation of a
secure, observable, and scalable e-bike docking system
capable of enhancing accountability, operational
supervision, and governance of smart campus mobility
services.

METHOD

System Design Framework

Thepropoesed~loT-Based E-Bike Docking Station is
designed using a distributed Internet of Things (IoT)
architecture with centralized authentication control. This
architectural approach ensures scalability, traceability, and
governance within campus mobility infrastructure,
consistent with smart campus implementation models
(Dominguez-Bolafio et al., 2024; Neis et al., 2023). By
adopting a layered IoT framework, the system separates
physical device operations, communication processes, and
application-level validation, enabling modular expansion
and simplified maintenance.
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sérver modpl\ where each docking unit operates as an [oT

edge mde@spon&ble for RFID detection and actuator
cromﬁ(g- wgle authentication validation is performed
"’031% tﬁough a cloud-based server. Centralized
@@a n amhances administrative control and reduces the
13 of> undathorized access, as recommended in RFID-
led Io? security frameworks (Gong et al., 2023;
&iq et aﬂ'.., 2021). In contrast to local UID matchlng
d dlregy in the microcontroller memory, centralized
ation =pables real-time access revocation .and
alized Budit tracking.
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archit a ral decision to use centralized HTTP-based
ation r@@her than offline UID comparison is motivated
three ;onsiderations: (1) real-time revocation
ility, @lowing administrators to immediately disable
or con"l_promlsed RFID cards; (2) centralized audit
ing, enSliring complete traceability of docking usage;
(3) scalability for multi-docking deployment across
pus environments without manual configuration on
- unit.
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overall layered system architecture of the proposed
based E-Bike Docking Station is illustrated in Figure
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ig. 1.Layered Architecture of IoT-Based E-Bike
Docking Station with RFID Authentication

: Jaﬂwns

§ shown in Figure 1, the architecture is divided into three
lggical layers. The Device Layer consists of the RFID
reader (MFRC522), NodeMCU ESP8266 microcontroller
#@d electric magnetic dock lock. These components
%llectively function as an edge node responsible for user

)|§u)| uesjjnuad “

1} Qe

identification and physical docking control. The RFID
r§ader captures the user’s unique identifier (UID), which is
pmocessed by the NodeMCU and transmitted for server-
sg;ie validation. Upon receiving an authorization response,
tBe NodeMCU activates or deactivates the relay controlling
the magnetic dock mechanism.

21) XXX-XXX

The Network Layer handles wireless communication using
the built-in Wi-Fi module of the ESP8266. HTTP protocol
is employed for authentication request and response
exchange between docking units and the central server.
This approach balances implementation simplicity and
system reliability for campus-scale deployment, as
commonly adopted in IoT-based smart infrastructure
systems (Neis et al., 2023).

The Application Layer comprises the authentication API,
centralized  database;,. and web-based administrative
dashboard. The serverwalidates UID requests against the
registered user database and records access logs for
monitoring and governance purposes. The web dashboard
provides, real-time system visibility,. including access
history and docking activity. This layered:separation
ensures modular system design, enhances scalability, and
supports incremental deployment across multiple docking
stations within the campus mobility.ecosystem.

RFID Authentication and Control Algorithm

The RFID authentication mechanism represents the
operational core of the proposed docking system. Unlike
standalone access systems that rely on locally stored UID
matching, this_research adopts a centralized server-side
validation model to ensure real-time authorization control
and centralized logging (Gong et al., 2023; Zarbi et al.,
2024). This design improves traceability and enables
dynamic access revocation within campus mobility
infrastructure.

The system operates using a request—validation—actuation
paradigm. The RFID reader continuously monitors for card
detection. Once a card is tapped, the unique identifier
(UID) iswextracted and transmitted to the NodeMCU
controller. ‘The microcontroller constructs ‘an® HTTP
request containing the UID, docking station ID, and
timestamp, and forwards it to the centralized authentication
server. The server validates the UID against the registered
database and generates.a binary response indicating either
authorization (VALID) or.rejection (INVALID). Based on
this response, the relay control state is updated to release
or maintain the docking lock.

The operational workflow of the proposed RFID

authentication and docking control mechanism is
illustrated in Figure 2.

First Author
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System Initialization
(ESP8266, RFID Reader,
Relay, Wi-Fi Connection)

Wait for RFID Card
(Tap Card)

Read UID from
RFID Reader
(MFRC522)

Send UID, Dock ID, and
Timestamp to Server via
HTTP (Wi-Fi)

l

Server Validation
(Check UID in Database)

Authorization Failed
Keep Dock Locked
(Relay Inactive)

Authorization Success
Unlock Dock
(Activate Relay)

|

Store Access Log
(UID, Dock ID, Result,
Timestamp)

Return to Idle State

" SFig. 2.RFID Authentication and Docking Control
Flowchart

usaw

winjued

hown in Figure 2, the authentication process begins
an RFID card is detected by the reader. The UID is
n_transmltted to the centralized server for validation.
Ws&d on the validation result, the system either unlocks
tgeilocklng mechanism or denies access while maintaining
tﬁegock state. All authentication activities are recorded in
tbe@atabase before the system returns to idle state for the

o .
@)ﬁfauthentlcatlon cycle.
g ::

ﬁ'gl@l gAae uesyn
epugy

1

it 3f0rrnally describe the operational behavior, the
aatfentication logic is modeled as a finite state machine
(§S-M) The system transitions from idle state (waiting for
BFID input) to UID detection, followed by server
V%lidation, and finally to either access granted (dock
1§1locked) or access denied (dock locked) state. After
ngpleting the actuation process, the system automatically
r‘gturns to idle state. This state-based representation ensures
®terministic behavior and simplifies debugging and
s€alability analysis.

<

Igock unlocking is governed by a binary relay control
tg-nction. Let S_v denote the server validation result and R
dnote the relay state. The relay is activated (R = 1) if S v
indicates a valid user, and deactivated (R = 0) otherwise.
To prevent unintended prolonged unlocking, a timeout

4
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policy is implemented. The relay remains active only
within a predefined unlock duration (t_unlock), after which
it automatically resets to locked condition. This time-based
restriction enhances operational safety and maintains
controlled access duration.

By delegating authentication to the centralized server, the
system mitigates risks such as unauthorized UID
duplication and delayed access revocation. Moreover,
centralized “logging enables comprehensive tracking of
docking usage.. The. authentication structure remains
compatible with lightweightloT security practices suitable
for embedded devices while allowing future integration of
stronger encryption mechanisms if required.

Experimental Setup and Performance Evaluation

To evaluate the operationaliperformance of the propesed
IoT-based e-bike docking station, experimental validation
was conducted under controlled campus simulation
conditions. The prototype-docking unit consisted of a
NodeMCU . ESP8266, MFRC522 RFID reader,
module, and electric magnetic dock lock, connected to a
centralized web server through a campus Wi-Fi network.
Authentication logs were stored in a MySQL database and
visualized via a web-based administrative dashboard.

relay

Testing. was..performed using both registered and
unregistered RFID cards to simulate authorized and
unauthorized access scenarios. Each authentication cycle
included RFEID' tap detection, UID transmission to the
server, server-side validation, relay actuation decision, and
activity logging. A total of 100 authentication attempts
were.. conducted to assess system accuracy and
responsiveness.

Authentication accuracy (A) was defined as:

’ Correct Authorization 80
= X
( Total Attempts ) ’

(1)

This metric evaluates the correctness-of server validation
and “docking “actuation response. The authentication
response time (T response) was measured from the
moment the RFID card was tapped until the magnetic dock
lock was released or denied. The mean response time was
calculated as:

T_mean = (X T_response) / N )

where N represents the total number of trials. The response
time encompasses RFID reading delay, network
transmission latency, server processing duration, and relay
actuation time. Maintaining a response time below two
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e .nds w@considered acceptable for smooth campus
s Soh) ity opation.
3 g& =

=0 unic%on reliability (R_comm) was evaluated as the
0 betwggn successful server responses and total

authericatiBn requests:
Q -+
9% o
vd A Successful Server Responses
oS R co@m = 3)
85T = Total Requests
8§ F
g3 - - . .
Ehi} metrg reflects Wi-Fi communication stability

&
b

een themdocking node and centralized server.
=

°

ng wagonducted in an indoor campus environment
Wi-Fisggnal strength ranging between —55 dBm and
"dBm, Rithout artificial network interference. The

¥Mh edu
qss dn

ue1fe

ationgamework provides quantitative validation of
nticatﬂn reliability, response latency, .« and
unicagion stability of the proposed RFID-based
ing coga;ol architecture..
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experimental validation was conducted to evaluate
¢ reliability, response latency,
unication robustness, and operational stability of the
osed IoT-based e-bike docking station. A total of 100
ntication trials were performed under campus Wi-Fi
itions, consisting < of 60 authorized and 40
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thorized access attempts.
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Bhg authentication results ‘are summarized using a
(:fgrgusion matrix representation in Table 1.

& £ Table 1. Authentication Confusion Matrix

o=

25 Actual/ . :

T . Authorized Unauthorized

© c Predicted

2 o Authorized 59 1 (False Reject)

g ®Unauthorized 1 (False Accept) 39

g

~

Bhsed on Table 1, the following performance metrics were

Sy

mputed:

g 4 _TPHTN _59+39
g ACCWAY =Troa T 100 0 0
B TP 9 oo,
g eSO T ap T Ep T 5941 U0
§  Recali=—° - % _oga3y
g YT TP IEN T 5941 000
B o, - _ 3 _gey
£ pecificity = o Tp =39+ 1 0%
=7

The results indicate balanced authentication performance
with minimal bias toward acceptance or rejection. The

5

false reject event was primarily attributed to temporary
network delay exceeding the timeout threshold during UID
transmission. The false accept case occurred during a brief
database synchronization interval, highlighting the
importance of transactional integrity in centralized
validation architectures.

Compared to RFID-based lightweight IoT authentication
frameworks such as Gong et al. (2023) and Zarbi et al.
(2024), which, reported reliability within 97-99%, the
proposed system achiecves comparable accuracy while
integrating physical electromechanical docking control
and centralized logging mechanisms.

Response Time Statistical Analysis

Authentication response time was measured from RFID tap
detection until magnetic dock release or denial. The
statistical summary is presented in Table 2.

Table 2.Responsc Time Statistics

Parameter Value
Minimum 0.79 s
Maximum 1.65 s

Mean 1.12 s
Standard Deviation 0.14 s
Variance 0.0196

The relatively small standard deviation indicates stable
temporal performance across trials. The coefficient of
variation (CV) was calculated as:

cv=2=21_ 155
T 112 77
A CV below 15% confirms acceptable temporal

consistency for real-time access control systems.

Most authentication events were completed within 1.0—1.3
seconds, while the maximum observed value (1.65 s) was
associated with  temporary network . congestion.
Importantly, all .response times remained below the
predefined. operational-threshold of 2 seconds, ensuring
smooth user interaction within campus mobility scenarios.
Neis et al. (2023) reported IoT smart campus latency
typically within 1-2 seconds, aligning with the observed
mean latency of 1.12 seconds in this study.

Communication Reliability

During testing, 98 out of 100 authentication requests were
successfully validated by the server. Communication
reliability was therefore calculated as:

First Author
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comm = 790 = 98%

O , .o
o=
Q

i fﬁed transmissions were attributed to short-
duratiep WagFi signal degradation within the —55 dBm to —
o® gd&.m @nge. However, the implemented retry
rgeEhdfism=pnsured automatic recovery without system
m —

cr haggware reset.

>

oo

n

gedn
Bow

ough @TP-based communication was selected for
licity 1§~her than protocol optimization, the achieved
ility dg;nonstrates that event-driven request-response
unicdBon is sufficient for RFID-based docking
_enticats%l in campus-scale deployment.
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D

aratt"y% Analysis with Related Works
*
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e X pc-a.sents the comparative performance analysis
een th%roposed system and related RFID-based IoT
nticatﬂn studies. While Gong et al. (2023) and Zarbi
(2@4) primarily focused on . cryptographic
ization of RFID authentication protocols, the present
integrates authentication logic with physical doeking
ol and centralized infrastructure governance.
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1

ks

‘uel
ue)

efem BueA uebul

ite employing a lightweight HTTP-based validation
oach rather than enhanced RFID cryptographic
mes, the achieved authentication accuracy (98%)
”ins within the same performance range reported in
IoT authentication research. Furthermore, compared
gnart parking implementations that primarily emphasize
;(gl_pancy detection (Fahim et al., 2021), the proposed
:b Bitecture enforces deterministic electromechanical
@%ing release through identity validation.
g3
I%%ntrast to EV charging monitoring studies that focus on
ey telemetry and optimization (Igbal et al., 2024), this
\§0g< addresses secure access governance within micro-
l;gosility infrastructure. The integration of RFID
a’gt ntication, relay-based docking  actuation, and
cgrtﬂéralized logging constitutes the " primary practical
centribution of this research.
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%/erall, the experimental findings confirm that centralized
I§ID authentication integrated with lightweight IoT
l‘érdware achieves high reliability (98%), stable response
l§tency (~1.12 s), and consistent communication
nerformance. The minor performance deviations observed
veésre primarily network-induced rather than algorithmic,
igdicating that further improvement should focus on
métwork  optimization  rather  than  redesigning
e&thentication logic. These results validate the feasibility
of deploying the proposed system within campus-scale
mobility infrastructure.

6
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CONCLUSION

This study proposed and experimentally validated an IoT-
based e-bike docking station with centralized RFID
authentication for smart campus mobility infrastructure.
The system adopts a distributed edge-to-cloud architecture
in which each docking unit functions as an IoT node while
authentication validation is performed through a
centralized This  architecture  enhances

control, enables real-time access
and “supports scalable multi-docking

server.
administrative
revocation,
deployment.

Experimental results demonstrate that the proposed system
achieves 98% authentication accuracy, with precision and
recall values ' exceeding 98%, indicating, balanced
performance in bothiacceptance and rejection. scenarios.
The mean authentication reésponse time was measured at
1.12 seconds, with a coefficient of variation of 12.5%,
confirming stable and responsive operation under campus
Wi-Fi conditions. Communicationreliability reached 98%,
demonstrating that HTTP-based = request-response
architecture 1s sufficient for event-driven access control
applications.

Compared to prior RFID-based IoT authentication studies
that primarily focus onprotocol optimization, this research
integrates.authentication logic with electromechanical
docking control and centralized logging infrastructure. The
results confirm that lightweight IoT hardware combined
with' centralized . validation 'provides a practical and
scalable solution for secure micro-mobility infrastructure
governance within smart campus environments.

Future work may focus on enhancing communication
resilience; integrating stronger encryption mechanisms,
and-extending the system toward multi-node deployment
with load-balanced server architectures to further improve
reliability and scalability.
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  A = (   C o r r e c t   A u t h o r i z a t i o n  T o t a l   A t t e m p t s )   ×   100 %


  T _ m e a n =   ( 𝛴   T _ r e s p o n s e )      N


  R _ c o m m =   S u c c e s s f u l   S e r v e r   R e s p o n s e s  T o t a l   R e q u e s t s


  A c c u r a c y =   T P + T N  T o t a l =   59 + 39 100 = 98 %


  C V =   𝜎  𝜇 =   0 . 14  1 . 12 = 12 . 5 %


    R  c o m m =  98 100 = 98 %

