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RANCANG BANGUN MAIL SERVER DAN IMPLEMENTASI HONEYPOT
SEBAGAI KEAMANAN JARINGAN PADA SERVER BERBASIS LINUX

Abstrak

Mail server merupakan salah satu komponen vital dalam komunikasi digital, namun juga
rentan terhadap berbagai ancaman siber, terutama serangan bruteforce pada protokol SSH.
Penelitian ini bertujuan merancang dan mengimplementasikan sistem:keamanan jaringan
berbasis honeypot Cowrie'pada mail server berbasis iRedMail dengan. sistem operasi
Debian 12. Metode yang digunakan adalah pendekatan eksperimen kuantitatif, dimana
simulasi serangan SSH bruteforcedilakukan melalui jaringan lokal pada lingkungan mesin
virtual yang telah dikonfigurasi secara tersegmentasi. Honeypot Cowrie diintegrasikan
untuk menangkap, merekam, dan mengklasifikasikan seluruh aktivitas mencurigakan,
termasuk percobaan /ogin. tidak. sah. dan.perintah pasca-kompromi. Hasil. pengujian
menunjukkan bahwa seluruh upaya serangan SSH berhasil dialihkan dan dicatat secara
rinci oleh honeypot tanpa mengganggu kinerja layanan emai/ utama. Analisis data /og
memperlihatkan pola perilaku penyerang yang sistematis, mulai dari enumerasi sistem
hingga upaya privilege escalation. Simpulan penelitian ini menegaskan bahwa
implementasi fhoneypot Cowrie efektif sebagai-deteksi-dini dan dokumentasi aktivitas
serangan pada mail server berbasis Linux, serta dapat.diadopsi sebagai model proteksi

tambahan untuk memperkuat infrastruktur keamanan jaringan.

Kata Kunci: Mail Server, Honeypot, Cowrie, iRedMail, Keamanan Jaringan, SSH

Bruteforce, Deteksi Dini, Log Analisis, Linux
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BAB1
PENDAHULUAN

1.1 Latar Belakang Masalah

Email merupakan salah satu layanan yang paling banyak digunakan dalam
komunikasi melalui internet. Namun, layanan email tidak sepenuhnya aman sebagai
media komunikasi, dikarenakan terdapat-beberapa celah keamanan pada protokol
yang digunakannya. Celah.tersebut memungkinkan penyerang (attacker) untuk
mengeksploitasi layanan.email, seperti mengirimkan email palsu (email spoofing),
atau bahkan melumpuhkan layanan email secara sengaja melalui serangan yang
bertujuan meminta tebusan (ramsomware). Dalam  dunia,_ industri maupun
perusahaan, email menjadi media komunikasi utama, baik dalam koordinasi antar
karyawan maupun dalam berkomunikasi dengan perusahaan lainnya. Oleh karena
itu, sangat disarankan bagi perusahaan untuk: memiliki mail server pribadi
dibandingkan bergantung sepenuhnya pada layanan email publik. Penggunaan mail
server pribadi (private mail server) memberikan beberapa keunggulan, di antaranya
adalah tingkat keamanan data yang lebih terjamin serta efisiensi waktu dalam
proses pengiriman dan penerimaan email. Hal ini dikarenakan trafik data pada mail
server pribadi umumnya lebih rendah dibandingkan mail server publik, sehingga
mempercepat pertukaran informasi serta mengurangi risiko kemacetan data (zraffic

congestion) (Larasati et al., 2021).

Akan tetapi, pembangunan suatu mail server harus didukung dengan implementasi
sistem keamanan jaringan yang. efektif. Hal ini bertujuan untuk mengantisipasi
berbagai jenis ancaman atau serangan siber yang bertujuan mencuri data sensitif
perusahaan maupun memperlambat kinerja mail server tersebut. Salah satu bentuk
serangan yang umum-terjadi pada mail server adalah serangan Denial-of Service
(DoS). Serangan ini diketahui terus mengalami peningkatan signifikan dalam
beberapa tahun terakhir. Menurut laporan dari Cloudflare yang dikutip oleh Sam
Cook dalam ulasannya di situs comparitech.com, intensitas serangan DoS
mengalami peningkatan hampir sepertiga antara tahun 2020 hingga 2021. Lebih
lanjut, tercatat pula adanya lonjakan sebesar 75% pada kuartal keempat tahun 2021
dibandingkan dengan kuartal sebelumnya. Fakta tersebut menunjukkan bahwa

ancaman serangan DoS perlu diwaspadai secara khusus dalam desain keamanan

1
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jaringan mail server (Cook, 2022). Kejadian serangan DoS terhadap layanan email
juga pernah tercatat pada tanggal 21 Oktober 2021. Pada saat itu, setidaknya
delapan penyedia layanan email, yaitu Runbox, Posteo, Fastmail, TheXYZ,
Guerilla Mail, Mailfence, Kolab Now, dan RiseUP, menjadi sasaran serangan
Denial of Service secara bersamaan. Setelah serangan terjadi, penyerang
mengirimkan email berisi permintaan tebusansebesar 0,06 BTC (sekitar 4000 dolar
AS). Dalam pesan tersebut, pelaku mengancam akan melumpuhkan jaringan
layanan email secara berkelanjutan apabila permintaan tebusan tidak, dipenuhi.
Peristiwa ini menunjukkan pentingnya perhatian terhadap ancaman serangan.DoS
pada layanan' email serta urgensi implementasi sistem keamanan jaringan yang
lebih kuat guna mencegah dampak negatif yang ditimbulkan (Cimpanu, 2021).
Serangan DoS bertujuan menghalangi pengguna yang sah untuk mengakses sumber
daya jaringan atau sistem dengan cara mengirimkan permintaan palsu secara masif
sehingga menghabiskan sumber daya jaringan secara signifikan. Akibatnya,
konsumsi energi meningkat, waktu tunda (delay) bertambah, kapasitas jaringan
(throughput) berkurang, serta serangan menjadi sulit dideteksi (Kurniawan &
Yazid, 2020). Salah satu jenis serangan.. DoS .adalah SYN Flood, yang
mengeksploitasi mekanisme three-way handshake pada Transmission Control
Protocol (TCP). Pada serangan ini, penyerang mengirimkan sejumlah besar paket
SYN secara terus-menerus tanpa menanggapi paket SYN-ACK dari server,
sehingga sumber daya server terkuras untuk-menangani permintaan palsu tersebut,
menyebabkan layanan menjadi tidak tersedia (Degirmencioglu et al., 2016). Selain
SYN Flood, serangan bruteforce juga merupakan ancaman nyata, penyerang
menggunakan daftar kombinasi username dan password yang disiapkan untuk

mencoba masuk ke sistem secara ilegal (Prasetyo et al., 2020).

Untuk mengatasi ancaman tersebut, penelitian ini bertujuan membangun sebuah
sistem keamanan jaringan mail server dengan mengimplementasikan konsep
Honeypot. Honeypot adalah sistem keamanan proaktif yang berfungsi untuk
menangkap informasi tentang aktivitas mencurigakan seperti waktu serangan,
alamat IP penyerang, sistem operasi penyerang, eksploitasi, dan perintah setelah

infiltrasi (Fraunholz et al., 2017).
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1.2 Perumusan Masalah

Rumusan masalah yang Penulis temukan dari latar belakang di atas antara lain:

1. Bagaimana merancang arsitektur mail server berbasis iRedMail pada mesin
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virtual dengan sistem operasi Debian 12?

2. Bagaimana mengonfigurasi honeypot Cowrie sebagai sistem deteksi dini
aktivitas mencurigakan seperti. SSH.bruteforce?
3. Sejauh mana efektivitas implementasi honeypot dalam. mendeteksi dan

mencegah serangan terhadap mail server utama?

1.3 Batasan Masalah

ejie)er 1aba yiuyaljod uizi edue)

Agar tidak terlampau luas dalam pembahasan ini, maka diterapkan batasan-batasan

masalah sehingga tujuan dari pembuatan dari skripsi dapat tercapai.
Batasan-batasan masalah tersebut adalah sebagai berikut:

a.. Pengujian dilakukan menggunakan tigamesin virtual dengan rincian berikut: 1.
Debian 12 sebagai mail server (iRedMail) sekaligus honeypot Cowrie; 2. Kali
Linux 2024.2 sebagai attacker.

b. Pengujian dilakukan dalam jaringan lokal (LAN) dengan subnet
192.168.14.0/24 menggunakan metode NAT Adapter dengan IP statis.

c. Jenis serangan yang disimulasikan adalah SSH bruteforce.
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1.4  Tujuan dan Manfaat
Adapun Tujuan dan Manfaat dari perancangan sistem keamanan jaringan pada mail

server adalah;

Tujuan
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a. Membangun dan“mengonfigurasi mail server berbasis 1RedMail.pada mesin
virtual Debian 12.

b. Mengimplementasikan Ahoneypot Cowrie (SSH) sebagai sistem deteksi dini
keamanan server dalam menangani serangan SSH Bruteforce.

c. Mengukur efektivitas honeypot dalam mendeteksi serangan serta menyajikan

visualisasi /og aktivitas mencurigakan.
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Manfaat

a. Sebagai panduan praktis bagi institusi dalam membangun mail server yang
aman.

b. Menghasilkan data intelijen serangan yang berguna untuk analisis forensik serta
pengembangan strategi keamanan jaringam. berbasis honeypot di masa
mendatang.

c. Meminimalkan risiko dewntime dan kebocoran data akibat serangan siber.

1.5  Sistematika Penulisan
Sistematika penulisan skripsi‘inindisusun secara terstruktur untuk memudahkan
pembaca_ dalam memahami alur penelitian yang dilakukan. Adapun susunan bab

dalampenulisan skripsi ini adalah sebagai berikut:
1. BABI PENDAHULUAN

Bab ini memuat latar belakang penclitian, batasan masalah, rumusan masalah,

tujuan penelitian, serta manfaat yang diharapkan dari penyusunan skripsi ini.
2. 'BABII TINJAUAN PUSTAKA

Pada 'bab ini dipaparkan kajian pustaka yang relevan dengan topik penelitian.
Penulis mengkaji berbagai sumber seperti jurnal; buku, dan referensi lain yang

mendukung pemahaman terhadap permasalahan yang diangkat.
3. BABIHIMETODE PENELITIAN

Bab ini menjelaskan metodologi penelitian: yang digunakan, meliputi teknik
pengumpulan data, tahapan studi pustaka, analisis umum, serta deskripsi objek

penelitian yang menjadi fokus dalam skripsi ini.
4. BAB IV HASIL DAN PEMBAHASAN

Pada bab ini dipaparkan hasil pengujian dan pembahasan terkait implementasi
sistem, mulai dari proses persiapan hingga uji penetrasi terhadap mail server yang
telah dilengkapi dengan honeypot sebagai sistem keamanan. Analisis dilakukan
untuk mengetahui efektivitas sistem dalam mendeteksi dan mengidentifikasi

ancaman, serta sejauh mana tujuan penelitian pada bab I telah tercapai.
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5. BAB V PENUTUP

Bab ini berisi kesimpulan dari hasil penelitian dan analisis yang telah dilakukan,
serta saran-saran untuk pengembangan sistem sejenis di masa mendatang agar hasil

yang diperoleh dapat lebih optimal.

6. DAFTAR PUSTAKA A
Berisi daftar sumber referensi'y digunakan selama proses p¢

usunan skripsi,

POLITEKNIK
NEGERI
JAKARTA
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BAB YV
PENUTUP
5.1 Kesimpulan
Berdasarkan hasil penelitian yang telah dilakukan mengenai implementasi
honeypot pada mail server berbasis Linux, dapat diambil beberapa kesimpulan

utama sebagai berikut:

1) Implementasi mail serversberbasis iRedMail pada lingkungan, virtual telah
berhasil dilakukan.dan dapat berjalan sesuai fungsinya scbagai, media
komunikasicemail internal.

2) Integrasi honeypot Cowrie pada mail server efektif dalam mendeteksi dan
merekam aktivitas serangan SSH brute force. Semua upaya akses ilegal yang
diarahkan ke layanan SSH berhasil dialthkan dan didokumentasikan oleh sistem
honeypot tanpa mengganggu operasional utama mail server.

3) Pengujian pada jaringan lokal menunjukkan bahwa sistem yang dibangun
mampu memberikan data /log serangan secara rinci, yang sangat berguna

sebagai bahan analisis dan evaluasi keamanan jaringan:

5.2 Saran

Berdasarkan keterbatasan yang ada dalam penelitian ini, terdapat beberapa hal yang
perlu dipertimbangkan untuk pengembangan ke depan. Pertama, pengujian
sebaiknya dilakukan langsung pada server produksi agar hasil yang diperoleh lebih
mencerminkan tantangan keamanan di lingkungan nyata. Kedua, peneclitian
selanjutnya disarankan untuk ‘menguji sistem pada jaringan publik (WAN),
sehingga cakupan deteksi dan variasi serangan yang dapat diamati menjadi lebih
luas. Ketiga, penggunaan jenis honeypot dan simulasi serangan dapat.diperluas,
tidak hanya terbatas padawCowric dan serangan SSH __bruteforce. Dengan
mengadopsi honeypot lain serta memvariasikan jenis serangan, hasil penelitian
diharapkan mampu memberikan gambaran yang lebih komprehensif mengenai

upaya mitigasi ancaman keamanan jaringan.
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LAMPIRAN

Lampiran - 1 Isi file konfigurasi cowrie.cfg.dist

eydid yeH

DO NOT EDIT THIS FILE!
Changes to default files will be lost on update and are difficult to
manage and support.

Please make any changes to system defaults by overriding them in
cowrie.cfg

To override a specific setting, copy the name of the stanza and
setting to the file where you wish to override it.

# General Cowrie Options

eyieyer Laba yiuyaljod uizi eduey

1|} eA1e)] yninjas neje ueibeqas yeAueqiadwaw uep ueywnwnbusw buese|iq ‘'z
eyie)er 1363 yiwyalijod sefem buek uebunuaday) ueyibniaw yepn uediznbuad °q

*yejesew njens uenefun neje }nij uesiinuad ‘ueiode] uesinuad ‘yejwji eAey uesjnuad

[honeypot]

Sensor name is used to identify this Cowrie instance. Used by the database
logging modules such as mysql.

server as the sensor name.

1jn3 eAJe)] yninjas neje ueibeqas diynbuaw buese|iqg °L

#
#
#
# If not specified, the logging modules will instead use the IP address of the
#
#
#

(default: not specified)
#sensor_name=myhostname

uenipuad ‘ueyipipuad uebunuaday ynun efuey uedipnbuad ‘e

# Hostname for the honeypot. Displayed by the shell prompt of the virtual
# environment

#

# (default: svre4)

hostname = mail-srv

’

# Directory where to save log files in.

NEGERI
JAKARTA

log_path = var/log/cowrie

Auaw uep ueywnjuesuaw eduey

undede jnjuaq wejep
Jaquins ueyanga

66

Jurusan Teknik Informatika dan Komputer — Politeknik Negeri Jakarta




ECEL]

VLNYVHYE
NINMILAOd

epieder LaBAN YIwiNod izl eduey

N
9o
o
39
33
Q c
=) =
D T
5 9
Q =
S =
3 g
g ~
c
Iy
g%
35
D=
3 0
T T
m O
sz
33
S0
5 3
n <
o5
E'u
Q s
)
Ey
o =
s
v o
o o
g3
52
=
o
T
s 2
£5
-.é

o
bl
3
Q
=
<
g
=
=
3
c
=
[=
=
8
:
-3
3
g
=
3
=
=]
&
3
B
=
Y
5
T
m
>
E
4
=
5
3
3
Y
F
T
3
£
g
=
)
T
(=]
]
2
3
=
w
g
2
=
O
&
s
-~
3
E
-
2
g
3
B
B
=

undede jynjuaq wejep

eydid yeH

Jaquins uexingakuaw uep ueywnjues>uaw eduey jui siny eAiey yninjas neje ueibeqas dynbuaw Huese|iq °L

Lampiran - 2 Isi file konfigurasi cowrie.cfg.dist (lanjutan)

# Directory where to save downloaded artifacts in.

#
# (default: downloads)

download_path = ${honeypot:state_path}/downloads

# Directory for static data files
#

# (default: src/cowrie/cowrie)
data_path = src/cowrie/data

# Directory for variable state files
#

# (default: var/lib/cowrie)
state_path = var/lib/cowrie

# Directory for config files
#

# (default: etc)

etc_path = etc

Directory where virtual file contents are kept in.

#
#
# This is only used by commands like 'cat' to display the contents of files.
# Adding files here is not enough for them to appear in the honeypot - the
# actual virtual filesystem 1s kept in filesystem_file (see below)

#

#

(default: honeyfs)
contents_path = honeyfs

# Directory for creating simple commands that only output text.

POLITEKNIK
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Lampiran - 3 Isi file konfigurasi cowrie.cfg.dist (lanjutan)

I# Directory for creating simple commands that only output text.

# The command must be placed under this directory with the proper path, such
# as:

¥ txtcmds/usr/bin/vi

# The contents of the file will be the output of the command when run inside
# the honeypot.

# In addition to this, the file must exist in the virtual filesystem

|# (default: txtcmds)
txtcmds_path = txtcmds

J# Maximum file size (in bytes) for downloaded files to be stored in 'download_path'.

# A value of @ means no limit. If the file size is known to be too big from the start,
# the file will not be stored on disk at all.

#

# (default: @)

#download_limit_size = 12485760Q

# TTY logging will log a transcript of the complete terminal interaction in UML
# compatible format.

# (default: true)

ttylog = true

# Default directory for TTY logs.
I# (default: ttylog_path = %(state_path)s/tty)
ttylog_path = ${honeypot:state_path}/tty

|# Idle timeout determines when logged in sessions are
# terminated for being idle. In seconds.

# (default: 18@)

idle_timeout = 18@
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Lampiran - 4 Isi file konfigurasi cowrie.cfg.dist (lanjutan)

# Authentication Timeout

# The server disconnects after this time if the user has not successfully logged in.
# The default is 12@ seconds.

authentication_timeout = 12@

eydid yeH

# EXPERIMENTAL: back-end to user for Cowrie, options: proxy or shell
# (default: shell)
backend = shell

Logging Type
Valid options are ‘rotating® and ‘plain’.
Without a config file, the default is “plain’.

Use ‘rotating’ and Cowrie will log to “cowrie.log’ and at midnight
rotate to ‘cowrie.log-<year>-<month>-<date>.log' and continue writing
to (a new) ‘cowrie.log’.

“plain’ will write to “cowrie.log’ and will not rotate. Use “plain”
if you want to use external log rotation solutions like "logrotate”
logtype = rotating

H oW H H K ¥ R

# Timezone Cowrie uses for logging

# This can be any valid timezone for the TZ environment variable

# The special value “system” will let Cowrie use the system time zone

# “system’ is not recommended because you will need to deal with daylight
# savings time and other special cases yourself when analysing the logs.
timezone = UTC

[# Custom prompt
# By default, Cowrie creates a shell prompt like: root@svr@3:~#

# IT you want something totally custom, uncomment the option below and set your prompt
# Beware that the path won't be included in your prompt any longer
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NEGERI

JAKARTA

Jaquins uexingakuaw uep ueywnjues>uaw eduey jui siny eAiey yninjas neje ueibeqas dynbuaw Huese|iq °L

Jurusan Teknik Informatika dan Komputer — Politeknik Negeri Jakarta




ECEL]
NINMILAOd

VLNYVHYE

eydid yeH

epieder LaBAN YIwiNod izl eduey

1s1|n3 eAie)] yninjas neje ueibeqas diynbusw buelejiq ‘L

.

N
9o
Y
=
2 Q
Q c
-,
=) =
D T
5 9
Q =
58
£ x
=
o
c
Iy
0N
35
D=
3 0
T T
%
g"'.".
33
]
8 5
e
n <
o5
g
Q =
i)
Ey
o =
i)
gg
L
o0
g3
52
o
T
s 2
£
-.g

o
bl
3
Q
=
<
g
=
=
3
=
=
e
=
8
:
-3
3
g
=
3
=
=]
&
3
B
=
Y
5
T
m
>
E
4
=
5
3
3
Y
F
T
3
£
g
=
)
T
o
)
2
3
=
£
g
=1
2
=
O
&
2
3
E
-
g
g
3
B
B
=

13quins ueyingakuaw uep ueywnjuesusaw eduey

undede jynjuaq wejep

Lampiran - 5 Isi file konfigurasi cowrie.cfg.dist (lanjutan)

auth_class = UserDB

# When AuthRandom

is used also set the

# auth_class_parameters: <min try>, <max try>, <maxcache>

# for example: 2

, 5, 1@ = allows access after randint(2,5) attempts

# and cache 1@ combinations.

#

#auth_class = AuthRandom
#auth_class_parameters = 2, 5, 1@

[backend_pool]
#

# Backend Pool Configurations
# only used on the cowrie instance that runs the pool

#

# enable this to
pool_only = false

# time between full VM recycling (cleans older VMs and boots newer ones) - involves some downtime betweI
# -1 to disable in seconds
recycle period = 1500

solely run the pool, regardless of other configurations (disables SSH and Telnet)

# change interface below to allow connections from outside (e.g. remote pool)

listen_endpoints

# guest snapshots

= tcp:6415:interface=127.0.0.1

save_snapshots = false

snapshot_path = $%

# pool xml config
config_files_path

{honeypot:state_path}/snapshots

s
= ${honeypot:data_path}/pool_configs

network_config = default_network.xml

nw_filter_config

= default_filter.xml
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Lampiran - 6 Isi file konfigurasi cowrie.cfg.dist (lanjutan)

# libvirt URI, common settings are gemu:///system or gemu:///session

libvirt_uri = gemu:///system

# Use this syntax to directly connect to the UNIX socket

# libvirt_uri = qemu+unix:///session?socket=/home/cowrie/.cache/libvirt/libvirt-sock

exdid ey

ey er LabaN Yiwyd3ijod Hijiw eadid deH S

Guest details (for a generic x86-64 guest, like Ubuntu)

Used to provide configuration details to save snapshots, identify
running guests, and provide other details to Cowrie.
- 55H and Telnet ports: which ports are listening for these services in the guest 05;
if you're not using one of them omit the config or set to @
- Guest private key: used by the pool to control the guest's state via SSH; guest must
have the corresponding pubkey in root's authorized_keys (not implemented)

EOECIE I T S T T T T T

guest_config = default_guest.xml

guest_privkey = ${honeypot:state_path}/ubuntuls.@4-guest
guest_tag = ubuntuls.e4

guest_ssh_port = 22

guest_telnet_port = 23
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Configs below are used on default XMLs provided.
IT you provide your own XML in guest_config you don't need these configs.
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#

#

#

# Guest hypervisor can be gemu or kvm, for example. Recent hardware has KVM,
# which is more performant than the gemu software-based emulation. Guest arch
# must match your machine's. If it's older or you're unsure, set it to 'qemu’.
#
#
#
#
#

Memory size is in MB.

Advanced: guest_gemu_machine defines which machine Qemu emulates for your VM

If you get a "unsupported machine type" exception when VMs are loading, change
# it to a compatible machine listed by the command: 'gemu-system-x86_64 -machine help'
guest_image_path = /home/cowrie/cowrie-imgs/ubuntul8.®@4-minimal.qcow2
guest_hypervisor = kvm
guest_memory = 512

1jn} e1ey yninjas neje ueibeqas yelueqs
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Lampiran - 7 Isi file konfigurasi cowrie.cfg.dist (lanjutan)

pc-q35-bionic

OpenWRT with ARM architecture)

nfiguration details to save snapshots, identify running guests,
details to Cowrie.

#guest_telnet_port
Configs below are
If you provide you

Guest hypervisor c
which is more perf
must match your ma

Memory size is in

Advanced: guest_qge
If you get a "unsu
it to a compatible
#guest_image_path
#guest_hypervisor
#guest_memory = 256
#guest_kernel_ image

#
#
#
#
#
#
#
#
#
#
#
#

1s1|n3 eAie)] yninjas neje ueibeqas diynbusw buelejiq ‘L

.

=

Q

C # ===

!2 # Guest details (for
#

1 |

() # Used to provide co

°* # and provide othex
# ===
#guest_config = wrt_
#guest_tag = wrt
#guest_ssh_port = 22

arm_guest.xml

23

used on default XMLs provided.
r own XML in guest_config you don't need these configs.

an be gemu or kvm, for example. Recent hardware has KVM,
ormant than the gemu software-based emulation. Guest arch
chine's.

MB.

mu_machine defines which machine Qemu emulates for your VM
pported machine type" exception when ¥Ms are loading, change
machine listed by the command: 'gemu-system-arm -machine help'
/home/cowrie/cowrie-imgs/root.gcow2

gqemu

/home/cowrie/cowrie-imgs/zImage

EETE SR T
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#guest_gemu_machine = virt-2.9
Other configs
Use NAT (for remote pool)
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Lampiran - 8 Isi file konfigurasi cowrie.cfg.dist (lanjutan)

# Guests exist in a local interface created by libvirt; NAT functionality creates a port in the host,
# exposed to a public interface, and forwards TCP data to and from the libvirt private interface.

# Cowrie's proxy receives the public information instead of the local IP of guests

use_nat = true

nat_public_ip = 192.168.1.40

#

# Proxy Options

#

[proxy]

# type of backend:

# - simple: backend machine deployed by you (CAREFUL WITH SECURITY ASPECTS!!), specify hosts and pDItI
# - pool: cowrie-managed pool of virtual machines, configure below

backend = pool

#
# Simple Backend Configuration
#
backend_ssh_host = localhost
backend_ssh_port = 2022

backend_telnet_host = localhost
backend_telnet_port = 2023

#
# Pool Backend Configuration
#

# generic pool configurable settings
pool_max_vms = 5
pool_vm_unused_timeout = 600

# allow sharing guests between different attackers if no new VMs are available
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Lampiran - 9 Isi file konfigurasi cowrie.cfg.dist (lanjutan)

pool_share_guests = true

# Where to deploy the backend pool (only if backend = pool)

# - "local": same machine as the proxy
# - "remote": set host and port of the pool below
pool = local

# Remote pool configurations (used with pool=remote)
pool_host = 192.168.1.40
pool_port = 6415

#
# Proxy Configurations
#

# real credentials to log into backend
backend_user = root
backend_pass = root

# Telnet prompt detection

#

# To detect authentication prompts (and spoof auth details to the ones the backend accepts) we need to
# login and password prompts, and spoof data to the backend in order to successfully authenticate. If d]
# attackers can only use the real user credentials of the backend.

telnet_spoof_authentication = true

# These regex were made using Ubuntu 18.@4; you have to adapt these for the prompts

# from your backend. You can enable raw logging above to analyse data passing through

# and identify the format of the prompts you need.

# You should generally include ".*" at the beginning and end of prompts, since Telnet messages can contl
# more data than the prompt.

# For login it is usually <hostname> login:
telnet_username_prompt_regex = (\n|”)ubuntu login: .*

H Password prompt is usually only the word Password
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Lampiran - 10 Isi file konfigurasi cowrie.cfg.dist (lanjutan)

H Password prompt is usually only the word Password
telnet_password_prompt_regex = .*Password: .*

# This data is sent by clients at the beginning of negotiation (before the password prompt), and contai
# that is trying to log in. We replace that username with the one in "backend_user" to allow the chance|
# login after the first password prompt. We are only able to check if credentials are allowed after the
# inserted. If they are, then a correct username was already sent and authentication succeeds; if not,
# password to force authentication to fail.

telnet_username_in_negotiation_regex = (.*\xffixfa.*USER\x@1)(.*?)(\xff.*)

# Other configs #
# log raw TCP packets in 5Sh and Telnet
log_raw = false

#
# Shell Options

# Options around Cowrle's Shell Emulation
#

[shell]
File in the Python pickle format containing the virtual filesystem.

#
#
# This includes the filenames, paths, permissions for the Cowrie filesystem,
# but not the file contents. This is created by the bin/createfs utility from
# a real template linux installation.

#

#

(default: fs.pickle)
filesystem = ${honeypot:data_path}/fs.pickle

# File that contains output for the "ps’ command.
#

# (default: ${honeypot_data_path}/cmdoutput.json)
processes = %{honeypot:data_path}/cmdoutput. json
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Lampiran - 11 Isi file konfigurasi cowrie.cfg.dist (lanjutan)

Fake architectures/0S

is chosen at login time.
(default: linux-x64-1sb)

ECE I T P Y

arch = linux-x64-1sb

bsd-mips64-1sb:
bsd-mips64-msb:

linux-am33-1sb:
linux-arc-1sb:
linux-arc-msh:
linux-arm-1sb:
linux-arm-msh:

EEE I T T T I T T T A e N N T T

linux-bfin-1sb:

bsd-aarch64-1sb: 64-
bsd-aarch64-msb: 64-
bsd-bfin-msb: 32-

bsd-mips-1sb: 32-
bsd-mips-msb: 32-
bsd-powepc64-1sb: 64-
bsd-powepc-msb:
bsd-riscv64-1sb: 64-
bsd-sparc64-msb: 64-
bsd-sparc-msb:

bsd-x32-1sb: 32-
bsd-x64-1sb: 64-
linux-aarch64-1sb: 64-bit
linux-aarch64-msbh: 64-bit
linux-alpha-1sb: 64-

linux-avr32-1sb: 32-

bit

bit

bit
64-bit
64-bit

bit

bit

bit
32-bit

bit

bit
32-bit

bit

bit
LSB
MSB

bit
32-bit
32-bit
32-bit
32-bit
32-bit

bit
32-bit

LSB
MSB
MSB
LSB
MSB
L5SB
MSB
MSB
MSB
LSB
MSB
MSB
LSB
LSB
ARM
ARM
LSB
LSB
LSB
MSB
LSB
MSB
LSB
LSB

When Cowrie receive a command like /bin/cat XXXX (where XXXX is an executable)
it replies with the content of a dummy executable (located in data_path/arch)
compiled for an architecture/05/endian_mode

arch can be a comma separated list. When there are multiple elements, a random

Here the 1list of supported 0S5-ARCH-ENDIANESS executables

ARM aarch64 version 1 (SYSV)
ARM aarch64 version 1 (SYSV)
Analog Devices Blackfin version 1 (SYSV)
MIPS MIPS-III version 1 (SYSV)
MIPS MIPS-III version 1 (SYSV)
MIPS MIPS5-I version 1 (FreeBSD)
MIPS MIPS5-I version 1 (FreeBSD)
64-bit PowerPC or cisco 75@@ version 1 (FreeBSD)
PowerPC or cisco 45@0@ version 1 (FreeBSD)
UCB RISC-V version 1 (SYSV)
SPARC V9 relaxed memory ordering version 1 (FreeBSD)
SPARC version 1 (SYSV) statically
Intel 8@386 version 1 (FreeBSD)
x86-64 version 1 (FreeBSD)
aarch64 version 1 (S5YSV)
aarch64 version 1 (S5YSV)
Alpha (unofficial) version 1 (SYSV)
Matsushita MN1@30@ version 1 (SYSV)
ARC Cores Tangent-A5 version 1 (SYSV)
ARC Cores Tangent-A5 version 1 (SYSV)
ARM EABI5 version 1 (SYSV)
ARM EABIS wversion 1 (SYSV)
Atmel AVR 8-bit wversion 1 (SYSV)
Analog Devices Blackfin version 1 (SYSV)
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Lampiran - 12 Isi file konfigurasi cowrie.cfg.dist (lanjutan)

# Modify the response of '/bin/uname’

# Default (uname -a): Linux <hostname> <kernel_version> <kernel_build_string> <hardware_platform> <0perI

kernel_version = 3.2.@-4-amds4

kernel_build_string = #1 SMP Debian 3.2.68-1+deb7ul
hardware_platform = x86_64

operating_system = GNU/Linux

# S55H Version as printed by "ssh -V" in shell emulation
ssh_version = OpenSSH_7.9pl, OpenSSL 1.1.1a 20 Nov 2018

#

# SSH Specific Options

#
[ssh]

# Enable SSH support
# (default: true)
enabled = true

# Public and private 55H key files. If these don't exist, they are created
# automatically.

rsa_public_key = ${honeypot:state_path}/ssh_host_rsa_key.pub
rsa_private_key = ${honeypot:state_path}/ssh_host_rsa_key

dsa_public_key = ${honeypot:state_path}/ssh_host_dsa_key.pub
dsa_private_key = ${honeypot:state_path}/ssh_host_dsa_key

ecdsa_public_key = ${honeypot:state_path}/ssh_host_ecdsa_key.pub
ecdsa_private_key = ${honeypot:state_path}/ssh_host_ecdsa_key
ed25519_public_key = ${honeypot:state_path}/ssh_host_ed25519_key.pub
ed25519_private_key = %${honeypot:state_path}/ssh_host_ed25519_key

# Public keys supported are: ssh-rsa, ssh-dss, ecdsa-sha2-nistp256, ssh-ed25519

public_key_auth = ssh-rsa,ecdsa-sha2-nistp256,ssh-ed25519

# SSH version string as present to the client.
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Lampiran - 13 Isi file konfigurasi cowrie.cfg.dist (lanjutan)

55H version string as present to the client.

Version string MUST start with S5H-2.@- or 55H-1.99-
Use these to disguise your honeypot from a simple S5H version scan
Examples:

55H-2.0-0penSSH_5.1pl Debian-5

55H-1.99-0penSSH_4.3

S5H-1.99-0penS5H_4.7
S5H-1.99-5un_55H_1.1
S55H-2.@-0penSSH_4.2pl Debian-7ubuntu3.1
S5H-2.0-0penS55H_4.3

SSH-2.@-0penSSH_4.6
S55H-2.@-0penSSH_5.1pl Debian-5
55H-2.@-0penS5H_5.1pl FreeBSD-20080901
55H-2.8-0penSSH_5.3pl Debian-3ubuntu5
55H-2.0-0penSSH_5.3pl Debian-3ubuntué
55H-2.0-0pensSSH_5.3pl Debian-3ubuntu?
55H-2.@-0penSSH_5.5pl Debian-6
55H-2.0-0penSSH_5.5pl1 Debian-6+squeezel
55H-2.@-0penSSH_5.5pl Debian-6+squeeze2
55H-2.@-0penSSH_5.8p2_hpnl3vll FreeBSD-20110583
55H-2.0-0penSSH_5.9pl1 Debian-5ubuntul
55H-2.@-0penSSH_6.@pl Debian-4+deb7u2
55H-2.@-0pens55H_5.9

(default: "S5H-2.@-0penSS5H_6.@pl Debian-4+deb7u2")

version = 55H-2.@-OpenSS5H_6.@pl Debian-4+deb7u2

# #H W H W H H*

Cipher encryption algorithms to be used.

MUST be supplied as a comma-separated string without
any spaces oI newlines.

Use ciphers to limit to more secure algorithms only
any spaces.
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Lampiran - 14 Isi file konfigurasi cowrie.cfg.dist (lanjutan)

Use ciphers to limit to more secure algorithms only
any spaces.
Supported ciphers:

aesl2g-ctr
aesl92-ctr
aes256-ctr
aes256-chc
aesl92-chc
aes128-chc
3des-chc
castl28-cbc

ciphers = aesl128-ctr,aesl192-ctr,aes256-ctr,aes256-cbc,aes192-cbc,aes128-cbc,3des-cbc,cast128-chc

MAC Algorithm to be used.

MUST be supplied as a comma-separated string without
any spaces or newlines.

hmac-shal and hmac-md5 are considered insecure now, and
instead MACs with higher number of bits should be used.

Supported HMACS:
hmac-sha2-512
hmac-sha2-384
hmac-sha2-256
hmac-shal
hmac-md5

Imacs = hmac-sha2-512,hmac-sha2-384,hmac-sha2-256,hmac-shal,hmac-mds

Compression Method to be used.

MUST be supplied as a comma-separated string without
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Lampiran - 15 Isi file konfigurasi cowrie.cfg.dist (lanjutan)

H MUST be supplied as a comma-separated string without
[ # any spaces oI newlines.
% :
# Supported Compression Methods:
N .
— # zlib@openssh.com
T # 21ib
o # none

compression = zlib@openssh.com,z1ib,none

Endpoint to listen on for incoming S55H connections.

See https://twistedmatrix.com/documents/current/core/howto/endpoints.html#servers

(default: listen_endpoints = tcp:2222:interface=0.0.0.0)

(use systemd: endpoint for systemd activation)

listen_endpoints = systemd:domain=INET:index=0

For both IPv4 and IPv6é: listen_endpoints = tcp6:2222:interface=\:\

Listening on multiple endpoints is supported with a single space separator

e.g listen_endpoints = "tcp:2222:interface=0.0.0.0 tcp:1022:interface=0.0.0.0" will result listening I
use authbind for port numbers under 1024

e # d 4k 3 H oH 3 d%

listen_endpoints = tcp:2222:interface=0.0.0.0

epieder LaBAN YIwiNod izl eduey

# Enable the SFTP subsystem
# (default: true)
sftp_enabled = true

# Enable SSH direct-tcpip forwarding
# (default: true)
forwarding = true

# This enables redirecting forwarding requests to another address
# Useful for forwarding protocols to other honeypots

# (default: false)
forward_redirect = false
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Lampiran - 16 Isi file konfigurasi cowrie.cfg.dist (lanjutan)

forward_redirect = false

#
4
#

#* 3%

H =

#H W H*

Configure where to forward the data to.
forward_redirect_<portnumber> = <redirect ip>:<redirect port=>

Redirect http/https
forward_redirect_80 = 127.2.0.1:3000
forward_redirect_443 = 127.0.0.1:8443

To record SMTP traffic, install an SMTP honeypoint.

(e.g https://github.com/awhitehatter/mailoney), run

python mailoney.py -s yahoo.com -t schizo_open_relay -p 12525
forward_redirect_25 = 127.8.©.1:12525

# forward_redirect_587 = 127.0.©.1:12525

#* 3

=

This enables tunneling forwarding requests to another address

Useful for forwarding protocols to a proxy like Squid
(default: false)

forward_tunnel = false

£ S

=

H

#H 3

£ S

EM # #

Configure where to tunnel the data to.
forward_tunnel_<portnumber> = <tunnel ip=>:<tunnel port=>
Tunnel http/https

forward_tunnel_8@ = 127.2.8.1:3128
forward_tunnel_443 = 127.0.0.1:3128

Mo authentication checking at all

enabling 'auth_none' will enable the ssh2 'auth_none' authentication
this allows the requested user in without any verification at all

Lampiran- 17 Isi file konfigurasi cowrie.cfg

[s5h]

enabled = true

listen_endpoints = tcp:22:interface=0.9.0.0
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Lampiran - 18 Isi file konfigurasi bin/cowrie

HEFAULT_VIRTUAL_ENV=COWIie—EnV

first_time_use() {
echo
echo "Join the Cowrie community at: https://www.cowrie.org/slack/"
echo

¥

python_version_warning() {
if python -V 2=&1 | grep -gq '“Python 2.'; then
echo
echo "DEPRECATION: Python 2.7 reached the end of its life on January 1st, 2020."
echo "Cowrie has dropped support for Python 2.7."

echo
fi
if python -v 2>&1 | grep -q 'APython 3.[5678]'; then
echo
echo "DEPRECATION: Python<3.9 is no longer supported by Cowrie.”
echo
fi

i

find_cowrie_directory() {
# Determine Cowrie directory
if [[ "$e" = /* 1]
then
COWRIEDIR=% (dirname $@)/..
else
COWRIEDIR=% (dirname $PWD/$0)/..
fi
COWRIEDIR=%(cd ${COWRIEDIR} && pwd -P 2>/dev/null || pwd)
}

activate_venv() {
# Activate Python virtual environment
VENV="5§1"
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Lampiran - 19 Isi file konfigurasi bin/cowrie (lanjutan)

activate_venv() {

# Activate Python virtual environment

VENV="%1"
if [ ! -f "$VENV/bin/activate"” ]
then
return 1
fi
$VENV/bin/activate
return @

cowrie_status() {

# Print status
PID=%(cat ${PIDFILE} 2>/dev/null || echo "")
if [ -n "$PID" ]; then
if ps -e -o pid | grep -e "A\W*SPIDS" 2>&1 >/dev/null; then
echo "cowrie is running (PID: ${PID})."
else
echo "cowrie is not running (PID: ${PID})."
echo "Removing stale PID file ${PIDFILE}"
rm -f ${PIDFILE}
fi
else
echo "cowrie is not running."
fi

cowrie_start() {

# Start Cowrie
COWRIEARGS="%*"
TWISTEDARGS="%{XARGS} --umask=0022 --pidfile=${PIDFILE}"

# Run foreground or background. Foreground has no file log.

if [ "$COWRIE_STDOUT" = "yes" ]; then
TWISTEDARGS="${TWISTEDARGS} -n -1 -"

else
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Lampiran - 20 Isi file konfigurasi bin/cowrie (lanjutan)

fi

# 1. Check if any virtual environment is active
# 2. Try COWRIE_VIRTUAL_ENV if defined

# 3. Try DEFAULT_VIRTUAL_ENV

# 4. Try ../DEFAULT_VIRTUAL_ENV

# 5. Try without virtual environment

if [ ! -z "SVIRTUAL_ENV" ]; then

echo 2>&1 "Using activated Python virtual environment \"$VIRTUAL_ENV\""
elif activate_venv "$COWRIE_VIRTUAL_ENV"; then

echo 2>&1 "Using custom Python virtual environment \"$VIRTUAL_ENV\""
elif activate_venv "$DEFAULT_VIRTUAL_ENV"; then

echo 2>&1 "Using default Python virtual environment \"$VIRTUAL_ENV\""
# Look one directory higher for the wvirtual env to not pollute the Cowrie dir
elif activate_venv "../$DEFAULT_VIRTUAL_ENV"; then

echo 2>&1 "Using default Python virtual environment \"../$VIRTUAL_ENV\""
else

echo 2>&1 "Not using Python virtual environment"”
fi

python_version_warning

# Automatically check if the authbind is enabled oxr not
authfile="/etc/authbind/byport/22"

if [ -z ${AUTHBIND_ENABLED} ] && [ -x "$authfile” ] && command -v authbind =/dev/null; then

AUTHBIND_ENABLED=yes
else

AUTHBIND_ENABLED=no
fi

echo "Starting cowrie: [twistd ${TWISTEDARGS} cowrie ${COWRIEARGS}]..."
if [ "$AUTHBIND_ENABLED" = "no" ]
then

exec twistd ${TWISTEDARGS} ${COWRIEARGS} cowrie
else
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Lampiran - 21 Isi file konfigurasi bin/cowrie (lanjutan)

echo "Starting cowrie: [twistd ${TWISTEDARGS} cowrie %{COWRIEARGS}]..."
if [ "$AUTHBIND_ENABLED" = "no" |
then
exec twistd ${TWISTEDARGS} ${COWRIEARGS} cowrie
else
exec authbind --deep twistd ${TWISTEDARGS} %{COWRIEARGS} cowrie

i

cowrie_stop () {
# Stop Cowrie
PID=%(cat ${PIDFILE} 2>/dev/null || echo "")
if [ -n "S$SPID" ]; then
echo "Stopping cowrie..."
if kill -TERM $PID; then
echo -n
else
echo "Removing stale PID file ${PIDFILE}"
rm -f ${PIDFILE}

fi
else
echo "cowrie is not running."
fi
}
cowrie_force_stop () {

# Force Stop Cowrie
PID=%(cat ${PIDFILE} 2>/dev/null || echo -n "")
if [ -n "S$PID" ]; then
echo -n "Stopping cowrie..."
it kill -TERM $PID; then
((t =60))
while ((t > 1)); do
sleep 1
echo -n
if kill -@ $PID 2=/dev/null; then
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Lampiran - 22 Isi file konfigurasi bin/cowrie (lanjutan)

it kill -@ $PID 2>/dev/null; then
((t -=1))
else
echo "terminated."
return
fi
done
kill -KILL $PID
echo "killed."
else
echo "Removing stale PID file ${PIDFILE}"
rm -f ${PIDFILE}
fi
else
echo "cowrie is not running."
fi

cowrie_usage() {
echo "usage: $0 <start|stop|force-stop|restart|status|shell>"

# Mostly for Docker use, to quickly get a shell in the container
cowrie_shell() {
$SHELL

T T T T R T T W O O O O T T T T T T TR R TR T BT T T T R T T T W W R R R R ST N N N T T TR R IR TR TR ST
FHIF R AR A R R R A A T a7 HFHH T s T

## Main script
A AR R R R R A A R A R

if [ "s#" =0 ]

then
cowrie_usage
exit 1

7l
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Lampiran - 23 Isi file konfigurasi bin/cowrie (lanjutan)

find_cowrie_directory $o
cd ${COWRIEDIR}
export PYTHONPATH=%{PYTHONPATH}:${COWRIEDIR}/srcC

set -e

# Don't store pidfile on Docker persistent volume
if [ "${COWRIE_STDOUT}" = "yes" ]; then
PIDFILE=""
else
PIDFILE=var/run/cowrie.pid
fi

if [ | -f ${COWRIEDIR}/var/log/cowrie/cowrie.log ]
then
first time use

fi
key=3$1
shift 1
case $key in
stop)
cowrie_stop $*
force-stop)
cowrie_force_stop $*
start)
cowrle start $*
restart)
cowrie_stop $*
cowrie start $*
I status)
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Lampiran - 24 Isi file konfigurasi bin/cowrie (lanjutan)

5*
s*

POLITEKNIK

NEGERI
JAKARTA

ge

cowrie_ status $*
rr

cowrie_ shell $*
cowrie_ shell

i

cowrie_ shell
cowrie usa

exit 1

Hak Cipta:

1. Dilarang mengutip sebagian atau seluruh karya tulis ini tanpa mencantumkan dan menyebutkan sumber :
a. Pengutipan hanya untuk kepentingan pendidikan, penelitian , penulisan karya ilmiah, penulisan laporan, penulisan kritik atau tinjauan suatu masalah.

b. Pengutipan tidak merugikan kepentingan yang wajar Politeknik Negeri Jakarta

2. Dilarang mengumumkan dan memperbanyak sebagian atau seluruh karya tulis ini dalam bentuk apapun
tanpa izin Politeknik Negeri Jakarta
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