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Implementasi Perangkat Ruckus Switch dan Rancang Bangun Sistem Monitoring 

Jaringan LAN PT X Terintegrasi Telegram 

ABSTRAK 

Di era digital saat ini kebutuhan informasi dan komunikasi merupakan hal yang sangat 

penting terutama untuk suatu perusahaan. Penerapan teknologi jaringan Local Area 

Network (LAN) menggunakan Ruckus Switch merupakan salah satu solusi yang tepat untuk 

PT X yang baru saja mendirikan perusahaannya dalam melakukan pertukaran dan 

pengelolaan data yang membutuhkan jaringan. LAN yang didirikan pada PT X setelahnya 

harus dijaga kestabilan kinerja jaringannya dengan sistem yang dapat me-monitoring 

serta mengirimkan notifikasi secara realtime saat terjadi gangguan. Pada penelitian ini 

dilakukan implementasi perangkat Ruckus Switch pada jaringan LAN PT X dalam 

menunjang kebutuhan jaringan dan membangun sistem monitoring menggunakan 

teknologi Zabbix yang terintgerasi Telegram serta web visualisasi sistem informasi 

jaringan jaringan untuk memantau visualisasi kondisi jaringan LAN PT X secara realtime. 

Pada penelitian LAN menggunakan perangkat Ruckus Switch berhasil diimplementasikan. 

Pengujian pada network system check menunjukkan hasil passed pada semua elemen di 

setiap switch. Pengujian connection test ke arah intranet dan internet pun menunjukkan 

keberhasilan pada 30 percobaan yang dilakukan. Pengujian notifikasi Telegram pada 

perangkat switch, firewall dan server dilakukan 10 kali percobaan ketika problem dan 

resolved dengan hasil notifikasi berhasil terkirim untuk semua percobaan. Pengujian 

analisa grafik kinerja jaringan menghasilkan parameter good pada setiap grafik yang 

diamati. Pengujian CAT aspek user interface memperoleh hasil “Sangat Setuju” sebesar 

78,12%, aspek proses pada sistem hasil “Setuju” sebesar 87,5% dan aspek fungsinalitas 

sistem hasil “Sangat Setuju” sebesar 65%.  

 

Kata kunci: Local Area Network, Monitoring, Ruckus Switch, Web, Zabbix 
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Implementation of Ruckus Switch Devices and Design of an Integrated Network 

Monitoring System for LAN PT X Using Telegram 

ABSTRACT 

In today's digital era, the need for information and communication is very important, 

especially for a company. The application of Local Area Network (LAN) network 

technology using Ruckus Switch is one of the right solutions for PT X which has just 

established its company in exchanging and managing data that requires a network. The 

LAN established at PT X afterwards must be maintained stable network performance with 

a system that can monitor and send notifications in real time when there is a disruption. In 

this study, the implementation of the Ruckus Switch device on the PT X LAN network was 

carried out to support network needs and build a monitoring system using Telegram-

integrated Zabbix technology and web visualization of network information systems to 

monitor the visualization of PT X LAN network conditions in realtime. The results of the 

study were successfully implemented LAN using Ruckus Switch devices with test results on 

network system check which showed the results passed on all test elements on each switch 

and connection test testing towards intranet and internet in 30 times obtained successful 

results in all experiments. Testing Telegram notifications on switch devices, firewalls and 

servers was carried out 10 times when the problem and resolved with the results of 

notifications successfully sent for all experiments. Testing the analysis of network 

performance graphs produces good parameters on each observed graph. CAT testing the 

user interface aspect obtained a "Strongly Agree" result of 78.12%, the process aspect of 

the "Agree" result system of 87.5% and the functionality aspect of the system of the 

"Strongly Agree" result of 65%. 

 

Keywords: Local Area Network, Monitoring, Ruckus Switch, Web, Zabbix 
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BAB I 

PENDAHULUAN 

1.1. Latar Belakang 

Kemajuan dan perkembangan teknologi informasi dan komunikasi saat ini 

begitu cepat, baik perangkat keras (hardware) maupun perangkat lunak 

(software). Hal ini terlihat pada berbagai perusahaan atau instansi dalam 

melakukan pengelolaan data yang tidak lepas dari jaringan komputer dan 

internet. Jaringan komputer dan internet sangat diperlukan untuk menunjang 

proses pertukaran, penyimpanan dan pengolahan data pada suatu perusahaan. 

PT X merupakan perusahaan yang berbisnis di sektor kendaraan listrik. PT 

X baru membangun sebuah pabrik yang mana akan digunakan untuk produksi 

motor listrik. Dalam menjalankan produksi motor listrik di pabrik tersebut tentu 

perlu ditunjang oleh sebuah infrastruktur jaringan untuk melakukan pertukaran 

data. Maka dari itu PT X memerlukan suatu jaringan Local Area Network 

(LAN) yang terintegrasi dan tersistematis dengan baik guna menciptakan 

infratruktur jaringan yang menunjang aktivitas kinerja PT X. Perangkat 

jaringan yang digunakan untuk membangun Local Area Network PT X 

menggunakan Ruckus Switch. Ruckus Switch merupakan produk dari 

perusahaan Commscope untuk menghubungkan perangkat pada jaringan local 

(Commscope, 2023). Berdasarkan hasil diskusi dengan praktisi, Ruckus Switch 

digunakan pada penelitian ini karena memiliki efisiensi biaya yang lebih rendah 

dibandingkan dengan perangkat switch lain. 

Ketika infrastruktur jaringan PT X sudah berjalan dengan baik, maka 

jaringan tersebut harus dijaga kestabilan operasionalnya. Dalam menjaga 

kondisi jaringan, tim network operation PT Xapiens Teknologi Indonesia harus 

memantau semua perangkat-perangkat dari jaringan PT X. Maka dari itu, 

diperlukan sebuah sistem monitoring yang dapat mengirimkan notifikasi secara 

realtime saat terjadi gangguan pada network atau devices yang digunakan, 

sehingga tim network operation PT Xapiens Teknologi Indonesia tidak 

terlambat dalam mengetahui informasi gangguan yang sedang terjadi dan 

menyebabkan penanganan gangguan menjadi lebih terlambat (Nugraha, 2022). 
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Telegram adalah aplikasi pesan instant berbasis cloud yang fokus pada 

kecepatan dan keamanan. Secara default, seluruh konten yang ditransfer akan    

dienkripsi berstandar internasional. Dengan demikian, pesan yang terkirim 

sepenuhnya aman dari pihak ketiga, bahkan dari Telegram sekalipun. Sistem 

monitoring yang digunakan dapat terintegrasi dengan aplikasi chat Telegram 

Untuk mengirimkaan notifikasi ketika terjadi gangguan pada network atau 

devices yang digunakan (Syani & Saputro, 2021).  

Berdasarkan kebutuhan yang telah dipaparkan di atas, maka penulis akan 

menyusun skripsi dengan judul “Impementasi Perangkat Ruckus Switch dan 

Rancang Bangun Sistem Monitoring Jaringan LAN PT X Terintegrasi 

Telegram” yang diharapkan dapat menunjang aktivitas kinerja PT X dari sisi 

kebuthan jaringan dan membantu PT Xapiens Teknologi Indonesia dalam 

menjaga kestabilan opersional jaringan PT X. 

1.2. Perumusan Masalah 

Rumusan masalah yang akan dibahas pada skripsi ini adalah: 

1) Bagaimana cara mengimplementasi perangkat Ruckus Switch dengan 

konfigurasi pada jaringan LAN PT X? 

2) Bagaimana cara merancang dan merealisasikan sistem monitoring pada 

jaringan LAN PT X yang terintegrasi Telegram? 

3) Bagaimana cara merancang dan merealisasikan web visualisasi sistem 

informasi pada jaringan LAN PT X? 

4) Bagaimana skenario pengujian konektivitas perangkat Ruckus Switch 

pada implementasi jaringan LAN PT X? 

5) Bagaimana skenario pengujian sistem monitoring jaringan terintegrasi 

Telegram pada jaringan LAN PT X? 

6) Bagaimana skenario pengujian web visualisasi sistem informasi jaringan 

jaringan? 

1.3. Tujuan 

1) Melakukan konfigurasi pada perangkat Ruckus Switch yang 

diimplementasikan pada LAN PT X. 
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2) Membuat sistem monitoring perangkat jaringan LAN PT X yang 

terintegrasi Telegram. 

3) Membuat web visualisasi sistem informasi pada jaringan LAN PT X. 

4) Menganalisa hasil pengujian konektivitas perangkat Ruckus Switch pada 

implementasi jaringan LAN PT X. 

5) Menganalisa hasil pengujian sistem monitoring jaringan terintegrasi 

Telegram. 

6) Menganalisa hasil pengujian web visualisasi sistem informasi jaringan. 

1.4. Luaran 

1) Manfaat yang ingin dicapai dalam pembuatan skripsi ini adalah dapat 

mengimplementasi perangakat Ruckus Switch pada Local Area Network 

PT X yang akan menunjang kinerja aktivitas perusahaan dari sisi 

kebutuhan jaringan serta merancang sistem monitoring yang terintegrasi 

dengan Telegram dan visualisasi sistem informasi jaringan jaringan untuk 

mempermudah tim network operation dalam memantau kinerja perangkat 

jaringan pada Local Area Network PT X. 

2) Menghasilkan artikel ilmiah berdasarkan hasil data yang didapatkan dari 

pengimplementasian dari perangkat Ruckus Switch dan perancangan 

sistem monitoring jaringan yang terintegrasi Telegram dan visualisasi 

sistem informasi jaringan pada PT X. 
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BAB V  

PENUTUP 

5.1. Kesimpulan 

Berdasarkan data yang diperoleh dari pembahasan dan pengujian yang sudah 

dilakukan, maka dapat diambil kesimpulan sebagai berikut: 

1. Implementasi perangkat Ruckus Switch pada jaringan local area network 

PT X berhasil direalisasikan dengan menjalankan konfigurasi berdasarkan 

parameter-parameter yang sudah ditentukan. 

2. Sistem monitoring jaringan berhasil direalisasikan dengan menggunakan 

teknologi Zabbix. Sistem ini mampu melakukan monitoring terhadap 

perangkat jaringan seperti switch, firewall dan server serta network quality 

pada jaringan local area network PT X. 

3. Visualisasi sistem informasi jaringan berhasil direalisasikan dengan 

menggunakan framework laravel dengan bantuan tools penunjang seperti 

MySQL, PHP dan Visual Studio Code. 

4. Berdasarkan pengujian perangkat Ruckus Switch didapatkan hasil 

pengujian sebagai berikut. 

a) Pengujian network system check menunjukkan bahwa pada elemen 

pengujian connectivity ping, hostname, IP address configured, VLAN 

database, interface status dan device installation pada setiap 

perangkat yang diimplementasikan menghasilkan status pass pada 

setiap elemen pengujiannya. Hal ini menunjukkan bahwa konektivitas 

ping pada switch sudah berhasil, kemudian konfigurasi yang 

dilakukan sudah sesuai dengan paratemer yang ditentukan serta 

instalasi perangkat sudah berhasil dilaksanakan. 

b) Pengujian connection test menunjukkan bahwa segmen VLAN end 

user area dengan VLAN ID 674 untuk akses LAN staff dan VLAN 

ID 677 untuk akses LAN user warehouse berhasil melakukan ping ke 

intranet dan internet sebanyak 30 kali pada semua perangkat access 

switch yang diuji. 
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5. Pengujian sistem monitoring jaringan terintegrasi Telegram yang 

dilakukan pada perangkat switch, firewall dan server menunjukkan bahwa 

trigger problem yang dilakukan pada perangkat berhasil menghasilkan 

notifikasi problem pada Telegram. Kemudian juga untuk trigger resolved 

yang dilakuka berhasil menghasilkan notifikasi resolved pada Telegram. 

6. Berdasarkan pengujian visualisasi sistem informasi jaringan didapatkan 

hasil berikut.  

a) Pengujian Contract Acceptance Test (CAT) menunjukkan presentase 

tinggi pada aspek user interface dengan parameter Sangat Setuju (SS) 

berinilai 78,12 %, pada aspek proses sistem dengan parameter Setuju 

(S) bernilai 87,5 %, dan pada aspek fungsionalitas sistem dengan 

parameter Sangat Setuju (SS) bernilai 65 %. Hal ini menunjukkan 

bahwa web berfungsi dengan baik dan sesuai dengan kebutuhan 

pengguna. 

b) Pengujian analisa grafik kinerja jaringan menunjukkan pada waktu 

yang diamati berdasarkan grafik network traffic cyberlus dan network 

traffic linknet dengan rata-rata nilai bandwidth di bawah 85 Mbps dan 

25,5 Mbps menunjukkan kondisi Good. Berdasarkan grafik ping 

gateway ISP cyberplus, ping gateway ISP linknet, ping 8.8.8.8, ping 

detik.com dan ping teams.microsoft.com dengan rata-rata nilai 

latency di bawah 30 ms menunjukkan kondisi Good. Berdasarkan 

grafik ping loss cyberplus, ping loss linknet, dan ping loss core switch 

dengan rata-rata nilai loss 0% menunjukkan kondisi Good. 

Berdasarkan grafik memory utilization dan CPU utilization dengan 

rata-rata nilai penggunaan berada di kisaran 10-50% menunjukkan 

kondisi Good. Hal ini menunjukkan kondisi jaringan LAN PT X 

berada dalam kondisi baik serta tidak terjadi gangguan atau anomali 

dikarenakan masih berada didalam standarisasi parameter Good 

perusahaan. Hal ini juga menandakan juga bahwa PT Xapiens 

Teknologi Indonesia beserta ISP menjaga Service Level Agreement 

(SLA) yang disepakati dengan PT X. 
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5.2. Saran 

Berdasarkan perancangan sistem monitoring jaringan dan visualisasi sistem 

informasi jaringan yang sudah dibangun diharapkan untuk pengembangan 

selanjutnya dapat me-monitoring jaringan local area network pada client lain. 
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LAMPIRAN 

1. Parameter Konfigurasi Access Switch Hall 1 

a) Hostname 

Device  Hostname 

Access Switch Hall 1 AAA-BBB-AS-H1-01 

 

b) VLAN Database 

VLAN 

ID 

VLAN Name Deskripsi 

661 AAA-BBB-NET-MGT-WH For Network Device 

Management 

663 AAA-BBB-LAN-ACP-WH Allocated for AP Management 

664 AAA-BBB-LAN-CTV-WH Allocated for CCTV 

Management 

665 AAA-BBB-LAN-ADO-WH Allocated for Access Door 

Management 

671 AAA-BBB-WIF-BOD-WH Allocated for BoD user Wi-Fi 

access 

673 AAA-BBB-WIF-STF-WH Allocated for staff user Wi-Fi 

access 

675 AAA-BBB-LAN-IPH-WH Allocated for IP Phone 

676 AAA-BBB-WIF-PRO-WH Allocated for Warehouse Wi-

Fi user 

677 AAA-BBB-LAN-PRO-WH Allocated for Warehouse LAN 

user 

678 AAA-BBB-WIF-GST-WH Allocated for Wi-Fi Guest 

 

c) Link Aggregation 

Link 

Aggregation 
Interface 

 LAG 

Group 
VLAN Allow 
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LAG02 

Eth1/3/1 2 
661, 663, 664, 665, 671, 673, 

674, 675, 676, 677, 678 

Eth1/3/2 2 
661, 663, 664, 665, 671, 673, 

674, 675, 676, 677, 678 

 

d) Physical Port Allocation 

Interface Deskripsi 

Eth1/1/1 To_AAA-BBB-AP-H1-01_AP-Hall-1 

Eth1/1/2 To_AAA-BBB-AP-H1-02_AP-Hall-1 

Eth1/1/3 To_ EMI-CKR-VC-H1-01_VC-Hall-1 

Eth1/1/4 To_EMI-CKR-VC-H2-01_VC-Hall-1 

Eth1/1/7 To_User_Hall-1-B01 

Eth1/1/8 To_User_Hall-1-B02 

Eth1/1/9 To_User_Hall-1-B03 

Eth1/1/10 To_User_Hall-1-B04 

Eth1/1/11 To_User_Hall-1-B05 

Eth1/1/12 To_User_Hall-1-B06 

Eth1/1/13 To_User_Hall-1-B07 

Eth1/1/14 To_User_Hall-1-B08 

Eth1/1/15 To_User_Hall-1-B09 

Eth1/1/16 To_User_Hall-1-B10 

Eth1/1/17 To_User_Hall-1-B11 

Eth1/1/18 To_User_Hall-1-B12 

Eth1/1/19 To_User_Hall-1-B13 

Eth1/1/20 To_User_Hall-1-B14 

Eth1/1/21 To_User_Hall-1-B15 

Eth1/1/22 To_User_Hall-1-B16 

Eth1/1/23 To_User_Hall-1-B17 

Eth1/1/24 To_User_Hall-1-B18 

Eth1/1/25 To_User_Hall-1-B19 

Eth1/1/26 To_User_Hall-1-B20 
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Eth1/1/27 To_User_Hall-1-B21 

Eth1/1/28 To_User_Hall-1-B22 

Eth1/1/29 To_User_Hall-1-B23 

Eth1/1/30 To_User_Hall-1-B24 

Eth1/1/31 To_User_Hall-1-B25 

Eth1/1/32 To_User_Hall-1-B26 

Eth1/1/33 To_User_Hall-1-B27 

Eth1/1/34 To_User_Hall-1-B28 

Eth1/1/35 To_User_Hall-1-B29 

Eth1/1/36 To_User_Hall-1-B30 

Eth1/1/37 To_User_Hall-1-B32 

Eth1/1/38 To_User_Hall-1-B36 

Eth1/1/39 To_User_Hall-1-B38 

Eth1/1/40 To_User_Hall-1-B39 

Eth1/1/41 To_User_Hall-1-B40 

Eth1/1/42 To_User_Hall-1-B37 

Eth1/1/43 To_User_Hall-1-B31 

Eth1/1/44 To_User_Hall-1-B35 

Eth1/3/1 To_AAA-BBB-CS-SR-01_Eth1/2/1_UpLink 

Eth1/3/2 To_AAA-BBB-CS-SR-01_Eth2/2/1_UpLink 

 

e) VLAN on Interface 

Interface Switch Port LAG 

Untag 

VLAN 

Tag VLAN 

Eth1/1/1 663 671, 673, 676, 678  

Eth1/1/2 663 671, 673, 676, 678  

Eth1/1/3 664   

Eth1/1/4 664   

Eth1/1/6 675   

Eth1/1/7 677   

Eth1/1/8 677   
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Eth1/1/9 677   

Eth1/1/10 677   

Eth1/1/11 677   

Eth1/1/12 677   

Eth1/1/13 677   

Eth1/1/14 677   

Eth1/1/15 677   

Eth1/1/16 677   

Eth1/1/19 677   

Eth1/1/20 677   

Eth1/1/21 677   

Eth1/1/22 677   

Eth1/1/23 677   

Eth1/1/24 677   

Eth1/1/25 677   

Eth1/1/26 677   

Eth1/1/27 677   

Eth1/1/28 677   

Eth1/1/29 677   

Eth1/1/30 677   

Eth1/1/31 677   

Eth1/1/32 677   

Eth1/1/33 677   

Eth1/1/34 677   

Eth1/1/35 677   

Eth1/1/36 677   

Eth1/1/37 677   

Eth1/1/38 677   

Eth1/1/39 677   

Eth1/1/40 677   

Eth1/1/42 677   

Eth1/1/43 677   
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Eth1/1/44 677   

Eth1/1/45 677   

Eth1/1/46 677   

Eth1/1/47 677   

Eth1/1/48 677   

Eth1/2/1  661  

Eth1/3/1  661, 663, 664, 665, 671, 673, 674, 

675, 676, 677, 678 

2 

Eth1/3/2  661, 663, 664, 665, 671, 673, 674, 

675, 676, 677, 678 

2 

 

f) IP Address Management 

IP Address Management 10.xx.46.3/24 

 

2. Parameter Konfigurasi Access Switch Workshop 

a) Hostname 

Device  Hostname 

Access Switch Workshop AAA-BBB-AS-WS-01 

 

b) VLAN Database 

VLAN 

ID 

VLAN Name Deskripsi 

661 AAA-BBB-NET-MGT-WH For Network Device 

Management 

663 AAA-BBB-LAN-ACP-WH Allocated for AP Management 

665 AAA-BBB-LAN-ADO-WH Allocated for Access Door 

Management 

671 AAA-BBB-WIF-BOD-WH Allocated for BoD user Wi-Fi 

access 

673 AAA-BBB-WIF-STF-WH Allocated for staff user Wi-Fi 

access 
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675 AAA-BBB-LAN-IPH-WH Allocated for IP Phone 

676 AAA-BBB-WIF-PRO-WH Allocated for Warehouse Wi-

Fi user 

677 AAA-BBB-LAN-PRO-WH Allocated for Warehouse LAN 

user 

678 AAA-BBB-WIF-GST-WH Allocated for Wi-Fi Guest 

 

c) Link Aggregation 

Link 

Aggregation 
Interface 

 LAG 

Group 
VLAN Allow 

LAG03 

Eth1/3/1 3 
661, 663, 665, 671, 673, 675, 

676, 677, 678 

Eth1/3/2 3 
661, 663, 665, 671, 673, 675, 

676, 677, 678 

 

d) Physical Port Allocation 

Interface Deskripsi 

Eth1/1/1 To_AAA-BBB-AP-WS-01_AP-Workshop 

Eth1/1/2 To_AAA-BBB-AD-WS-01_AD-Workshop 

Eth1/1/3 To_AAA-BBB-AD-WS-02_AD-Workshop 

Eth1/1/4 To_AAA-BBB-AD-H1-01_AD-Workshop 

Eth1/1/5 To_IP-Phone_Workshop-E04-MTC Warehouse 

Eth1/1/6 To_IP-Phone_Workshop-E05-GA-Warehouse 

Eth1/1/7 To_User_Workshop-E06 

Eth1/1/8 To_IP-Phone_Workshop-E07-QA LAB 

Eth1/1/9 To_User_Workshop-E08 

Eth1/1/10 To_User_Workshop-E09 

Eth1/1/11 To_IP-Phone_Workshop-E10-R&D-Workshop 

Eth1/1/12 To_User_Workshop-E11 

Eth1/1/13 To_User_Workshop-E12 

Eth1/1/14 To_User_Workshop-E13 
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Eth1/1/15 To_User_Workshop-E14 

Eth1/1/16 To_User_Workshop-E15 

Eth1/1/17 To_User_Workshop-E16 

Eth1/1/18 To_User_Workshop-E17 

Eth1/1/19 To_User_Workshop-E01 

Eth1/1/20 To_User_Workshop-E02 

Eth1/1/22 To_IP-Phone_Workshop-E18-Security Side 

Eth1/3/1 To_AAA-BBB-CS-SR-01_Eth1/2/4_UpLink 

Eth1/3/2 To_AAA-BBB-CS-SR-01_Eth2/2/4_UpLink 

 

e) VLAN on Interface 

Interface Switch Port LAG 

Untag 

VLAN 

Tag VLAN 

Eth1/1/1 663 671, 673, 676, 678  

Eth1/1/2 665   

Eth1/1/3 665   

Eth1/1/4 665   

Eth1/1/5 677 675  

Eth1/1/6 677 675  

Eth1/1/7 677   

Eth1/1/8 677 675  

Eth1/1/9 677   

Eth1/1/10 677   

Eth1/1/11 677 675  

Eth1/1/12 677   

Eth1/1/13 677   

Eth1/1/14 677   

Eth1/1/15 677   

Eth1/1/16 677   

Eth1/1/18  675  

Eth1/1/19  677  
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Eth1/1/20 677   

Eth1/1/21 677   

Eth1/1/22 677   

Eth1/1/23 677   

Eth1/1/24 677   

Eth1/2/2  661  

Eth1/3/1  661, 663, 665, 671, 673, 675, 676, 

677, 678 

3 

Eth1/3/2  661, 663, 665, 671, 673, 675, 676, 

677, 678 

3 

 

f) IP Address Management 

IP Address Management 10.xx.46.4/24 

 

3. Parameter Konfigurasi Access Switch Hall 2 

a) Hostname 

Device  Hostname 

Access Switch Hall 2 AAA-BBB-AS-H2-01 

 

b) VLAN Database 

VLAN 

ID 

VLAN Name Deskripsi 

661 AAA-BBB-NET-MGT-WH For Network Device 

Management 

663 AAA-BBB-LAN-ACP-WH Allocated for AP Management 

664 AAA-BBB-LAN-CTV-WH Allocated for CCTV 

Management 

665 AAA-BBB-LAN-ADO-WH Allocated for Access Door 

Management 

671 AAA-BBB-WIF-BOD-WH Allocated for BoD user Wi-Fi 

access 
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673 AAA-BBB-WIF-STF-WH Allocated for staff user Wi-Fi 

access 

675 AAA-BBB-LAN-IPH-WH Allocated for IP Phone 

676 AAA-BBB-WIF-PRO-WH Allocated for Warehouse Wi-

Fi user 

677 AAA-BBB-LAN-PRO-WH Allocated for Warehouse LAN 

user 

678 AAA-BBB-WIF-GST-WH Allocated for Wi-Fi Guest 

 

c) Link Aggregation 

Link 

Aggregation 
Interface 

 LAG 

Group 
VLAN Allow 

LAG04 

Eth1/3/1 4 
661, 663, 664, 665, 671, 673, 

675, 676, 677, 678 

Eth1/3/2 4 
661, 663, 664, 665, 671, 673, 

675, 676, 677, 678 

 

d) Physical Port Allocation 

Interface Deskripsi 

Eth1/1/1 To_AAA-BBB-AP-H2-01_AP-Hall-2 

Eth1/1/2 To_AAA-BBB-AP-H2-02_AP-Hall-2 

Eth1/1/3 To_AAA-BBB-AD-H2-01_AD-Hall-2 

Eth1/1/4 To_AAA-BBB-AD-H2-02_AD-Hall-2 

Eth1/1/5 To_User-Hall-2-C01 

Eth1/1/6 To_User-Hall-2-C02 

Eth1/1/7 To_User-Hall-2-C03 

Eth1/1/8 To_User-Hall-2-C04 

Eth1/1/9 To_User-Hall-2-C05 

Eth1/1/10 To_User-Hall-2-C06 

Eth1/3/1 To_AAA-BBB-CS-SR-01_Eth1/2/3_UpLink 

Eth1/3/2 To_AAA-BBB-CS-SR-01_Eth2/2/3_UpLink 
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e) VLAN on Interface 

Interface Switch Port LAG 

Untag 

VLAN 

Tag VLAN 

Eth1/1/1 663 671, 673, 676, 678  

Eth1/1/2 663 671, 673, 676, 678  

Eth1/1/3 665   

Eth1/1/4 665   

Eth1/1/5 675   

Eth1/1/6 675   

Eth1/1/7 677   

Eth1/1/8 677 675  

Eth1/1/9 677   

Eth1/1/12 677   

Eth1/2/1  661  

Eth1/3/1  661, 663, 664, 665, 671, 673, 675, 

676, 677, 678 

4 

Eth1/3/2  661, 663, 664, 665, 671, 673, 675, 

676, 677, 678 

4 

 

f) IP Address Management 

IP Address Management 10.xx.46.5/24 

 

4. Parameter Konfigurasi Access Switch Hall 3 

a) Hostname 

Device  Hostname 

Access Switch Hall 3 AAA-BBB-AS-H3-01 

 

b) VLAN Database 
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VLAN 

ID 

VLAN Name Deskripsi 

661 AAA-BBB-NET-MGT-WH For Network Device 

Management 

663 AAA-BBB-LAN-ACP-WH Allocated for AP Management 

664 AAA-BBB-LAN-CTV-WH Allocated for CCTV 

Management 

665 AAA-BBB-LAN-ADO-WH Allocated for Access Door 

Management 

671 AAA-BBB-WIF-BOD-WH Allocated for BoD user Wi-Fi 

access 

673 AAA-BBB-WIF-STF-WH Allocated for staff user Wi-Fi 

access 

675 AAA-BBB-LAN-IPH-WH Allocated for IP Phone 

676 AAA-BBB-WIF-PRO-WH Allocated for Warehouse Wi-

Fi user 

677 AAA-BBB-LAN-PRO-WH Allocated for Warehouse LAN 

user 

678 AAA-BBB-WIF-GST-WH Allocated for Wi-Fi Guest 

 

c) Link Aggregation 

Link 

Aggregation 
Interface 

 LAG 

Group 
VLAN Allow 

LAG05 

Eth1/3/1 5 
661, 663, 664, 665, 671, 673, 

675, 676, 677, 678 

Eth1/3/2 5 
661, 663, 664, 665, 671, 673, 

675, 676, 677, 678 

 

d) Physical Port Allocation 

Interface Deskripsi 

Eth1/1/1 To_AAA-BBB-AP-H3-01_AP-Hall-3 
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Eth1/1/2 To_AAA-BBB-AP-H3-02_AP-Hall-3 

Eth1/1/3 To_AAA-BBB-AD-H3-01_AD-Hall-3 

Eth1/1/4 To_AAA-BBB-AD-H3-02_AD-Hall-3 

Eth1/1/5 To_AAA-BBB-ATD-H3-03_AD-Hall-3 

Eth1/1/6 To_AAA-BBB-VC-PM-01_VC-Hall-3-Outdoor 

Eth1/1/7 To_AAA-BBB-VC-TR-01_VC-Hall-3-Outdoor 

Eth1/1/8 To_AAA-BBB-VC-PM-02_VC-Hall-3-Outdoor 

Eth1/1/9 To_AAA-BBB-VC-H3-01_VC-Hall-3-Indoor 

Eth1/1/10 To_User-Hall-3-D01 

Eth1/1/11 To_User-Hall-3-D02 

Eth1/3/1 To_AAA-BBB-CS-SR-01_Eth1/2/4_UpLink 

Eth1/3/2 To_AAA-BBB-CS-SR-02_Eth2/2/4_UpLink 

 

e) VLAN on Interface 

Interface Switch Port LAG 

Untag 

VLAN 

Tag VLAN 

Eth1/1/1 663 671, 673, 676, 678  

Eth1/1/2 663 671, 673, 676, 678  

Eth1/1/3 665   

Eth1/1/4 665   

Eth1/1/5 665   

Eth1/1/6 664   

Eth1/1/7 664   

Eth1/1/8 664 675  

Eth1/1/9 664   

Eth1/1/10 677   

Eth1/1/11 677   

Eth1/1/12 677   

Eth1/1/13 677   

Eth1/2/1  661  
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Eth1/3/1  661, 663, 664, 665, 671, 673, 675, 

676, 677, 678 

5 

Eth1/3/2  661, 663, 664, 665, 671, 673, 675, 

676, 677, 678 

5 

 

f) IP Address Management 

IP Address Management 10.xx.46.6/24 

 

5. Parameter Konfigurasi Access Switch Small Office Area 1 

a) Hostname 

Device  Hostname 

Access Switch Small Office Area 1 AAA-BBB-AS-SR-01 

 

b) VLAN Database 

VLAN 

ID 

VLAN Name Deskripsi 

661 AAA-BBB-NET-MGT-WH For Network Device 

Management 

663 AAA-BBB-LAN-ACP-WH Allocated for AP Management 

664 AAA-BBB-LAN-CTV-WH Allocated for CCTV 

Management 

665 AAA-BBB-LAN-ADO-WH Allocated for Access Door 

Management 

671 AAA-BBB-WIF-BOD-WH Allocated for BoD user Wi-Fi 

access 

673 AAA-BBB-WIF-STF-WH Allocated for staff user Wi-Fi 

access 

674 AAA-BBB-LAN-STF-WH Allocated for staff user LAN 

access 

675 AAA-BBB-LAN-IPH-WH Allocated for IP Phone 

678 AAA-BBB-WIF-GST-WH Allocated for Wi-Fi Guest 
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c) Link Aggregation 

Link 

Aggregation 
Interface 

 LAG 

Group 
VLAN Allow 

LAG06 

Eth1/3/1 6 
661, 663, 664, 665, 671, 673, 

674, 675, 678 

Eth1/3/2 6 
661, 663, 664, 665, 671, 673, 

674, 675, 678 

 

d) Physical Port Allocation 

Interface Deskripsi 

Eth1/1/1 To_AAA-BBB-AP-O1-01_AP-SmallOffice-Lt1 

Eth1/1/2 To_AAA-BBB-AP-O1-02_AP-SmallOffice-Lt2 

Eth1/1/3 To_AAA-BBB-AP-O1-03_AP-SmallOffice-ServerRoom-

Lt1 

Eth1/1/4 To_AAA-BBB-AD-O1-01_AD-SmallOffice-Lt1-

MeetingRoom 

Eth1/1/5 To_AAA-BBB-AD-O1-02_AD-SmallOffice-Lt1-Clinic 

Eth1/1/6 To_AAA-BBB-AD-O1-03_AD-SmallOffice-Lt23-

ControlRoom 

Eth1/1/7 To_AAA-BBB-AD-O1-04_AD-SmallOffice-Lt2-

ServerRoom 

Eth1/1/8 To_IP-Phone_SmallOffice1-Lt1-MeetingRoom 

Eth1/1/9 To_IP-Phone_SmallOffice1-Lt2 

Eth1/1/10 To_IP-Phone_SmallOffice1-Lt2 

Eth1/1/11 To_IP-Phone_SmallOffice1-Lt2 

Eth1/1/12 To_IP-Phone_SmallOffice1-ControlRoom 

Eth1/1/13 To_IP-Phone_SmallOffice1-ServerRoom 

Eth1/1/14 To_User_SmallOffice1-Lt1-MeetingRoom 

Eth1/1/15 To_User_SmallOffice1-Lt1-MeetingRoom 

Eth1/1/16 To_User_SmallOffice1-Lt1-MeetingRoom 

Eth1/1/17 To_User_SmallOffice1-Lt1-MeetingRoom 
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Eth1/1/18 To_User_SmallOffice1-Lt1-MeetingRoom 

Eth1/1/19 To_User_SmallOffice1-Lt1-MeetingRoom 

Eth1/1/20 To_User_SmallOffice1-Lt1-MeetingRoom 

Eth1/1/21 To_User_SmallOffice1-Lt1-MeetingRoom 

Eth1/1/22 To_User_SmallOffice1-Lt1-MeetingRoom 

Eth1/1/23 To_User_SmallOffice1-Lt1-MeetingRoom 

Eth1/1/24 To_User_SmallOffice1-Lt1-MeetingRoom 

Eth1/1/25 To_User_SmallOffice1-Lt2 

Eth1/1/26 To_User_SmallOffice1-Lt2 

Eth1/1/27 To_User_SmallOffice1-Lt2 

Eth1/1/28 To_User_SmallOffice1-Lt2 

Eth1/1/29 To_User_SmallOffice1-Lt2 

Eth1/1/30 To_User_SmallOffice1-Lt2 

Eth1/1/31 To_User_SmallOffice1-Lt2 

Eth1/1/32 To_User_SmallOffice1-Lt2 

Eth1/1/33 To_User_SmallOffice1-Lt2 

Eth1/1/34 To_User_SmallOffice1-Lt2 

Eth1/1/35 To_User_SmallOffice1-Lt2 

Eth1/1/36 To_User_SmallOffice1-Lt2 

Eth1/1/37 To_User_SmallOffice1-Lt2 

Eth1/1/38 To_User_SmallOffice1-Lt2 

Eth1/1/39 To_User_SmallOffice1-Lt2 

Eth1/1/40 To_User_SmallOffice1-Printer-Lt2 

Eth1/1/41 To_User_SmallOffice1-Printer-Lt2 

Eth1/3/1 To_AAA-BBB-CS-SR-01_Eth1/3/1_UpLink 

Eth1/3/2 To_AAA-BBB-CS-SR-02_Eth2/3/1_UpLink 

 

e) VLAN on Interface 

Interface Switch Port LAG 

Untag 

VLAN 

Tag VLAN 

Eth1/1/1 663 671, 673, 678  
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Eth1/1/2 663 671, 673, 678  

Eth1/1/3 663 671, 673, 678  

Eth1/1/4 663 671, 673, 678  

Eth1/1/5 665   

Eth1/1/6 665   

Eth1/1/7 665   

Eth1/1/8 665   

Eth1/1/9 665   

Eth1/1/10 675   

Eth1/1/11 675   

Eth1/1/12 675   

Eth1/1/13 675   

Eth1/1/14 675   

Eth1/1/15 675   

Eth1/1/16 675   

Eth1/1/17 675   

Eth1/1/18 675   

Eth1/1/19 674   

Eth1/1/20 674   

Eth1/1/21 674   

Eth1/1/22 674   

Eth1/1/23 674   

Eth1/1/24 674   

Eth1/1/25 674   

Eth1/1/26 674   

Eth1/1/27 674   

Eth1/1/28 674   

Eth1/1/29 674   

Eth1/1/30 674   

Eth1/1/31 674   

Eth1/1/32 674   

Eth1/1/33 674   
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Eth1/1/34 674   

Eth1/1/35 674   

Eth1/1/36 674   

Eth1/1/38 674   

Eth1/1/39 674   

Eth1/1/40 674   

Eth1/1/41 674   

Eth1/1/42 674   

Eth1/1/43 674   

Eth1/1/44 674   

Eth1/1/45  661  

Eth1/1/46 674   

Eth1/1/47 661 671, 673, 675, 678  

Eth1/1/48 661   

Eth1/2/1 664   

Eth1/2/2 664   

Eth1/3/1  661, 663, 664, 665, 671, 673, 674, 

675, 678 

6 

Eth1/3/2  661, 663, 664, 665, 671, 673, 674, 

675, 678 

6 

 

f) IP Address Management 

IP Address Management 10.xx.46.7/24 

 

6. Parameter Konfigurasi Access Switch Small Office Area 2 

a) Hostname 

Device  Hostname 

Access Switch Small Office Area 2 AAA-BBB-AS-SR-02 

 

b) VLAN Database 
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VLAN 

ID 

VLAN Name Deskripsi 

661 AAA-BBB-NET-MGT-WH For Network Device 

Management 

663 AAA-BBB-LAN-ACP-WH Allocated for AP Management 

671 AAA-BBB-WIF-BOD-WH Allocated for BoD user Wi-Fi 

access 

673 AAA-BBB-WIF-STF-WH Allocated for staff user Wi-Fi 

access 

674 AAA-BBB-LAN-STF-WH Allocated for staff user LAN 

access 

675 AAA-BBB-LAN-IPH-WH Allocated for IP Phone 

678 AAA-BBB-WIF-GST-WH Allocated for Wi-Fi Guest 

 

c) Link Aggregation 

Link 

Aggregation 
Interface 

 LAG 

Group 
VLAN Allow 

LAG07 

Eth1/3/1 7 
661, 663, 671, 673, 674, 675, 

678 

Eth1/3/2 7 
661, 663, 671, 673, 674, 675, 

678 

 

d) Physical Port Allocation 

Interface Deskripsi 

Eth1/1/1 To_AAA-BBB-AP-H3-01_AP-Hall-3 

Eth1/1/2 To_AAA-BBB-AP-H3-01_AP-Hall-3 

Eth1/1/3 To_AAA-BBB-AD-H3-02_AD-SmallOffice 

Eth1/1/4 To_IP-Phone-SmallOffice2-Lt2 

Eth1/1/5 To_IP-Phone-SmallOffice2-Lt2 

Eth1/1/6 To_IP-Phone-SmallOffice2-Lt2 

Eth1/1/7 To_User-SmallOffice2-Lt2 
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Eth1/1/8 To_User-SmallOffice2-Lt2 

Eth1/1/9 To_User-SmallOffice2-Lt2 

Eth1/1/10 To_User-SmallOffice2-Lt2 

Eth1/1/11 To_User-SmallOffice2-Lt2 

Eth1/1/12 To_User-SmallOffice2-Lt2 

Eth1/1/13 To_User-SmallOffice2-Lt2 

Eth1/1/14 To_User-SmallOffice2-Lt2 

Eth1/1/15 To_User-SmallOffice2-Lt2 

Eth1/1/16 To_User-SmallOffice2-Lt2 

Eth1/1/17 To_User-SmallOffice2-Lt2 

Eth1/1/18 To_User-SmallOffice2-Lt2 

Eth1/1/19 To_User-SmallOffice2-Lt2 

Eth1/1/20 To_User-SmallOffice2-Lt2 

Eth1/1/21 To_User-SmallOffice2-Lt2 

Eth1/1/22 To_User-SmallOffice2-Lt2 

Eth1/1/23 To_User-SmallOffice2-Lt2 

Eth1/3/1 To_AAA-BBB-CS-SR-01_Eth1/3/2_UpLink 

Eth1/3/2 To_AAA-BBB-CS-SR-02_Eth2/3/2_UpLink 

 

e) VLAN on Interface 

Interface Switch Port LAG 

Untag 

VLAN 

Tag VLAN 

Eth1/1/1 663 671, 673, 678  

Eth1/1/2 663 671, 673, 678  

Eth1/1/3 663 671, 673, 678  

Eth1/1/4 663 671, 673, 678  

Eth1/1/5 674   

Eth1/1/6 674   

Eth1/1/7 674   

Eth1/1/8 674   

Eth1/1/9 674   
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Eth1/1/10 674   

Eth1/1/11 674 675  

Eth1/1/12 674   

Eth1/1/13 674   

Eth1/1/14 674   

Eth1/1/15 674   

Eth1/1/16 674   

Eth1/1/17 674 675  

Eth1/1/18 674   

Eth1/1/19 674   

Eth1/1/20 674   

Eth1/1/21 674   

Eth1/1/22 674   

Eth1/1/23 674 675  

Eth1/1/25  675  

Eth1/1/26  675  

Eth1/1/27  675  

Eth1/1/28  675  

Eth1/1/29 674 675  

Eth1/1/30  675  

Eth1/1/31  675  

Eth1/1/32 674 675  

Eth1/1/33  675  

Eth1/1/34  675  

Eth1/1/35  675  

Eth1/1/36 674 675  

Eth1/1/38  675  

Eth1/1/39  675  

Eth1/1/40 674 675  

Eth1/1/41  675  

Eth1/1/42  675  

Eth1/1/43  675  
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Eth1/1/44  675  

Eth1/1/45  675  

Eth1/1/46  675  

Eth1/1/47  661, 663, 671, 674, 675, 678  

Eth1/1/48  675  

Eth1/2/1 674   

Eth1/3/1  661, 663, 671, 673, 674, 675, 678 7 

Eth1/3/2  661, 663, 671, 673, 674, 675, 678 7 

 

f) IP Address Management 

IP Address Management 10.xx.46.8/24 

 

7. Parameter Konfigurasi Access Switch Security Front 

a) Hostname 

Device  Hostname 

Access Switch Security Front AAA-BBB-AS-S1-01 

 

b) VLAN Database 

VLAN 

ID 

VLAN Name Deskripsi 

661 AAA-BBB-NET-MGT-WH For Network Device 

Management 

664 AAA-BBB-LAN-CTV-WH Allocated for CCTV 

Management 

675 AAA-BBB-LAN-IPH-WH Allocated for IP Phone 

677 AAA-BBB-LAN-PRO-WH Allocated for Warehouse LAN 

user 

 

c) Link Aggregation 

Link 

Aggregation 
Interface 

 LAG 

Group 
VLAN Allow 



L-1 Parameter Konfigurasi Switch 

 

 

LAG08 
Eth1/3/1 8 661, 664, 675, 677 

Eth1/3/2 8 661, 664, 675, 677 

 

d) Physical Port Allocation 

Interface Deskripsi 

Eth1/1/1 To_AAA-BBB-VC-S1-01_VC-AreaSecurityFront 

Eth1/1/2 To_AAA-BBB-VC-S1-02_VC-AreaSecurityFront 

Eth1/1/3 To_AAA-BBB-VC-S1-03_VC-AreaSecurityFront 

Eth1/1/12 To-PC_CONTROL_CCTV_MINIPC-AreaSecurityFront 

Eth1/3/1 To_AAA-BBB-CS-SR-01_Eth1/3/3_UpLink 

Eth1/3/2 To_AAA-BBB-CS-SR-01_Eth2/3/3_UpLink 

 

e) VLAN on Interface 

Interface Switch Port LAG 

Untag 

VLAN 

Tag VLAN 

Eth1/1/1 664   

Eth1/1/2 664   

Eth1/1/3 664   

Eth1/1/4 677 675  

Eth1/1/12 664 675  

Eth1/2/1  661  

Eth1/3/1  661, 664, 675, 677 8 

Eth1/3/2  661, 664, 675, 677 8 

 

f) IP Address Management 

IP Address Management 10.xx.46.9/24 

 

8. Parameter Konfigurasi Access Switch Security Side 

a) Hostname 

Device  Hostname 



L-1 Parameter Konfigurasi Switch 

 

 

Access Switch Security Side AAA-BBB-AS-S2-02 

 

b) VLAN Database 

VLAN 

ID 

VLAN Name Deskripsi 

661 AAA-BBB-NET-MGT-WH For Network Device 

Management 

664 AAA-BBB-LAN-CTV-WH Allocated for CCTV 

Management 

675 AAA-BBB-LAN-IPH-WH Allocated for IP Phone 

677 AAA-BBB-LAN-PRO-WH Allocated for Warehouse LAN 

user 

 

c) Link Aggregation 

Link 

Aggregation 
Interface 

LAG 

Group 
VLAN Allow 

LAG08 
Eth1/3/1 9 661, 664, 675, 677 

Eth1/3/2 9 661, 664, 675, 677 

 

d) Physical Port Allocation 

Interface Deskripsi 

Eth1/1/1 To_ EMI-CKR-VC-H1-02_VC- Hall-1-Outdoor 

Eth1/1/2 To_ EMI-CKR-VC-H2-02_VC- Hall-2-Outdoor 

Eth1/1/3 To_ EMI-CKR-VC-H3-02_VC- Hall-3-Outdoor 

Eth1/1/4 To_IP-Phone-SideSecurityPost-1 

Eth1/3/1 To_AAA-BBB-CS-SR-01_Eth1/3/4_UpLink 

Eth1/3/2 To_AAA-BBB-CS-SR-01_Eth2/3/4_UpLink 

 

e) VLAN on Interface 

Interface Switch Port LAG 



L-1 Parameter Konfigurasi Switch 

 

 

Untag 

VLAN 

Tag VLAN 

Eth1/1/1 664   

Eth1/1/2 664   

Eth1/1/3 664   

Eth1/1/4  675  

Eth1/2/1  661  

Eth1/3/1  661, 664, 675, 677 8 

Eth1/3/2  661, 664, 675, 677 8 

 

f) IP Address Management 

IP Address Management 10.xx.46.10/24 

 

9. Parameter Konfigurasi Server Farm Switch 

a) Hostname 

Device  Hostname 

Server Farm Switch AAA-BBB-SS-SR-01 

 

b) VLAN Database 

VLAN 

ID 

VLAN Name Deskripsi 

651 AAA-BBB-SVR-DEV-WH Allocated for Server 

Development 

652 AAA-BBB-SVR-PD1-WH Allocated for Server 

Production 1 

653 AAA-BBB-SVR-PD2-WH Allocated for Server 

Production 2 

661 AAA-BBB-NET-MGT-WH For Network Device 

Management 

662 AAA-BBB-SVR-MGT-WH Allocated for Server 

Management 

 



L-1 Parameter Konfigurasi Switch 

 

 

c) Link Aggregation 

Link 

Aggregation 
Interface 

LAG 

Group 
VLAN Allow 

LAG08 
Eth1/1/2 20 661 

Eth2/1/2 20 661 

 

d) Physical Port Allocation 

Interface Deskripsi 

Eth1/1/2 To_AAA-BBB-CS-SR-01_Eth1/1/1_SF1-CS1 

Eth1/1/3 To_AAA-BBB-DW-SR-01_MGMT_Management_WAN-

SW1 

Eth1/1/4 To_AAA-BBB-FE-SR-

01_MGMT_Management_Firewall1 

Eth1/1/5 To_AAA-BBB-FE-SR-01_Port5_SF1-FE1 

Eth1/1/14 To_AAABBBVMWESXP01_Port1 

Eth1/1/15 To_AAABBBVMWESXP02_Port2 

Eth1/1/17 To_AAABBBBCKPSVP01_Port1 

Eth1/1/18 To_AAABBBBCKPSVP01_Port2 

Eth2/1/2 To_AAA-BBB-CS-SR-01_Eth1/1/1_SF1-CS1 

Eth2/1/3 To_AAA-BBB-DW-SR-02_MGMT_Management_WAN-

SW2 

Eth2/1/4 To_AAA-BBB-FE-SR-

02_MGMT_Management_Firewall2 

Eth2/1/5 To_AAA-BBB-FI-SR-02_Port5_SF2-FE2 

Eth2/1/14 To_AAABBBVMWESXP01_PortIdrac 

Eth2/1/17 To_AAABBBBCKPSVP01_PortIdrac 

Eth2/1/19 TAPE BACKUP Server 

 

e) VLAN on Interface 

Interface Switch Port LAG 



L-1 Parameter Konfigurasi Switch 

 

 

Untag 

VLAN 

Tag VLAN 

Eth1/1/1    

Eth1/1/2  661 20 

Eth1/1/3 661 651, 653, 662  

Eth1/1/4 661 651  

Eth1/1/5  651, 653, 661, 662  

Eth1/1/6    

Eth1/1/7 651   

Eth1/1/8    

Eth1/1/9    

Eth1/1/10    

Eth1/1/11    

Eth1/1/12    

Eth1/1/13  652  

Eth1/1/14  652  

Eth1/1/15  652  

Eth1/1/16  652  

Eth1/1/17 652   

Eth1/1/18 652   

Eth1/1/19    

Eth1/1/20 651   

Eth1/1/21 651   

Eth1/1/22 651   

Eth1/1/23 652   

Eth1/1/24 652   

Eth1/2/1  652  

Eth1/2/2 652   

Eth2/1/2  661 20 

Eth2/1/3 661   

Eth2/1/4 661   

Eth2/1/5  651, 652, 653, 661, 662  



L-1 Parameter Konfigurasi Switch 

 

 

Eth2/1/13 662   

Eth2/1/14 662   

Eth2/1/15 662   

Eth2/1/16 662   

Eth2/1/17 662   

Eth2/1/18 662   

Eth2/1/19 662   

Eth2/1/23    

Eth2/1/24    

Eth2/2/1 651   

 

f) IP Address Management 

IP Address Management 10.xx.46.11/24 

 

10. Parameter Konfigurasi WAN Distribution Switch ISP 1 

a) Hostname 

Device  Hostname 

WAN Distribution Switch ISP 1 AAA-BBB-DW-SR-01 

 

b) VLAN Database 

VLAN 

ID 

VLAN Name Deskripsi 

630 AAA-BBB-WAN-CBP-WH Allocated for Internet 

Cyberplus 

631 AAA-BBB-WAN-LNK-

WH 

Allocated for Internet Linknet 

661 AAA-BBB-NET-MGT-WH For Network Device 

Management 

 

c) Physical Port Allocation 

Interface Deskripsi 



L-1 Parameter Konfigurasi Switch 

 

 

Eth1/1/1 To_AAA-BBB-SS-SR_01_MGMT_Management_SF-

Switch 

Eth1/1/3 To_AAA-BBB-FE-SR-01_Port1_Downlink_Firewall1 

Eth1/1/4 To_AAA-BBB-FE-SR-02_Port1_Downlink_Firewall2 

Eth1/2/1 To_AAA-BBB-WAN-AST-WH_INT_Internet_Cyberplus-

UpLink 

 

 

d) VLAN on Interface 

Interface Switch Port LAG 

Untag 

VLAN 

Tag VLAN 

Eth1/1/1  661  

Eth1/1/2 630   

Eth1/1/3 630   

Eth1/1/4 630   

Eth1/2/1 630   

 

e) IP Address Management 

IP Address Management 10.xx.46.12/24 

 

11. Parameter Konfigurasi WAN Distribution Switch ISP 2 

a) Hostname 

Device  Hostname 

WAN Distribution Switch ISP 2 AAA-BBB-DW-SR-02 

 

b) VLAN Database 

VLAN 

ID 

VLAN Name Deskripsi 

630 AAA-BBB-WAN-CBP-WH Allocated for Internet 

Cyberplus 



L-1 Parameter Konfigurasi Switch 

 

 

631 AAA-BBB-WAN-LNK-

WH 

Allocated for Internet Linknet 

661 AAA-BBB-NET-MGT-WH For Network Device 

Management 

 

c) Physical Port Allocation 

Interface Deskripsi 

Eth1/1/1 To_AAA-BBB-SS-SR_01_MGMT_Management_SF-

Switch 

Eth1/1/2 To_AAA-BBB-WAN-AST-WH_INT_Internet_linknet-

UpLink 

Eth1/1/3 To_AAA-BBB-FE-SR-01_Port2_Downlink_Firewall1 

Eth1/1/4 To_AAA-BBB-FE-SR-02_Port2_Downlink_Firewall2 

 

d) VLAN on Interface 

Interface Switch Port LAG 

Untag 

VLAN 

Tag VLAN 

Eth1/1/1  661  

Eth1/1/2 631   

Eth1/1/3 631   

Eth1/1/4 631   

 

e) IP Address Management 

IP Address Management 10.xx.46.13/24 

 

 

 

 

 

 



L-2 Realisasi Konfigurasi Switch 

 

 

1) Access Switch Hall 1 

a) Hostname  

 

b) VLAN Database 

 

c) Link Aggregation 

 

d) Physical Port Allocation 



L-2 Realisasi Konfigurasi Switch 

 

 

 

 

e) VLAN on Interface 

 

f) IP Address 

 

2) Access Switch Workshop 



L-2 Realisasi Konfigurasi Switch 

 

 

a) Hostname 

 

b) VLAN Database 

 

c) Link Aggregation 

 

d) Physical Port Allocation 

 

e) VLAN on Interface 



L-2 Realisasi Konfigurasi Switch 

 

 

 

f) IP Address 

 

3) Access Switch Hall 2 

a) Hostname 

 

b) VLAN Database 

 

c) Link Aggregation 



L-2 Realisasi Konfigurasi Switch 

 

 

 

d) Physical Port Allocation 

 

e) VLAN on Interface 

 

 



L-2 Realisasi Konfigurasi Switch 

 

 

f) IP Address 

 

4) Access Switch Hall 3 

a) Hostname 

 

b) VLAN Database 

 

c) Link Aggregation 

 

d) Physical Port Allocation 

 



L-2 Realisasi Konfigurasi Switch 

 

 

e) VLAN on Interface 

 

f) IP Address 

 

5) Access Switch Small Office Area 1 

a) Hostname 

 

b) VLAN Database 

 

c) Link Aggregation 



L-2 Realisasi Konfigurasi Switch 

 

 

 

d) Physical Port Allocation 

 

 

e) VLAN on Interface 

 



L-2 Realisasi Konfigurasi Switch 

 

 

 

f) IP Address 

 

6) Access Switch Small Office Area 2 

a) Hostname 

 

b) VLAN Database 

 

c) Link Aggregation 



L-2 Realisasi Konfigurasi Switch 

 

 

 

d) Physical Port Allocation 

 

 

e) VLAN on Interface 

 

 



L-2 Realisasi Konfigurasi Switch 

 

 

f) IP Address 

 

7) Access Switch Small Security Front 

a) Hostname 

 

b) VLAN Database 

 

c) Link Aggregation 

 

d) Physical Port Allocation 

 

e) VLAN on Interface 



L-2 Realisasi Konfigurasi Switch 

 

 

 

f) IP Address 

 

8) Access Switch Small Security Side 

a) Hostname 

 

b) VLAN Database 

 

c) Link Aggregation 

 

d) Physical Port Allocation 



L-2 Realisasi Konfigurasi Switch 

 

 

 

e) VLAN on Interface 

 

f) IP Address 

 

9) Server Farm Switch 

a) Hostname 

 

b) VLAN Database 

 

c) Link Aggregation 



L-2 Realisasi Konfigurasi Switch 

 

 

 

d) Physical Port Allocation 

 

 

e) VLAN on Interface 

 

f) IP Address 

 

 



L-2 Realisasi Konfigurasi Switch 

 

 

10) WAN Distribution Switch ISP 1 

a) Hostname 

 

b) VLAN Database 

 

c) Physical Port Allocation 

 

d) VLAN on Interface 

 

e) IP Address 

 

11) WAN Distribution Switch ISP 1 

a) Hostname 

 

b) VLAN Database 

 

c) Physical Port Allocation 

 

d) VLAN on Interface 



L-2 Realisasi Konfigurasi Switch 

 

 

 

e) IP Address 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



L-3 Pengujian Network System Check 

 

 

1. Access Switch Hall 1 

No. Elements 

Check 

Result Test Status 

1. Connectivity 

Ping to 

Default 

Gateway 

 

Pass 

2. Hostname 
 

Pass 

3. IP Address 

Configured  

Pass 

4. VLAN 

Database 

 

Pass 



L-3 Pengujian Network System Check 

 

 

5. Interface 

Status 

 

Pass 

6. Device 

Installation 

(Capture) 

 

 

Pass 

 

2. Access Switch Workshop 

No. Elements 

Check 

Result Test Status 

1. Connectivity 

Ping to 

Default 

Gateway 

 

Pass 

2. Hostname 
 

Pass 

3. IP Address 

Configured  

Pass 



L-3 Pengujian Network System Check 

 

 

4. VLAN 

Database 

 

Pass 

5. Interface 

Status 

 

Pass 

6. Device 

Installation 

(Capture) 

 

 

Pass 

 

3. Access Switch Hall 2 

No. Elements 

Check 

Result Test Status 

1. Connectivity 

Ping to 

Default 

Gateway 

 

Pass 

2. Hostname 
 

Pass 



L-3 Pengujian Network System Check 

 

 

3. IP Address 

Configured  

Pass 

4. VLAN 

Database 

 

Pass 

5. Interface 

Status 

 

Pass 

6. Device 

Installation 

(Capture) 

 

 

Pass 

 

4. Access Switch Hall 3 

No. Elements 

Check 

Result Test Status 



L-3 Pengujian Network System Check 

 

 

1. Connectivity 

Ping to 

Default 

Gateway 

 

Pass 

2. Hostname 
 

Pass 

3. IP Address 

Configured  

Pass 

4. VLAN 

Database 

 

Pass 

5. Interface 

Status 

 

Pass 

6. Device 

Installation 

(Capture) 

 

 

Pass 



L-3 Pengujian Network System Check 

 

 

 

5. Access Switch Small Office Area 1 

No. Elements 

Check 

Result Test Status 

1. Connectivity 

Ping to 

Default 

Gateway 

 

Pass 

2. Hostname 
 

Pass 

3. IP Address 

Configured  

Pass 

4. VLAN 

Database 

 

Pass 



L-3 Pengujian Network System Check 

 

 

5. Interface 

Status 

 

Pass 

6. Device 

Installation 

(Capture) 

 

 

Pass 

 

6. Access Switch Small Office Area 2 

No. Elements 

Check 

Result Test Status 

1. Connectivity 

Ping to 

Default 

Gateway 

 

Pass 

2. Hostname 
 

Pass 

3. IP Address 

Configured  

Pass 



L-3 Pengujian Network System Check 

 

 

4. VLAN 

Database 

 

Pass 

5. Interface 

Status 

 

Pass 

6. Device 

Installation 

(Capture)  

 

 

Pass 

 

7. Access Switch Small Security Front 

No. Elements 

Check 

Result Test Status 

1. Connectivity 

Ping to  

Pass 



L-3 Pengujian Network System Check 

 

 

Default 

Gateway 

2. Hostname 
 

Pass 

3. IP Address 

Configured  

Pass 

4. VLAN 

Database 

 

Pass 

5. Interface 

Status 

 

Pass 

6. Device 

Installation 

(Capture) 

 

 

Pass 

 

8. Access Switch Small Security Side 

No. Elements 

Check 

Result Test Status 

1. Connectivity 

Ping to 

Default 

Gateway 

 

Pass 

2. Hostname 
 

Pass 



L-3 Pengujian Network System Check 

 

 

3. IP Address 

Configured  

Pass 

4. VLAN 

Database 

 

Pass 

5. Interface 

Status 

 

Pass 

6. Device 

Installation 

(Capture) 

 

 

Pass 

 

9. Server Farm Switch 

No. Elements 

Check 

Result Test Status 

1. Connectivity 

Ping to 

Default 

Gateway 

 

Pass 

2. Hostname 
 

Pass 

3. IP Address 

Configured  

Pass 



L-3 Pengujian Network System Check 

 

 

4. VLAN 

Database 

 

Pass 

5. Interface 

Status 

 

Pass 

6. Device 

Installation 

(Capture) 

 

 

Pass 

 

10. WAN Distribution Switch ISP 1 

No. Elements 

Check 

Result Test Status 

1. Connectivity 

Ping to  

Pass 



L-3 Pengujian Network System Check 

 

 

Default 

Gateway 

2. Hostname 
 

Pass 

3. IP Address 

Configured  

Pass 

4. VLAN 

Database 

 

Pass 

5. Interface 

Status 

 

Pass 

6. Device 

Installation  

(Capture) 

 

 

Pass 

 

11. WAN Distribution Switch ISP 2 

No. Elements 

Check 

Result Test Status 

1. Connectivity 

Ping to 

Default 

Gateway 

 

Pass 

2. Hostname 
 

Pass 

3. IP Address 

Configured  

Pass 

4. VLAN 

Database 

 

Pass 



L-3 Pengujian Network System Check 

 

 

5. Interface 

Status 

 

Pass 

6. Device 

Installation 

(Capture) 

 

 

Pass 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



L-4 Pengujian Notifikasi Telegram Pada Switch 

 

 

No. Percobaan Hasil 

1 Percobaan 2 • Problem 

 

• Resolved 

 

2 Percobaan 3 • Problem 

 

• Resolved 



L-4 Pengujian Notifikasi Telegram Pada Switch 

 

 

 

3 Percobaan 4 • Problem 

 

• Resolved 

 

4 Percobaan 5 • Problem 



L-4 Pengujian Notifikasi Telegram Pada Switch 

 

 

 

• Resolved 

 

5 Percobaan 6 • Problem 

 

• Resolved 



L-4 Pengujian Notifikasi Telegram Pada Switch 

 

 

 

6 Percobaan 7 • Problem 

 

• Resolved 

 

7 Percobaan 8 • Problem 



L-4 Pengujian Notifikasi Telegram Pada Switch 

 

 

 

• Resolved 

 

8 Percobaan 9 • Problem 

 

• Resolved 



L-4 Pengujian Notifikasi Telegram Pada Switch 

 

 

 

9 Percobaan 10 • Problem 

 

• Resolved 

 

 

 

 

 

 



L-5 Pengujian Notifikasi Telegram Pada Firewall 

 

 

No. Percobaan Hasil 

1 Percobaan 2 • Problem 

 

• Resolved 

 

2 Percobaan 3 • Problem 

 

• Resolved 



L-5 Pengujian Notifikasi Telegram Pada Firewall 

 

 

 

3 Percobaan 4 • Problem 

 

• Resolved 

 

4 Percobaan 5 • Problem 



L-5 Pengujian Notifikasi Telegram Pada Firewall 

 

 

 

• Resolved 

 

5 Percobaan 6 • Problem 

 

• Resolved 



L-5 Pengujian Notifikasi Telegram Pada Firewall 

 

 

 

6 Percobaan 7 • Problem 

 

• Resolved 

 

7 Percobaan 8 • Problem 



L-5 Pengujian Notifikasi Telegram Pada Firewall 

 

 

 

• Resolved 

 

8 Percobaan 9 • Problem 

 

• Resolved 



L-5 Pengujian Notifikasi Telegram Pada Firewall 

 

 

 

9 Percobaan 10 • Problem 

 

• Resolved 

 

 

 

 

 

 



L-6 Pengujian Notifikasi Telegram Pada Server 

 

 

No. Percobaan Hasil 

1 Percobaan 2 • Problem 

 

• Resolved 

 

2 Percobaan 3 • Problem 

 

• Resolved 



L-6 Pengujian Notifikasi Telegram Pada Server 

 

 

 

3 Percobaan 4 • Problem 

 

• Resolved 

 

4 Percobaan 5 • Problem 



L-6 Pengujian Notifikasi Telegram Pada Server 

 

 

 

• Resolved 

 

5 Percobaan 6 • Problem 

 

• Resolved 



L-6 Pengujian Notifikasi Telegram Pada Server 

 

 

 

6 Percobaan 7 • Problem 

 

• Resolved 

 

7 Percobaan 8 • Problem 



L-6 Pengujian Notifikasi Telegram Pada Server 

 

 

 

• Resolved 

 

8 Percobaan 9 • Problem 

 

• Resolved 



L-6 Pengujian Notifikasi Telegram Pada Server 

 

 

 

9 Percobaan 10 • Problem 

 

• Resolved 

 

 

 

 

 

 


